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About Exterro

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manage digital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Data Risk Management platform
that enables our clients to address their privacy, regulatory, compliance, digital forensics, and litigation risks more
effectively and at lower costs. We provide software solutions that help some of the world’s largest organizations, law

enforcement and government agencies work smarter, more efficiently, and support the Rule of Law.

Purpose of the Document

This document provides step-by-step instructions for successfully upgrading the Exterro FTK application from version

8.1 or 8.1 SP1/SP2/SP3 to version 8.1 SP4.
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Prerequisites

The following are the prerequisites for the FTK 8.1 SP4 version:

Before upgrading to FTK 8.1 SP4, ensure the following applications are updated to the specified versions or later.
Compatibility is essential for seamless integration and optimal performance. You can check the current versions by
navigating to:

Start > Control Panel > Programs > Programs and Features

[g Note: If the user is already on version 8.1 SP2, Site Server patch does not need to be applied. The Site

Server version remains the same for both 8.1 SP2 and 8.1 SP3.

Application Required Version

Exterro Desktop Viewer 8.1.0.305/8.1.0.328 SP1/ 8.1.0.1097 SP2 / 8.1.0.1101 SP3

10.28.0.245/ 10.28.0.268 SP1/ 10.28.0.1512 SP2 /
Exterro Evidence Processing Engine 10.28
10.28.0.1537 SP3

10.28.0.245 / 10.28.0.268 SP1 / 10.28.0.1512 SP2 /
Exterro Distributed Processing Manager 10.28
10.28.0.1537 SP3

Exterro Forensics Tools 8.1 8.1.0.330/8.1.0.385 SP1/8.1.0.1550 SP2 / 8.1.0.2375 SP3
Exterro Forensics Tools Suite 8.1 8.1.0.330/8.1.0.385 SP1/8.1.0.1550 SP2 / 8.1.0.2375 SP3
Exterro FTK Plus 8.1.0.305/8.1.0.328 SP1/ 8.1.0.1097 SP2 / 8.1.0.1101 SP3
Exterro Site Server 8.1.1.1057/8.1.2.8/8.1.3.4

Note: PostgreSQL is no longer part of the Site Server installation package, however it is still a

[Q requirement for all Site Server deployments. Users can install PostgreSQL (as packaged with FTK) before

initiating the Site Server installation; if not, the Site Server will not start.

© Exterro, Inc. All rights reserved. www.exterro.com 4
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a) For RDS PostgreSQL Database Users: If your database is an SSL-enabled RDS PostgreSQL instance, configure

the following environment variables before installing FTK 8.1 SP3 on the hosts where FTK, DPM and DPEs are
installed:

o ispostgresrdsconnection=true

o postgresdbtimeout=120

O usesecurepostgres=true

Where to Set the Environment Variables:
These environment variables need to be set on all machines where FTK components (FTK, DPM, and DPE)
are installed. Specifically:
i On each machine where FTK, DPM, and DPE components are being installed, access the system's
environment variable settings.
ii. Windows:
1) Open the Control Panel.
2) Navigate to System and Security > System > Advanced system settings.
3) Click on Environment Variables.
4) Add the variables under System variables or User variables, depending on your

preference.

[g Note: Skip this step if you are not using an RDS PostgreSQL instance.

© Exterro, Inc. All rights reserved. www.exterro.com 5
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b) Additionally, ensure there are no active or running jobs associated with the WeblabSelfhost service. Restart the

system/instance/environment before applying the FTK 8.1 SP4 patch to prevent files (DLLs, EXEs, or configuration

files) from being in use during the patch application.

Important: This process must be performed on every machine running any of the following services
within a distributed environment:
e Exterro Desktop Viewer
@ e Exterro Distributed Processing Manager
e Exterro Evidence Processing Engine
e Exterro Forensic Tools
e Exterro FTK Plus

e Exterro Site Server

¢) The ADG schema of FTK Suite should be manually updated for all versions below the 7.1.163.0 schema version

while installing the FTK 8.1 SP4 package.

[g Note: The auto upgrade process is applicable only for the database set as default.

© Exterro, Inc. All rights reserved. www.exterro.com 6
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ADG Database Backup

Note: Exterro strongly advises backing up your application database before applying the FTK 8.1 SP4

[g Patch while upgrading from FTK 8.1 or FTK 8.1 SP1 version. Consult with a database administrator

before proceeding, as these steps could affect existing maintenance plans.

MSSQL Server ADG Database Backup

Steps:
1. Install and open MSSQL Server Management Studio (SSMS).

2. Connect to the desired MSSQL database server.

o® Connect to Server X

SQL Server

Servertype: Database Engine ~

Server name: |_ i |

Authentication: | SGL Server Authertication v/
Login: :- ~ |
Password: | ......... |

1 Remember password

I Connect || Cancel || Help || Options == |

3. Inthe Object Explorer, expand the Databases node and select the ADG database.

Object Explorer > 0 x

Connect= ¥ *F o 7 & a»
o @ 7N S (SOL Server 16.0.1000.6 -
= Databases
Systern Databases

Database Snapshots
-

g Case ADGTx1_0001
g Case_ADGTx1_0002
g Case_ADGTx1_0003
i Case_ADGT1_0004

© Exterro, Inc. All rights reserved. www.exterro.com 7
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4. Right-click on the ADG database, select Tasks and choose Back Up.

= @ R BN (SOL Server 16.0.1000.6 -
=] Databases
Systemn Databases
Database Snapshots
u
E Mew Database...
=] New Query
WG Script Database as 3
W
@ cC Tasks 4 Detach...
WG Policies 4 Take Offline
G
u Facets Bring Online
W
[~ Re Start PowerShell Stretch 4
CRe Azure Data Studio 3 E t Col
Secur] nerypt Columns...
Servel Reports ' Data Discovery and Classification 4
Repli Rename Vulnerability Assessment 3
PolyBj Delet
Alwa eete Shrink 3
M
ana| Refresh | BackUp..
Integ Properties R Lag”
E SaL S estore 3

5. Inthe Back Up Database - ADG dialog box, verify the backup file path and name.

W Back Up Database - ADG - m| *
Script * Hel
# General e @
# Media Options
# Backup Options Source
Databass: |ADG |
Recovery model FULL
Backup type: [Ful =
[ Copy-orly backup
Backup component:
(®) Database
O Files and filegroups: [ | [
Destination
Back up to: ‘ Disk - |
Comocin
Server
.
Connection:
:
¥ View connection properties
Progress
Ready
=

6. Click OK to start the backup.

7. Wait for the success message indicating the backup is complete and click OK.

Microsoft SOL Server Management Studio X

The backup of database 'ADG' completed successfully,

L
153 Copy message III

© Exterro, Inc. All rights reserved. www.exterro.com 8
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PostgreSQL Server - ADG Database Backup

Steps:

1. Open pgAdmind.exe from the PostgreSQL installation directory:

C:\Program Files\AccessData\PostgreSQL\14.0\pgAdmin 4\runtime

g Note: If the PostgreSQL server is hosted on an RDS Cloud system, download and install the pgAdmin4

utility to connect to the PostgreSQL server.
2. In pgAdmin, right-click on Servers and select Register > Server.

e pgAdmin 4
File Object Tools Help

Object Explorer S B w Qo

v = Servers I

Create > Deploy Clobd Instancs

Refresh...

I

Remove Server Group

Properties...

3. Inthe Register - Server window, enter a name for the server in the General tab.

| = Register - Server x
! General Connection Parameters S5SH Tunnel Advanced
'—.

Mame Incalhost

Server group E Servers

Background »w

Foreground »

Cannect now? -

Comments

e

|

() Either Host name or Service must be specified x ]

o e X Close | | £ Reset

© Exterro, Inc. All rights reserved. www.exterro.com 9
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4. Navigate to the Connection tab and enter the following details:

e Hostname/Address
e Port (default: 5432)
e Username (default: postgres)

e Password

= Register - Server b4
General  Conneclion  Parameters  SSH Tunnel  Advanced

Host name/address [ localhost ]
Port 5432

Maintenance [ ostgres ]
database posta

Username postores

Kerberos

authentication? »

Password

Save password? j ]

Role

Service

0O © ® Close || £ Reset

5. Click Save to register the server.

© Exterro, Inc. All rights reserved. www.exterro.com 10



http://www.exterro.com/

FTK SUITE 8.1 SP4 — INSTALLATION GUIDE eXterrO

6. Expand the newly added server's Databases list and select the ADG database.

5] pgAdmin 4
File Object Tocls Help

Object Explorer S B w

w 5 Servers (1)
~ §} localhost
w = Databases (4)
> = adg
> case_adg_adg7x1_0001
¥ posigres
ssdb

((h (0 (h (o

>
> &b Login/Group Roles
» [ Tablespaces

7. Right-click on the adg database and select Backup.

@ poidmin4
File QObject Teols Help
Object Explorer S B W Q
« B Servers(1)
~ [ localhost

~ = Databases (4)

=* cas Create >
= pos Delete

> ='ssc pelete (Force)
> &8, Logini pefresh. .
» & Tablet pestore...
Backup...
CREATE S‘L
Disconnect from database
ERD For Database
Maintenance...
Grant Wizard...
Search Objects...
PSQL Tool
Query Tool

Properties...

© Exterro, Inc. All rights reserved. www.exterro.com 1 1
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8. Inthe Backup dialog, click the Files icon next to the Filename field, choose the backup directory and specify the

filename.
B - 1
Backup [Delabawe adg) kA
Gereral  DafaOptions  Query Options  Table Optians  Opfions  Objects
Filename: @ [ m]
Framiat Custam
o Compression rakia 1 §—
B nawr da M
T+ s ThiePC » Locsl DnkiC) » Bulé » Backup w8 search Backup i
Crganae ¥ Mew falids N |
Hare Date moilizd hpe Sie
i Qurk scoea
B Desiitog & Mo fem malch pour whand.
o Ooecwments i
4 Downlewds L
& Ficlues o
W This FC
i Febwoik
Fiks name ! A Eathup_tanzd =
Save 5 Dype: | Dkt Filsy -
e G

9. Inthe Windows Explorer dialog box, click Save.

© Exterro, Inc. All rights reserved. www.exterro.com 12
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10. Click the Backup button to begin the backup process.

Backup (Database: adg) 8 X
General Data Options  Query Options  Table Optlons  Options  Objects
Filename C:\Builds\Backup\ADG_Backup_Jan28.sql O
Farmat Custom
Compression ratio
Encoding Select anitem...
Number of jobs
Rale name Select anitem...
o g ¥ Close | | 42 Reset r

11. Click View Processes at the bottom of the pgAdmin4 window to monitor the backup process.

- pe——
B W o e s el samain s

=

Ly
12. Wait for the backup to complete.
[ushboad B Swperia W SO0 M Disdwdoy W Dupendewcion N Deperdenia W0 Prosoems N
e
O Tips Saver Tk Start Thes Suta T Tamn Jass)
8 [ 5 Backupoaea Iecainom Socaian S g 1R, 155157 P Fohad 143
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Upgrade Steps

Note: After the patch installation is completed, the shared ADG database will automatically be updated

[g to the latest schema version and validated once the FTK Web Service restarts during the patch

installation.

For FTK Standalone Users

The FTK 8.1 SP4 update can be automatically applied via FTK Central/Smart View. Click on the Click here option

from the webpage to initiate the update.

Administrator
i & (0
@ . ] (s:) @ 1 Administrator v ® @

exterro

b‘

What are you looking for?

Ca (8 & r> &

Case List Data Sources LitHolds Collections FTK Connect

© Copyright 2025 Exterro
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For FTK Enterprise/Lab/Central Users

Steps:

1. Download the Latest patch installer (FTK 8.1 SP4) from the Exterro Product Downloads page.

2. Right-click on the downloaded file, Forensic Tools 8.1.0 Patch.exe and select Run as administrator.

Forensic Tools 8.1.0. | Patch Open

G Run as administrator
"= CrowdStrife Falcon malware scan

& SkyDrive Pro

NN

Troubleshoot compatibility
Pin to Start
7-Zip >

[Q If prompted by User Account Control, click Yes to allow the application to make changes to

your device.

3. The extraction process will begin, and it may take 2 to 3 minutes. Once completed, click Apply Patch.

100% Extracting Forensic Tools 8.1.0 Patch.exe

Extracting Forensic Tools 8.1.0 Patch.exe

Exterro Forensic Tools Patch — m] X

exterro

This will apply the Exterro Forensic Tools 8.1.0 Patch #4
-

Apply Patch

© Exterro, Inc. All rights reserved. www.exterro.com 15
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4. Read and accept the terms and conditions of the License Agreement and click Continue.

EULABox

END-USER LICENSE AGREEMENT FOR EXTERRO SOFTWARE

IMPORTANT - READ CAREFULLY

This End-User License Agreement (“EULA”) is a legal agreement between End User (“Licensee™) (either an individual
or a single legal or juridical entity) and Exterro, Inc. (“Exterra™) for the Exterro software that accompanies this EULA,
which includes associated media, Exterro internet-based services (“Software™), and any training materials and programs
(“Program’’) that accompany the Software. An amendment or addendum 1o this EULA may accompany the Software.

LICENSEE AGREES TO BE BOUND BY THE TERMS OF THIS EULA BY DOWNLOADING, INSTALLING,
COPYING, OR USING THE SOFTWARE., IF LICENSEE DOES NOT AGREE TO THE EULA, LICENSEE SHALL
NOT DOWNLOAD, INSTALL. OR USE THE SOFTWARE.

THIS SOFTWARE LICENSE ("EULA"} ALLOWS THE LICENSEE TO USE THE SOFTWARE, PROGRAM,
SOFTWARE MEDIA ("MEDIA"), AND ACCOMPANYING USER DOCUMENTATION ("DOCUMENTATION")
CONTAINED IN THIS PACKAGE. THIS EULA BETWEEN LICENSEE AND EXTERRO, INCLUDING ITS
SUCCESSORS OR ASSIGNS (REFERRED TO COLLECTIVELY AS "LICENSOR"), SUPERSEDES ANY PRIOR
PROPOSAL, REPRESENTATION, OR UNDERSTANDING BETWEEN THE PARTIES.

1. LICENSE GRANT. Licensor hereby gramts to Licensee, and Licensee accepts a subscription-based, non-
exchisive, non-transferable, and non-sublicensable, use of the Software, Program, and Media for the term set forth
in an accompanied order form or similar ordering document, in accordance with the terms and conditions of this
EULA. An order form or similar document (“Order Form™) specifies the term of awthorized use for the Softoare
(“Subscription’), the fees and other charges for the Software (“License Fees™), any special payment terms, the
scope of use. and the numbers. tvpes and idemifiers of permited users. applications. servers. devices. capacity. and o

(®) | accept the terms in the boense agreement Print ELILA

O Bt e e e Eee et o

5. The upgrade will proceed with the following components, applied sequentially:

i FTK Plus Patch

X 88% Extracting Exterro FTK Plus Patch.exe X

Extracting Exterro FTK Plus Patch.exe

Y Exterro FTK Plus Patch Application — O X

Performing Exterro FTK Plus Patch.

© Exterro, Inc. All rights reserved. www.exterro.com 16
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ii. Desktop Viewer Patch

exterro

This will apply the Exterro Forensic Tools 8.1.0 Patch #4

Patching Exterro Desktop Viewer...

L
17% Extracting Exterro Desktop Viewer Patch.exe

Extracting Exterro Desktop Viewer Patch.exe

Exterro Desktop Viewer Patch Application — ] X

Performing Exterro Desktop Viewer Patch.

Updating F|Iss:.llbaom7p|ugin dil

© Exterro, Inc. All rights reserved. www.exterro.com 17
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iii. EP/DPE Patch Application with Black Ice Printer Driver

exterro

This will apply the Exterro Forensic Tools 8.1.0 Patch #4

Patching Exterro Evidence Processing Engine 10.28...

.
ﬁ 21% Extracting Exterro Evidence Processing Engine 10.28 Patch.exe

Extracting Exterro Evidence Processing Engine 10.28 Patch.exe

Exterro Evidence Processing Engine 10.28 Patch Application — O X

Performing Exterro Evidence Processing Engine 10.28 Patch.

Updating Fllss..DAL MSSQL.dil

Performing Exterro Evidence Processing Engine 10.28 Patch.

Reinstallation 2! Black Ice Printers process

#3 Printer Driver Install
Olock

Installing: Black Ice ColorPlus TS Driver.

Installing:C:\Program Files\Black Ice Software LLC\Black Ice ColorPlus TS Driver\Distribution \Bu:

© Exterro, Inc. All rights reserved. www.exterro.com 18
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iv. DPM Patch Application

exterro

This will apply the Exterro Forensic Tools 8.1.0 Patch #4

Patching Exterro Distributed Processing Manager 10.28...
.

g’gzm 77% Extracting Exterro Distributed Processing Manager 10.28 Patch.exe

Extracting Exterro Distributed Processing Manager 10.28 Patch.exe

Performing Exterro Distributed Processing Manager 10.28 Patch.

Updating Flles:.adshared dil
e ——

© Exterro, Inc. All rights reserved. www.exterro.com 19



http://www.exterro.com/

exterro

V. FTK Patch

exterro

This will apply the Exterro Forensic Tools 8.1.0 Patch #4
L]

Patching Exterro Forensic Tools 8.1...
.

5% Extracting Exterro Forensic Tools 8.1 Patch.exe

Extracting Exterro Forensic Tools 8.1 Patch.exe

Exterro Forensic Tools 8.1 Patch Application - O X

Performing Exterro Forensic Tools 8.1 Patch.

Removing FI|SE Microsoft WindowsAzure.Storage xml

Exterro Forensic Tools 8.1 Patch Application

Performing Exterro Forensic Tools 8.1 Patch.

Updating F|Ies.DataAccess xml

6. The following patch completion page will be displayed, click Finish.

Exterro Forensic Tools Patch — | X

exterro

This will apply the Exterro Forensic Tools 8.1.0 Patch #4

S —
COMPLETE
L ]

\

© Exterro, Inc. All rights reserved. www.exterro.com 20
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PostgreSQL 14.19 Upgrade (Optional)

To upgrade to PostgreSQL version 14.19, follow the steps below:

1. Download the latest PostgreSQL 14.19 installer from the Exterro Product Downloads page.

2. Extract the folder and right-click on the .exe file, then select Run as Administrator.

PG 14.19
Name Date modified Type Size
+ % PostgreSQLSetup x64 e e 265,503 KB
Open
#* @ Run as administrator
~ & Edit with Notepad ++
» "N CrowdStrike Falcon malware scan >
» Troubleshoot compatibility
P Pin to Start

3. When prompted by User Account Control, click Yes.

X Setup Launcher Unicode

Verified publisher: ACCESSDATA GROUP, INC.
File origin: Downloaded from the Internet

Show more details

© Exterro, Inc. All rights reserved. www.exterro.com 2 1
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e The following page will be displayed.

¥ Exterro PostgreSQL Setup X
Welcome to the InstallShield Wizard for
Exterro PostgreSQL

The InstallShield(R) Wizard will install Exterro PostgreSQL on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

4. Click Next.

o The following pop-up will be displayed.

ﬂ Postgres Found X

An existing PostgreSQL installation (managed by AccessData/Exterro) has been detected. The current
version is lower than the version bundled with this installer.
Would you like to:

Upgrade: This will uninstall the existing version and install the updated FTK-supported version.

Cancel: Continue using the existing installed version of PostgreSQL.

Cancel ] | Upgrade

5. Click Upgrade.

© Exterro, Inc. All rights reserved. www.exterro.com 22
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e The License Agreement page will be displayed.

ﬂ Exterro PostgreSQL Setup X

License Agreement exterro

Please read the following license agreement carefully.

PostgreSQL License

PostgreSQL is released under the PostgreSQL License, a

liberal Open Source
license, similar to the BSD or MIT licenses.

PostgreSQL Database Management System
(formerly known as Postgres, then as Postgres95) v

(®)1 accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

InstallShield

6. Accept the license agreement by selecting | accept the terms in the License Agreement, then click Next.

e The following page will be displayed.

ﬂ Exterro PostgreSQL Setup X
Destination Folder e¥terro

Click Next to install to this folder, or dick Change to install to a different folder.

D Install Exterro PostgreSQL to:
C:\Program Files\AccessData\ Change...

Add Installation File path and Data folder in Windows Defender Exclusion List

InstallShield

7. Modify the installation directory if needed.

8. Enable the checkbox Add installation file path to Windows Defender exclusion list to allow Windows Security

to exclude PostgreSQL files from scans.

© Exterro, Inc. All rights reserved. www.exterro.com 23
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9. Click Next.

o The following page is displayed.

ﬂ Exterro PostgreSQL Setup X

Data Folder exterro

Click Next to create the PostgreSQL data folder here, or click Change to modify the

Create PostgreSQL data folder at:

InstallShield

< Back “ Next > 1 | Cancel

10. Data Directory Selection:

a) Forafresh install, choose a new data directory.

b) For an upgrade, select the existing PostgreSQL data directory to retain the database.
11. Click Next.

12. If prompted with a confirmation dialog during the upgrade, click Yes.
Data Folder Exists X
The data folder selected contains a previously installed PostgreSQL database.

To use it as your data folder you must know the associated database
password. Would you like to continue?

Yes No

© Exterro, Inc. All rights reserved. www.exterro.com 24



http://www.exterro.com/

exterro

13. Click Install to begin the upgrade process.

15 Exterro PostgreSQL Setup X

Ready to Install the Program exterro

The wizard is ready to begin installation. @ | [ K

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

InstallShield

< Back . Install . Cancel

14. Once the installation completes, click Finish.

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Exterro
PostgreSQL. Click Finish to exit the wizard.

exterro

- TK

© Exterro, Inc. All rights reserved. www.exterro.com 25
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SiteServer Upgrade / Fresh Installation

To install or upgrade SiteServer, follow these steps:

Note: SiteServer can be upgraded from versions 8.1, 8.1 SP1, SP2, or SP3. Ensure that a local instance of
AccessData/Exterro managed PostgreSQL is installed and running. After installation or upgrade, perform a clean

start or restart the instance to apply changes.

1. Download the latest SiteServer installer from the Exterro Product Downloads page.

2. Extract the folder, and right-click on the SiteServer.exe file and select Run as Administrator.

SS 2 8.1SP4 > installer

Name Date modified Type Size
o] 0x0407 9/24/2025 10:41 AM Configuration settings 26 KB
+ Q 0x0409 9/24/2025 10:41 AM Configuration settings 22 KB
b g ﬁ 0x0410 9/24/2025 10:41 AM Conficuration sattina 25 KR
o a 0x0411 9/24/2025 10:41 AM Cor Open
* L] ox0412 9/24/2025 10:41 AM  Cor| % Runas acI§inistrat0r
* L] ox0413 9/24/2025 10:41 AM Cor| & Edit with Kotepad++
- L] 0x0416 9/24/2025 10:41 AM Con = CrowdStrike Falcon malware scan >
L] 0x0419 9/24/2025 10:41 AM Cor Troubleshoot compatibility
ol 1] 0x0804 9/24/2025 10:41 AM Cor Pin to Start
* [ 1031.mst 9/24/2025 10:42 AM  MS]| 7-Zip >
[ 1033.mst 9/24/2025 10:42 AV 5| [ Scan with Windows Defender..
1034.mst 9/24/2025 10:42 AM MS]
D ms /241 Share with >
D 1036.mst 9/24/2025 10:42 AM MS] .
Pin to taskbar
D 1040.mst 9/24/2025 10:42 AM MS]
| Restore previous versions
D 1041.mst 9/24/2025 10:42 AM MS
[} 1042.mst 9/24/2025 10:42 AM  MS] Send to >
D 1043.mst 9/24/2025 10:42 AM MS] Tl
[] 1046.mst 9/24/2025 10:42 AM MS] o
[ 1049.mst 9/24/2025 10:42 AM MS]
(] 1053.mst 9/24/2025 1042 AM  Ms|  Createshortaut
L] 1055.mst 9/24/2025 10:42 AM  MS] Bz s
[ ] 2052.mst 9/24/2025 10:42 AM  MS] S
|E Datal 9/24/2025 10:42 AM cab Properties
x Exterro_Site_Server 9/24,/2025 10:43 AM Application 97,036 KB
ﬁ Exterro_Site_Server 9/24/2025 10:43 AM Windows Installer Pa... 13,183 KB
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3. When prompted by User Account Control, click Yes.

User Account Control x

Do you want to allow this app to make
changes to your device?

Setup Launcher Unicode

Verified publisher: ACCESSDATA GROUP, INC.
File origin: Downloaded from the Internet

Show more details

Yes No

e The following page will be displayed.

]ﬁ Exterro Site Server - InstallShield Wizard X
Welcome to the InstallShield Wizard for

Exterro Site Server

The InstallShield(R) Wizard will install Exterro Site Server on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

exterro

- K

4. Click Next.
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e The License Agreement page is displayed.

u@ Exterro Site Server - InstallShield Wizard K

License Agreement ey tel'l’o

END-USER LICENSE AGREEMENT FOR EXTERRO SOFTWARE ~

IMPORTANT - READ CAREFULLY

This End-User License Agreement (“EULA™) is a legal agreement between

End User (“Licensee™) (either an individual or a single legal or juridical

entity) and Exterro, Inc. (“Exterro™) for the Exterro software that

accompanies this EULA, which includes associated media, Exterro internet- v

@) 1 accept the terms in the license agreement Print

(:)I do not accept the terms in the license agreement

InstallShield

5. Accept the license agreement by selecting | accept the terms in the License Agreement, then click Next.

e The following page will be displayed.

nz%! Exterro Site Server - InstallShield Wizard X

Destination Folder ey te o

Click Next to install to this folder, or click Change to install to a different folder.

Install Exterro Site Server to:
C:\Program Files\AccessData\ Change

InstallShield

6. Modify the installation directory if needed and click Next.
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o The User Credentials page will be displayed.

m‘% Exterro Site Server - InstallShield Wizard X

User Credentials exterr

() Local System Account (®) Specific User Account

If you are installing a child site server, you can configure the service to use credentials that give the
service access to the eDiscovery server's responsive path without having to communicate through

the parent site server. In order to do this, you must specify the credentials of an account name that
exists on both the site server and the eDiscovery server. Use the Specific User Account option to set

the credentials.

User name:

Domain (Leave BLANK if user account is a local non-domain account):

Password:

InstallShield

7. Select Local System or specify a user account, then click Next.

The following page will be displayed.

t[(%l Exterro Site Server - InstallShield Wizard X

Ready to Install the Program exterr

The wizard is ready to begin installation. |

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

InstallShield

< Back Install Cancel

8. Click Install to begin installation.
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e The following page will be displayed.

n@ Exterro Site Server - InstallShield Wizard X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Exterro Site
Server. Click Finish to exit the wizard.

|v] Launch Site Server Configuration

9. When installation completes, enable the Launch SiteServer Configuration checkbox (to open SSConfig.exe).

10. Click Finish.
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o The Site server Configuration page will be displayed.

Site Server Configuration - General Settings:
Site Server Configuration

General  Agent Checkn Settinas

Type Friendly Name
oot | |
Secure Communications Site Server System
Private Centificate Parent Instance
|D:\Certs\Se#fSignedCerl.p12 | D parent port
Public Certificate Children Instances
[D:\Cetts\Sef SignedCert crt ||| [chidponchidzpot | 2]
Agert Private Cerfficate - Public Instances
|D:\Certs\Se{fSignedCert.p12 | |J public|P port publiclP2:port
Locality
System Password [] Default Domain
| | Managed Subnet Addressies)
P [10.1.1.0/24.10.1.20/24.105.0.0/16 |
[ Agert Collection Network Collection Locality {optional)
|P Configuration | |
Intemal Addresses/FQDON Corfiguration
Max Cliert Connections |10 ‘-:_-" Replication Threads 5 |3
Extemal Addresses/FQDN |
Max Incoming Threads |50 EI Retry Count 5 |:3:i
Max Outgoing Threads |-5»ﬂ ii-J Retry Delay {ms}) |-1-D|_JE|
| | [~ Use Secure Cliert )
) Max Evert Threads |50 E—J
Public TCP Port Heartbeat Port Client Port 5510 55 Port =
[s4545 | [54555 | [52321 | [54548 | Bandwidth Control
D 1] KB/zecond in from SiteServer
Resutts Directony or unc path o KB/second out ta SteServer
ChTest
[cT= | Olo KB/second in from Agent
1
D 0 KB/=econd out to Agent
Flesults share usemame
' logging Level ~ |[ERROR v
Results share password Agert Port Agert Checkin Log
e —
| Ay || Close
[ Note: Only the ‘System Password’ and ‘Results Directory’ needs to be configured for the Root site

server.

11. Enter the PostgreSQL System Password in the ‘System Password’ field.
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12. You can click on the Browse (...) option to select an existing folder or click Make New Folder to create and

choose a new folder.

Browse For Folder >

» [ Desktop ”
> Documents

» ownloads

> Music

» [&=] Pictures

> m Videos

» g Local Disk (C)

b o Mew Volume (Dn)

> gy Libraries

Make Mew Folder | | oK || Cancel

Note: If this path was previously selected, ensure that a trailing backslash is included, or remove it to

rebuild the results folder with the latest agent modules and installers.

[g For example:

= With a backslash: C:\Program Files\AgentModules\

= Without a backslash: C:\Program Files\AgentModules

13. Click on Apply to save the configurations made in the General Settings section.

[g Note: For more configuration details, refer to the Configuring Site Server (KB article).
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= A (Warning) Site Server Configuration pop-up is displayed.

Site Server Configuration X

_ Changing the results store is not recommended and all
/1 existing data will be lost. Continue with the change?

I ok | ‘ Cancel

14. Click OK.
* A pop-up will appear prompting you to restart the service. The service must be restarted, and any

ongoing jobs may need to be restarted.

Site Server Configuration X

o Restarted service

15. Click OK.
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Site Server Configuration - Agent Check-in Settings

The Agent Check-in Settings section applies only to public site servers and is not applicable for users trying to

configure it for root.

@ Important: The following fields should be configured for the corresponding Agents:

Agent Type Fields to be configured

o Certificate Path
Off-Network Windows Agent e Certificate Password
e HTTPS Port

e Certificate Path

e Certificate Password
Off-Network Mac Agent e HTTPS Port

e Reverse Proxy (Mac Agents Only)

e FTKC FQDN/IP

o Certificate Path

e Certificate Password
Both Off-Network Windows
e HTTPS Port
and Off-Network Mac Agents
e Reverse Proxy (Mac Agents Only)

e FTKC FQDN/IP
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Steps:

1. From the Site Server Configuration pop-up, select the Agent Check-In Settings section.

Site Server Configuration

General Agent Check-n Settings

Certficate Path :  [C./Program Files/AccessData/SteServer/agiwin1%sal19nph| | .. |

Certfficate Password : I...c-..u.o.- ‘

HTTPS Port : 443 |

4 Reverse Proxy (Mac Agents Only)

FTKC FQDN/IP - Imps://-cFI'KCertlal server base URL or IP address:Managec‘

[ ] [ o

2. Browse and select the required PFX certificate from the Certificate Path field.
3. Provide the Certificate Password.
Note: Passwords must be provided in plain text and will be encrypted automatically when the Site

[g Server service is restarted.

4. The value for HTTPS Port is updated as 443 by default. However, you can change it based on your preference.

[g Note: The value in HTTPS Port determines the managed site server service’s running port.

5. Check the Reverse Proxy (Mac Agents Only) option for reverse proxy mac agents.

6. Provide the value in below syntax for the FTKC FQDN/IP field:

<FTK Central application URL>:<managed API Port>

[g Note: The FTKC FQDN/IP field will be enabled only upon checking the Reverse Proxy (Mac Agents
Only) field.
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7. Click on Apply to save the configurations made in the Agent Check-in Settings section.

[g Note: Upon clicking on Apply, the Exterro Site Server Managed API will be restarted.

[g Note: After the installation is completed, verify that all applications have been upgraded to their

corresponding version by navigating to Start > Control Panel > Programs > Programs and Features.

Exterro Desktop Viewer 8.1.0.1312 SP4
Exterro Distributed Processing Manager 10.28 10.28.0.1689 SP4
Exterro Evidence Processing Engine 10.28 10.28.0.1689 SP4
Exterro Forensic Tools 8.1 8.1.0.4519 SP4
Exterro Forensics Tools Suite 8.1 8.1.0.4519 SP4
Exterro FTK Plus 8.1.0.1312 SP4
Exterro Site Server 8.1.4.7
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Contact Exterro

If you have any questions, please refer to this document, or any other related materials provided to you by Exterro.
For usage questions, please check with your organization’s internal application administrator. Alternatively, you may

contact your Exterro Training Manager or other Exterro account contact directly.

For technical difficulties, support is available through support@exterro.com.

Contact:

Exterro, Inc.

2175 NW Raleigh St., Suite 110

Portland, OR 97210.

Telephone: 503-501-5100

Toll Free: 1-877-EXTERRO (1-877-398-3776)
Fax: 1-866-408-7310

General E-mail:info@exterro.com

Website: www.exterro.com

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of Exterro, Inc. The trademarks, service marks, logos or other intellectual
property rights of Exterro, Inc and others used in this documentation ("Trademarks") are the property of Exterro, Inc and their respective owners. The
furnishing of this document does not give you license to these patents, trademarks, copyrights or other intellectual property except as expressly provided in
any written agreement from Exterro, Inc.

The United States export control laws and regulations, including the Export Administration Regulations of the U.S. Department of Commerce, and other
applicable laws and regulations apply to this documentation which prohibits the export or re-export of content, products, services, and technology to certain
countries and persons. You agree to comply with all export laws, regulations and restrictions of the United States and any foreign agency or authority and
assume sole responsibility for any such unauthorized exportation.

You may not use this documentation if you are a competitor of Exterro, Inc, except with Exterro Inc’s prior written consent. In addition, you may not use the
documentation for purposes of evaluating its functionality, or for any other competitive purposes.

If you have any questions, please contact Customer Support by email at support@exterro.com.
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