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Overview

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manage digital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Data Risk Management platform
that enables our clients to address their privacy, regulatory, compliance, digital forensics, and litigation risks more
effectively and at lower costs. We provide software solutions that help some of the world’s largest organizations, law

enforcement and government agencies work smarter, more efficiently, and support the Rule of Law.

Purpose of the Document

The purpose of the document is to provide users with the step-by-step instructions required to deploy the Mac Agent

via JAMF Pro application.

© Exterro, Inc. All rights reserved. www.exterro.com 3
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1 Mac Agent - agentinstall.config Configuration

This section provides you with the step to update the installation config file to create the Mac agent package used

for Jamf Pro.
To update the agentinstall.config file:

1. Open the agentinstall.config file provided by the Exterro team and edit the following options based on your

environment:

ServerPollIntervalSeconds 1800 Time interval for agent check-in

The maximum number of failed files allowed
CollectionFailedFileCount 0 during the collection process. If the number of files

exceeds this value, the collection will fail.

Server to which the agent has to be connected

with.

Multiple FTKC server DNS/ServerName with port

ServerBaseUris FTKC dns/Server name  can be added by separating it with commas (,).

Example:

ServerBaseUris=<FTKC _IP/HOSTNAME>:#### <FTK

C_IP/HOSTNAME> ####

If validateCertificate is set to true, the agent would

expect calling an agent API to present a cert that

matches the client cert (named client.CER which is
ValidateCertificate true the public key of a .PFX associated to the

configuration key: agentCertificateFileName found

in the ADG Weblabselfhost configuration file).

© Exterro, Inc. All rights reserved. www.exterro.com 4
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The validateCertificate key is also used to ignore the

cert failures when the agent tries to contact FTKC

server for offline jobs (which has invalid cert)

If the client has their own SSL certificate, provide
the file path where it is stored.
ClientCertificatePath
(Optional field) Example: The path should be enclosed in double
quotes:

/path/to/the/client/certificate

2. Save thefile.

Important Note: The saved file should be sent to the Exterro Support Team

r (support@exterro.com). The Exterro Team will use the provided file to build a customized Mac

Agent package for use in JAMF.

© Exterro, Inc. All rights reserved. www.exterro.com 5
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2 Deploying the Mac Agent via JAMF Pro

2.1 Prerequisites

e The targeted machines should be enrolled in JAMF with the ability to manage Policies and Configuration

Profiles.

e A Mac with a manually installed Agent is required to obtain baseline information.

2.2 Creating an Agent Installation Package

A separate Package is required for each version of the Mac Agent. Subsequent sections must correspond to the

version of the Agent used in the installation package.

To create an Agent Installation Package:

1. Loginto JAMF Pro application.

2. Click on Settings ' from the top-right corner.

jamf

Dashboard

Computers Devices
Policy Statuses

MAC AGENT 1 MAC AGENT 2 MAC AGENT 3 MAC AGENT 4 MAC AGENT 5

0% 0% 100% 100% | 0%

Completed Completed Completed Completed Completed

® 0 Completed @® O Completed @ 1 Completed @ 1 Completed @ 0 Completed
0 Pending 0 Pending 0 Pending 0 Pending 0 Pending
@ O Failed ® O Failed @ O Failed @ O Failed @ O Failed

© Exterro, Inc. All rights reserved. www.exterro.com 6
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= The Settings page is displayed.

45.0-11678116

Settings
All System Global Jamf Apps Self Service
System 10 settings

User accounts and groups

Set Jamf Pro user privileges, Directory Service
accounts, and password policies

Cloud identity providers

Configure and manage Google or Azure AD
cloud identity providers

Server Network Computer management

Single sign-on

Set SSO for Jamf Pro, macOS Self Service, and
user-initiated enrollmeant

SMTP server

Integrate a server to allow Jamf Pro to send
emails and invitations

|_‘ Display icons

Device management User management  Information

LDAP servers

Configure, manage, and test settings for LDAP
servers

Activation code

Update the activation code or organization
name and view licensing

3. Select the Computer management tab and click on Packages.

jamf

Computers

Settings

All System Global Jamf Apps Self Service

14 settings

Packages

Upload packages, configure settings, and set
deployment priority

Directory bindings

Allow Jamf Pro to bind computers to a
directory service

Server Network Computer management

Scripts

Upload and manage scripts to deploy to
computers, set parameters

Disk encryption configurations

Use to manage and enable FileVault on
computers

|7‘ Display icons

Device management User management  Information

Printers

Configure printers to deploy to computers

Dock items

Manage Dock items on computers

© Exterro, Inc. All rights reserved.
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4. Click New.

[g Note: The package file provided by Exterro team should be added here.

Settings : Computer management

< Packages

+ New
NAME A CATEGORY PRIORITY FUT FEU INDEXED
AccessDataAgent-macos-installer-x64-1.0.257.pkg Exterro Remote Mac Agent 10 No No No
AccessDataAgent-macos-installer-x64-1.0.259.pkg Exterro Remote Mac Agent 10 No No No
AccessDataAgent-macos-installer-x64-1.0.261.pkg Exterro Remote Mac Agent 10 No No No
bbone 258 Exterrao Remote Mac Agent 10 No No MNo
SignedAccessDataAgent-macos-installer-x64-1.0.258.pkg Exterro Remote Mac Agent 10 No No No

© Exterro, Inc. All rights reserved. www.exterro.com 8
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5. Provide the package’s Display Name.

jamf

Settings : Computer management > Packages

« New Package

Computers Devi
General Options Limitations

Display Name Display name for the package

Category Category to add the package to

Compute None v

Mobile De

Filename Filename of the package on the distribution point {e.g. "MyPackage.pkg")

Choose File

Manifest File

Upload Manifest File

Info Information to display to the administrator when the package is deployed or uninstalled

Notes Notes to display about the package (e.g. who built it and when it was built)

Cancel Save

6. Select the package’s Category.

7. Browse and select the required Agent PKG file for the Filename field.
Note: The remaining fields are optional and can be configured based on the user’s requirements.

8. Click Save.

© Exterro, Inc. All rights reserved. www.exterro.com 9
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2.3 Creating an Agent Deployment Policy

A Policy will be used to uninstall any existing Agent on a target machine and then install the specified Agent version.

To create an Agent Deployment Policy:

1. Loginto the JAMF Pro application.

2. Click on Computers.

jamf

Dashboard

Computers Devices Users
Policy Statuses

MAC AGENT 1 MAC AGENT 2 MAC AGENT 3 MAC AGENT 4 MAC AGENT 5

O, (o) 0, O, O,
0% 0% 100% 100% 0%
Completed Completed Completed Completed Completed
@ 0 Completed @ 0 Completed @ 1 Completed @ 1 Completed @ 0 Completed
0 Pending 0 Pending 0 Pending 0 Pending 0 Pending
@ 0 Failed ® O Failed ® 0 Failed ® 0 Failed ® 0 Failed

© Exterro, Inc. All rights reserved. www.exterro.com 10
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3. Click on Policies from the left pane.

jamf ¥
g Q| Computers Search
‘Computers
Advanced Computer Searches + New
Q Search Inventory
ch Volume Content NAME
ed S
No Advanced Computer Searches
Patch Management
4. Click on New.
jamf
g Computers
S ters Policies
v | Q_ Fitter P ‘ 1-30 of 30 + New = BB
NAME FREQUENCY TRIGGER SCOPE
arch Volume Con
Licensed Software
¥ Exterro Category
Policies
> @ AMN Profile Once per computer Check-in No scope defined
> [ ] Mac Profile Once per computer Check-in No scope defined
= Exterro Remote Mac Agent
2 & Ventura Mac Once per computer Check-in 1 computer
L L Show: 100 =~

© Exterro, Inc. All rights reserved.
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= The New Policy page is displayed.

jamf fo!

Q Computers : Policies
Computers < New Policy
Options Scope Self Service User Interaction

- -

ﬂ General 2 General

Display Name Display name for the policy

- Packages
¢ |

0 Packages !
Enabled

Category Category to add the palicy to

((;” Software Updates

Not Configured

None g

- Scripts
O Scripts

Trigger Event(s)to use to initiate the policy

eBooks
g E[I‘hrte&f |_‘ \?ﬁ?&ufccmoﬂ.or starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work
) Legin
® &l
Cancel Save

Provide a policy’s Display Name.
Check the Enabled option.

Select the policy’s Category.

© N o U

Select the required Trigger events during when the policy should be deployed.
Note: You are recommended to select the Recurring Check-in trigger event.

9. Select the Once per computer option from the Execution Frequency dropdown.

10. Check the Automatically re-run policy on failure option.

© Exterro, Inc. All rights reserved. www.exterro.com 12
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11. Select the Packages tab from the middle pane and click on Configure.

jamf

Computers : Policies

|

Computers  De « New Policy

Options Scope Self Service
General
: Packages 3y
W OFuckoge:

Software Updates
Not Configured
Mac Apps

ch Management

User Interaction

Use this section to install, cache, and uninstall packages.
Also use this section to install a sin:

e Configure Packages

le cached package

®

Cancel

Save

12. Click Add against the required package.

jamf

Computers @ Policies

=

st < New Policy

Options Scope Self Service
General
3 Packages >
& Oracioe:

W)
Mac Apps
Patch Man. - 'S('”D'f
eBooks

[ — Rk

User Interaction

Packages
NAME

AccessDataAgent-macos-installer
AccessDataAgent-macos-installer
AccessDataAgent-macos-installer-

bbone 258

SignedAccessDataAgent-macos-installer-

I pkg

' pkg

{8 Packages Settings

CATEGORY
Exterro Remote Mac Agent Add
Exterro Remote Mac Agent Add
Exterro Remote Mac Agent Add
Exterro Remote Mac Agent Add
i.pkg Exterro Remote Mac Agent Add
Cancel

© Exterro, Inc. All rights reserved.
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13. Select the Install option from the Action dropdown.

Computers : Policies

< New Policy

Options Scope Self Service User Interaction

Search Inventory
Search Volume Content = Packages >

¥ age Packages
Lice e

Distribution Point Distribution point to download the package(s} from
fﬂJ Software Ligkdates Each computer's default distribution point
Nat Canfigured

AccessDataAgent-macos-installer-siil & B 289 pkg

g Printers Action  Action to take on computers
0 Printers

Install -

eBooks

. Disk Encryption

Q] Not cantigured

Cancel Save

14. Select the Scripts tab from the middle pane and click on Configure.

jamf

Q Computers : Policies

Computers  Devi < New Policy

Options Scope Self Service User Interaction

Search Invi

Search Volume Content - Packages
1Package

"‘f“l Software Updates

Mot Configured

B Configure Scripts

Scripts 3 < H
- 0 g_,ip,“ X Use this section to run scripts

g Disk Encryption
O ot contigured

®

Cancel Save

www.exterro.com
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15. Click Add against the required Agent Uninstallation Script.

jamf

Q Computers : Policies

Computers  Devices < New Policy

Options Scope Self Service User Interaction
Search Invento
-
Packages Scripts {6} Scripts Settings
& e age
NAME CATEGORY
(f-%) ﬁr:)lf_:_\,"@_re. U.pdates Agent Uninstall Exterro Remote Mac Agent Add
lot Configured
Remove Mac Agent Exterro Remote Mac Agent Add
- Scripts 3
o ts
Cancel

et Printers
= oprinters
eBooks

4zt Disk Encryption
O not configured

®

Cancel Save

16. Select the Before option from the Priority dropdown.

jamf Q

Q Computers : Policies

< New Policy

Options Scope Self Service User Interaction
. ~  Scripts
arch Volume Content - Scripts 3
1Seript

Remove Mac Agent
g Printers
0 Printers .
Priority Pricrity to use for running the script in relation to other actions
Before ~
Disk Encryption

O ot configured
Parameter Values values for script parameters. Parameters 1-3 are predefined as mount point, computer name, and usemame

Parameter 4

Dock ltems
0 Dock Items

Patch Ma

eBool
Parameter 5
x Local Accounts |

0 Accounts

Cancel Save

17. No Parameters should be added.

© Exterro, Inc. All rights reserved. www.exterro.com 15
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18. Select the Scope tab and click on Add.

jamf 24
Q Computers : Policies
Computers = < New Policy
Options Scope Self Service User Interaction
Search Vol Content
Targets Limitations Exclusions
Licensed Software
Target Computers Target Users
Policies Computers to deploy the policy to Users ta deploy the policy to
Configuration Pro Specific Computers - Specific Users -
Re
) Management Selected Deployment Targets + Add
eBooks
TARGET TYPE
No Targets
® =l
Cancel Save

19. Click on Add against the required target.

Computers : Policies
< New Policy
Options Scope Self Service User Interaction
Search Inventory
Search Volume Content
Tl S Computers Computer Groups Users User Groups Buildings Departments
t J 1-70f7
Policies Q Filter R
figuration Profiles NAME LAST INVENTORY U... LAST CHECK-IN LAST ENROLLMENT
support-ftk-agents 2023/05/05 at 3:14 s 2023/04/14 at 216 Add
BM & PM
Mac Apps
{05/ 3 /051

Mac mini 2023/0540 at 1134 16 mifustes ago 2023/05/05 at 7:19 e
Patch Management PM AM
eBooks Mac mini addev 202 30NeRE2e 3 minutes ago 2L2IOHI ALY, Add

AM AM
3/05/ 4 103/ R
Sddevminaco] ZosH0 T e rinliZ= a0 SRR e
1 = » Show: 100 2 .
Cancel Save

20. Click Save.

If the Recurring Check-in event was selected for Trigger, the new Policy will be run on targets the next time a user

checks in to the JAMF application.

© Exterro, Inc. All rights reserved. www.exterro.com 16
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2.4 Creating a Configuration Profile
A Configuration Profile will be used to grant the Full Disk permissions necessary for the Agent to function correctly.

Any permission overrides deployed by JAMF are not visible to users in System Preferences > Security & Privacy > Full

Disk Access on the target machine(s). However, the pushed profile can be seen in system Preferences > Profiles.

To create a Configuration Profile:
1. Loginto JAMF Pro application.

2. Click on Computers.

Dashboard

Computers Devices

Policy Statuses

MAC AGENT 1 MAC AGENT 2 MAC AGENT 3 MAC AGENT 4 MAC AGENT 5

0% 0% - 100% . 100% 0%

Completed Completed Completed Completed Completed

@ 0 Completed @ 0 Completed @ 1 Completed ® 1 Completed ® 0 Completed
0 Pending 0 Pending 0 Pending 0 Pending 0 Pending
@ 0 Failed ® O Failed ® 0 Failed ® 0 Failed @ 0 Failed

© Exterro, Inc. All rights reserved. www.exterro.com 17
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3. Click on Configuration Profiles from the left pane and click on New.

JEL ¥
Q Computers
oot Configuration Profiles
v Q_ Filter Pr 1-50f 5 + New M Upload BE
arch Inventory
NAME LoGS COMPLETED PENDING FAILED SCOPE
ch Volume Content

v Agi Category
Mac Agent 1.0 View 0 o 0 No scope defined

> Exterro Remote Mac Agent
ADG Permissions View V] ] 0 No scope defined
BK config View 5 ] 0 5 computers
BN Mac Agent View 1 ] 0 1 computer
Mac Config View 1 ] 0 1 computer, bbone

= The New macOS Configuration Profile page is displayed.

jamft 2

Q Computers : Configuration Profiles

Computers < New macOS Configuration Profile

Options Scope
Search Inven
Search
ch Volume Content O rsescy General
Licensed Software i Name Display name of the profile
&, General
Policies N Description EBricf cxplanatior antent or purpase of the prafile
® Accessibility

{é}o Configuration Profiles

Not configured

Restricted
AD Certificate
Not

Mac Apps 1

onfigured ~ .
Category Category ta add the profile to
Patch Management
e . None v
eBool ! AirPlay
Not configured
Level Level at which to apply the profile

App-To-Par-App VPN Computer Level -

Mapping ® [Eﬂ

Not configured Cancel Save

P

© Exterro, Inc. All rights reserved. www.exterro.com 18
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Provide the profile’s Name.

Provide the Description of the profile.
Select the profile’s Category.

Select the Computer Level option from the Level drop-down.

© N o v &

Select the required option for Distribution Method.

Note: You are recommended to select Install Automatically.

9. Scroll down and select the Privacy Preferences Policy Control tab from the middle pane.

10. Click Configure.

jamf 9

Q Computers : Configuration Profiles

Computers < New macOS Configuration Profile

Options Scope

Q_ search

JB Passcode
Not configured

&/ Configure Privacy Preferences

= Printing POIle Control
Not configured
SRCAMHGLE Use this section to define access settings for applications

and services (macOS 10.14 or later, User Approved MDM

Privacy Preferences Policy required).
¥ contol Configure
Not configured

= Proxies

MNot configured
+— Restrictions ® [E']
= Cancel Save

Net configured

© Exterro, Inc. All rights reserved. www.exterro.com 19
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+
11. Create six App Access sections by clicking on the button.

Computers : Configuration Profiles

« New macOS Configuration Profile

Options Scope

q Search...
®

Privacy Preferences Policy Control
o) Passcode
Not configured ~ App Access

@ Printing Identifier
Not configured ]

Privacy Preferences Policy Identifier Type
@ Control

1 payload configured

Bundie ID ~

Code Requirement

E Praoxies
Mot configured

Restrictions )

Mot configured Cancel Save

il

12. Provide following values for the corresponding fields in each App Access sections:

/Library/ExterroEnterpriseMacAgent/ADG.ManagedAgentSvc Path
13. Provide following value for the Code Requirement field:

identifier ADG and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf|field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = Z5Y6K88KZA

© Exterro, Inc. All rights reserved. www.exterro.com 20
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14. For each App Access section, follow the below steps:

a. click Add and select the following values for the corresponding drop-down fields:

e App or Service - SystemPolicySysAllFiles

e Access — Allow

b. Click Save.

15. Click on the Scope tab and click on Add.

g Computers : Configuration Profiles

< New macOS Configuration Profile

b

Computers

Targets Limitations Exclusions
Target Computers Target Users
Policies Computers ta assign the profile to Users ta distribute the profile to
Configuration Profiles Specific Computers v Specific Users -
Selected Deployment Targets + Add
TARGET TYPE

No Targets

® =

Cancel Save

© Exterro, Inc. All rights reserved. www.exterro.com 2 1
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16. Add the scope that includes the required target(s).

jamf 0
Q Computers : Configuration Profiles
Computers « New macOS Configuration Profile
Options Scope
Computers Computer Groups Users User Groups Buildings Departments
Q Filter R I 1-50f5
NAME LAST INVENTORY U... LAST CHECK-IN LAST ENROLLMENT
FTK-agents ORI 14 minutes ago 2023/D4R3 15 o
/O5/ : 104/ v
Mac mini §%23-0-’- 10 at 8:28 11 minutes ago i&ZE‘- 04/26 at 8:07 B
Mac mini 1 gaz&-oa.«ro at7:44 16 minutes ago g&zam:os at6:16 o
Mac mini 2 ifh’d23"05"10 Gl 9 minutes ago ﬁazama«ze at 8:28 P
L) 1 - » Show: 100 ®
Cancel Save

17. Click Save.

If the Install Automatically option was selected for Distribution Method, the new profile will start showing up on

the targets the next time users check in to JAMF. (Refer System Preferences > Profiles).

© Exterro, Inc. All rights reserved. www.exterro.com 22
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Contact Exterro

If you have any questions, please refer to this document, or any other related materials provided to you by Exterro.
For usage questions, please check with your organization’s internal application administrator. Alternatively, you may

contact your Exterro Training Manager or other Exterro account contact directly.

For technical difficulties, support is available through support@exterro.com.

Contact:

Exterro, Inc.

2175 NW Raleigh St., Suite 110

Portland, OR 97210.

Telephone: 503-501-5100

Toll Free: 1-877-EXTERRO (1-877-398-3776)
Fax: 1-866-408-7310

General E-mail:info@exterro.com

Website: www.exterro.com

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of Exterro, Inc. The trademarks, service marks, logos or other intellectual
property rights of Exterro, Inc and others used in this documentation ("Trademarks") are the property of Exterro, Inc and their respective owners. The
furnishing of this document does not give you license to these patents, trademarks, copyrights or other intellectual property except as expressly provided in
any written agreement from Exterro, Inc.

The United States export control laws and regulations, including the Export Administration Regulations of the U.S. Department of Commerce, and other
applicable laws and regulations apply to this documentation which prohibits the export or re-export of content, products, services, and technology to certain
countries and persons. You agree to comply with all export laws, regulations and restrictions of the United States and any foreign agency or authority and
assume sole responsibility for any such unauthorized exportation.

You may not use this documentation if you are a competitor of Exterro, Inc, except with Exterro Inc’s prior written consent. In addition, you may not use the
documentation for purposes of evaluating its functionality, or for any other competitive purposes.

If you have any questions, please contact Customer Support by email at support@exterro.com.
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