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About Exterro

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manage digital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Data Risk Management platform
that enables our clients to address their privacy, regulatory, compliance, digital forensics, and litigation risks more
effectively and at lower costs. We provide software solutions that help some of the world’s largest organizations, law

enforcement and government agencies work smarter, more efficiently, and support the Rule of Law.

1 FTK Central - Exterro Intelligence

FTK Central includes the following Exterro Intelligence features to help speed up investigations and make evidence
analysis more efficient and accurate.
e Multimedia Intelligence Search

® Al Text Summarization

© Exterro, Inc. All rights reserved. www.exterro.com 4
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1.1 Al Process Workflow

1.1.1 Prerequisite

The following Al jobs will be automatically mapped in FTK Central System Management:
e Al Multimedia Search
e Al Summarization

However, you are recommended to ensure the same in the ‘Jobs’ section of System Management in FTK Central.

Navigation: FTK Central Homepage > Administration > System Management > Jobs

Administration

T 0 (T Syatom Management

¢ Configuration  SiteServerConsole  HashSets  KFFGroups  Systemlog  Activitylog  Jobs  DPMDPE Configuration I AWS 53 Mansgement >

Job Management
Selsct server for mepping

Procsssing ebisco/Search (ETED omer T

[ Abby OCR Processor B3 Add Evidence [ ADDsts Source Sync [ Al - Similer Face Detection [ Advenced Sesrch Report

[ Create Case
[ A1 - Tensor image Recognition B Al- Tensor Video Recognition B Apple Fs Parser Wrapper B Attachments Merge

B Deletz Objects From AWS $3 Processor
B “udit Log Report B Auto Message Label B Auto Redaction B Backup B 2 -Search

B Delet= Summaries
I Backup Restore [ Bvaris Impart [ BelkaSoftWirapper Depracsted [ Brand POF

B Downiosd Evidence from AWS 53
[ Bread Viewer imsging [ Buk Add Update Evidence [ Bulk BookMark [ Bulk BookMark Objects I Bulk Cading

[ Downlosd From AWS 53 Frocessor
B Bulk Document Conversion B Bulk Document Conversion B Bukk Evidence Update B Bulk Print B Collect Case Statistics

B FBFS Family Processar
B Case Index Merge Job B Collection Report B Complusion Wrapper B Computer Report B Confidence Score Calculstion

B Giobal Replsce
B Contact Entity Merge Processor [ Container Extraction B Convert Xmi To Report B Creste Production B Connector

- List Index Words Job Managed
[ Creste Project Caze [ Cross Csse Live Face Detection [ Cross Csse Similar Objects B Custom Merge Processor [ Dsts Volume Report

Associate Job{s) to server
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1.1.2 Multimedia Intelligence Search

e Al Multimedia preprocessing jobs use a PostgreSQL database to persist the embeddings of images extracted
from multimedia search preprocessing jobs. In a distributed Al server environment, each Al server should not
have its own PostgreSQL setup. Al servers act purely as processing engines and utilize a centralized
PostgreSQL database to store data and enable text search.

e In this setup, FTK Central bundles the case images and sends the payload to any available Al server to pick
up the job and process it. For proper functionality, images for a particular case must be stored in the same
PostgreSQL server. Therefore, all servers associated with a particular FTK Central build should use a single Al
PostgreSQL server.

e Multimedia Intelligence Search can be processed in both CPU and GPU environments. It can utilize multiple
CPUs, multiple GPUs, or a combination of both, depending on resource availability.

e Compared to CPUs, GPUs offer significantly faster processing times, especially for large-scale image analysis.

® Images are split into batches and dispatched to available CPU and GPU resources for parallel processing.

o The Al server can also run on CPU-only machines; however, Al jobs are computationally intensive and may

take significantly longer (several days for larger volumes of objects) to complete without GPU acceleration.
Example: When there are 10,000 images to process, the workload is divided into batches based on the rule below:
e Each batch would be a ZIP file that can include either up to 300 images or 200 MB in size.

e |f 70 images collectively reach the 200 MB limit, those 70 images will be processed as a single batch.

Note: If an individual image file exceeds 200 MB, it will be handled as a single batch to ensure proper processing.

1.1.2.1 GPU Scaling
For faster processing, it is recommended that you use multiple Al Servers, which can parallelly process multiple

batches for Al jobs. The prerequisites and steps to configure multiple Al servers are available in the ‘FTK - Al Server

Installation Guide’.

© Exterro, Inc. All rights reserved. www.exterro.com 6
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1.1.3 Text Summarization

e Text Summarization can be processed in both CPU and GPU environments. It can utilize multiple CPUs, GPUs,
or a combination of both, depending on resource availability.

e WhenonlyaCPU is available, the system uses the BART model, which generates summaries without citations.

e When a GPU is available, the system uses the Llama 3.2 model, which provides summaries with citations.

e Files are split into batches and dispatched to available CPU and GPU resources for processing.

e The Al server can also run on CPU-only machines; however, Al jobs are computationally intensive and may

take significantly longer (several days for larger volumes of objects) to complete without GPU acceleration.

Example: When 1000 files (containing 400 emails, 400 documents, and 200 chat conversations) are to be processed,

5 ZIPs, each containing 200 files, will be created and sent to the Al server for processing.

e |Initially, FTK Central will send a batch to the first configured Al server for processing. If that server’s GPU
resources are completely occupied, the batch will be sent to the next configured Al server. This process is
repeated in a round-robin method for subsequent batches to ensure all Al servers receive workloads for

processing.
1.1.3.1 Consolidated and Segmented Summaries

e Consolidated and segmented summaries are generated based on the context length and GPU processing
power of the model.

e When the total number of words in a file exceeds the estimated word count (derived from model context
length and GPU processing power), the text is automatically split into manageable segments.

e Each segment is summarized individually (segmented summaries).

e The model then uses these segmented summaries to generate a final consolidated summary, offering an

overview of the entire content.

1.1.4 Al Server Logs
You can access the Al Server logs from the location provided below:

C:\Program Files\AccessData\tf\tfdata\temp\log.txt

© Exterro, Inc. All rights reserved. www.exterro.com 7
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2 Multimedia Intelligence Search

Multimedia Intelligence Search is an Al-powered feature that helps investigators find relevant images in a case by

” u

analyzing their visual content. Instead of relying on file names, users can enter keywords (such as “car,” “people,” or
“gun,”) and the feature will return matching images that contain the corresponding objects. This makes it faster and

easier to search through large sets of multimedia evidence.

Note: Multimedia Intelligence Search is currently supported only for images.

2.1 Configurations
The following properties with the corresponding values in the ADG WebLabSelfHost configuration file are available

for Multimedia Intelligence:

The maximum number of Threads to be used while

running the Al MMS Job

Note: The number of threads should be twice the number
MaxAlIPreProcessingThreads 6
of Al servers used.

MaxAlPreProcessingThreads value = 2 * Number of Al

servers used in the application.

The total volume of files to be batched in a single ZIP file
PreprocessorZipSize 200

for the Al MMS Job

The maximum number of files in a batch for the Al MMS

PreprocessorfileCount 300
Job

© Exterro, Inc. All rights reserved. www.exterro.com 8
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2.2 Enabling Multimedia Intelligence Search

2.2.1 Evidence Processing
To enable the Multimedia Intelligence Search while processing the evidence:

1. Click on the Customize option from the Processing Evidence section in Create Case page or Create Summary
page.
2. Select Al Jobs from the left pane

3. Enable the Multimedia Intelligence option from the right pane.

Customize Advanced Processing Options x

Profile Setting

eDiscovery Processing

Al Jobs
[#] Evidence Processing

[ Image Recognition A,

e

@ R [ Similar face Detection A

@ Index Refinement ([ Al Summarization A
Documents
[) Lab/eDiscovery Options Emails
— Chat Copversations
() AlJobs A Multimedia Intelligence A

Cancel Apply

4. Click on Apply.

© Exterro, Inc. All rights reserved. www.exterro.com 9
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2.2.2 Additional Analysis

1. Navigate to the Review page of a Case.

2. Select the required files.

3. Right-click and select Additional Analysis.

@ [S

O Home

Mulimediasearchn.. v ( B |F ©

& Al Evidence 1 v [ Explorer

Explorer & -

10 items across the case are selected.

% Quick Filter

T Common Filter v

¥ m AlProcessed Images

[2}
H

4. Select Al Jobs from the left pane

v
Not Processed | 6388

Processed (14
Bookmarks
Cerberus
Custodians
Custom ids
Date (Accessed)
Date (Created)
Date (M: )
Document Content
Email Date
Extensions

Issues

6514

E E E E B BE B B

]

Status

Viewed O

ObjectName

fp_104jpeg

fp_105.jpeg

fp_106jpeg

fp_107jpeg

fp_108jpeg

fp_iogjpeg

fp_85jpeg

fp_BBipeg

fp_87jpeg.

100 v itemsper page

Unviewed 6514

General

ObjectiD
B8
Productions
Additional Analysis
Assign DoclD
[+ Bulk Bookmarking
[ Bulk coding
[#] Bulk Imaging
[%} Bulk Labeling
[%) Bulk Native Conversion
Flag As Privileged
[ Fiag As Ignorable
Downlosd native(s)

Export to CSV

5. Enable the Multimedia Intelligence option from the right pane.

6. Click on Apply.

Note: You can quickly filter the images processed with the Multimedia Intelligence option using the Al Processed

Images filter in Common Filters consisting of the following filtering options:

This way you can quickly filter and select the Not Processed images intended to perform the Additional Analysis.

Processed — Lists all images that have already been processed.

Not Processed — Lists images that are yet to be processed.

© Exterro, Inc. All rights reserved.

Q search

(=) Administrator

& Thumbnel & SmartGrid 2 Timeline

Created

25/06/2025 12:54:55 PM

25/06/2025 12:54:55 PM

25/06/2025 12:54:55 PM

25/06/2025 12:54:55 PM

25/06/2025 1254:55 PM

25/06/2025 12:54:55 PM

25/06/2025 12:54:55 PM

25/06/2025 12:54:55 PM

25/06/2025 12.54:55 PM

Modified

25/06/2025

25/06/2025

25/06/2025

25/06/2025

25/06/2025

25/06/2025

25/06/2025

25/06/2025

25/06/2025

Path: Images/25_0l/fp_103.jpeg.
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2.2.3 Threshold Configuration

You can configure the multimedia search results threshold i.e., to display a specific percentage of the total results

which contains the highest relevancy score.

The threshold can be configured in the Image Search Results field in the below location:

Administration > System Management > Configuration > Exterro Intelligence > Multimedia Search.

::Bq:: ‘ 0 Administrator @

14 Configuration Site Server Console Hash Sets KFF Groups System Log Activity Log Jobs DPM DPE Configuration . AWS §3 Management >
Configuration
Active Directory Exterro Intelligence (Al)

||:‘51Extelrc Intelligence (AI) @ Multimedia Search 2 Summarization

{3 Create Notifications

Image Search Results *

F& Email Server The value configured here determines the number of resuits displayed for Al Multimedia Search. If set to 10%, the top 10% of results based on relevance score will be

shown,

g}f Manage Certifications
10%

(3] Manage Credentials

(&, Case Defaults
(% Database Servers

=& Network Share Path

Notes:
® The value provided in this field will be set as the default value for the Result field in the Multimedia Search
mode of Thumbnail view. However, you can change the Result value based on your preference for each
search.
® You can also adjust the percentage value from the Results field in Thumbnail View when the Multimedia

Search is enabled.

© Exterro, Inc. All rights reserved. www.exterro.com 1 1
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2.3 Performing Multimedia Search

Once the processing is completed, the Multimedia Intelligence Search icon will appear in Thumbnail View.

@ ¢ Cese056 o me v Viewed O Unviewed 142 () Administrator v ()

O Home

Cd AllEvidence

Explorer &

% Quick Filter

Y Common Filter

5 Artifacts

& Evidence Explorer

You can click on the icon to activate the Al search mode, transforming the standard search bar into an Al-powered

search interface.

@ < Case056 BB O v  Viewed O Unviewed 1421 ® Q' () Administrator v
O Home

Cd AllEvidence Q Multimedia Intelligence Search | Result | 10%
Explorer & ere e — 0 ¥ E Vew =8B & N
% Quick Filter
Y Common Filter

(9 Artifacts

& Evidence Explorer

Note: While in Al Search mode, other search controls such as Relationships, Live Search, and Advanced Search will be
hidden. Once the Al search mode is disabled, users will return to the standard search functionality, and all search

options will become visible again

© Exterro, Inc. All rights reserved. www.exterro.com 12
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The results of the Al Multimedia Search are generated based on a ranking model, not limited to exact keyword

matches. While the most relevant (searched) items appear at the top, the system may also include other images

below them. Users have control to adjust the number of returned results.

Example:
e Total Pre-processed Images: 1000
e Keywords Searched: “car,” “gun,” etc.
o Default Result Percentage: 10%

® Results Displayed: 100 images

If the result percentage is adjusted to 5%, only the top 50 images (based on Al relevance) will be shown. This flexibility

allows users to balance precision and breadth in their search results depending on their investigative needs.

Notes:

® A comma delimiter can be used to perform searches with multiple keywords.

® Nested Searches are not supported.

e You cannot remove the searches or filters that were applied before performing the multimedia search, since
the search process was dependent on those filtered items. Therefore, it is recommended that you remove the

multimedia search before removing the other searches/filters.

Please Note

You are recommended to remove “sky” before removing “aeroplane” as they

are dependent.

OK

© Exterro, Inc. All rights reserved. www.exterro.com 13
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2.4 Search Behaviors

2.4.1 Initial Search involving both Processed and Unprocessed Images

When a search is performed that includes both processed and not processed images, the Al Search pop-up is

displayed along with clarification on how the search should be performed.

Al Search

Processed for Al Search: 14
Mot Processed: 6388

Would you like to process the remaining images now?

Clicking Yes will initiate processing of the 6388 unprocessed images for Al Search.
Please wait until the processing is complete before performing the search.

Clicking Mo will proceed with the search using only the 14 images that are already
processed.

Example:
For the scenario:
® Processed for Al Search: 1000

e Not Processed: 200

You can click on any one of the buttons below to perform the corresponding action:

® Yes—Toinitiate processing of the 200 unprocessed images. You must wait until processing is complete before

continuing the Al search.

o No - To proceed with the search using only the 1000 already processed images

© Exterro, Inc. All rights reserved. www.exterro.com 14
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If another search is performed using the same filter while the previous Al processing job is still running, the Al Search

2.4.2 Repeat Search with Same Filter While Job Is Still Running

pop-up is displayed to indicate the current processing status with the options to proceed (Ok/Cancel)

Example: For the scenario:
® Processed for Al Search: 1000
® Processing In Progress: 200
e Not Processed: 0
You can click on any one of the following to perform the corresponding action:
® OK-To continue the search using the already processed 1000 images.

e Cancel — To cancel the search.

Notes:
o After the multimedia search is completed in the Thumbnail view, you can navigate to other views to add

more filters and searches.

@ ¢ mutimedisearchii v 3 B[ uTC dinated Universal Time v Viewed O Unviewed 6514 (=) Administrator

A Home

L AllEvidence 1w Ce Viewing A s=eopene @ Q fp
Explorer & [ ] 6514 a8 General
% Quick Filter v Status H Search Hits H ObjectName H H ObjectiD

fp_o9jpeg 1028 25/06/2025 12:54 PN

]

Y Common Filter

fp_aeroplane_ljpeg 1060 25/06/2025 1254 PN

]

Artifacts

fp_seroplane_2jpeg 1061 25/06/2025 12:54 Ph

]

& Evidence Explorer

fp_seroplane_3jpeg 1062 256/06/2026 12:54 Ph

]

fp_seroplane_4jpeg 1063 25/06/2025 1254 PN

]

fp_seroplane_5jpeg 1064 25/06/2025 12:54 Ph

]

fp_aeroplane_coin_ljpeg 1065 25/06/2025 1254 Ph

]

3 fp_seroplane_pistoljpeg 1066 25/06/2025 12:54 Ph

]

a et e e wnar ARINEMATR 1954 DA

¥ items per page

® You can also navigate to a different view while the multimedia search is in progress. The view you navigated
to initially displays all the files. After the processing is completed, the view automatically displays the

corresponding results.

© Exterro, Inc. All rights reserved. www.exterro.com 15
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2.4.3 New Search with a Different Filter (Processing, Processed, and Unprocessed Images)

Upon performing a new search using a different filter for the dataset including a mix of processing, processed, and

not processed images, the Al Search pop-up is displayed to clarify on how to proceed with the search.

Al Search

Processed for Al Search: 8538
Processing In Progress: 100
Not Processed: 233

Would you like to process the remaining images now?

Clicking Yes will initiate processing of the 233 unprocessed images for Al Search
Please wait until the processing is complete before performing the search.

Clicking No will proceed with the search using only the 8538 images that are already
processed.

Example: For the below scenario:
® Processed for Al Search: 1000
® Processing In Progress: 500
e Not Processed: 200

You can click on any one of the following options to perform the corresponding action:

® Yes — To initiate processing for the 200 unprocessed images. You should wait until processing is completed

before continuing the Al search.

e No - To proceed with the search using only the 1000 images that are already processed.

© Exterro, Inc. All rights reserved. www.exterro.com 16
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2.4.4 Multimedia Search performed after applying a filter

When the multimedia search (configured with a specific Result percentage) is performed after applying filters or

searches, the results will be based on the Al search results of the total processed images available in the case.

Example:
e Total Processed Images: 1000
® Al search percentage: 10%

® Al search results: 100 images

A filter is applied to the dataset; only 500 images meet the filter criteria. When the search is performed, the system
compares the Al search results with the filtered set:
e |[f the filtered set search result contains all 100 images from the Al search = 100 images displayed

e |[f the filtered set search result contains only 40 images from the Al search = 40 images displayed

© Exterro, Inc. All rights reserved. www.exterro.com 17
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3 Text Summarization

Text Summarization is an Al-driven process that automatically generates a concise version of a longer piece of text
while preserving its key information. It enables users to quickly understand the core message of large volumes of

content without reading the full text.

3.1 Supported Languages

o BART model - The summaries will be generated in the corresponding source language without citations.
e Llama model - The summarizations will be processed for the following languages. However, the summaries

will be generated only in English with citations.

o English
o German
o French
o ltalian

o Portuguese

o Hindi
o Spanish
o Thai

© Exterro, Inc. All rights reserved. www.exterro.com 18
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3.2 Enabling Text Summarization

3.2.1 Evidence Processing

1. Click on the Customize option from the Processing Evidence section in the Create Case page and Case Summary
page.
2. Select Al Jobs from the left pane.

3. Enable the Al Summarization option and select the required file types from the right pane.

Customize Advanced Processing Options x

Profile Setting

eDiscovery Processing v

Al Jobs
[&] Evidence Processing

(Jimage Recognition A wen

@ Fuidence Refinement [ Similar face Detection A

@ Index Refinement [ Al Surnmarization A
Documents

[) Lab/eDiscovery Options Emails
Chat Conversations

@ AlJobs A [ Multimedia Inteligence A

Cancel Apply

4. Click on Apply.

© Exterro, Inc. All rights reserved. www.exterro.com 19
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3.2.2 Additional Analysis

1. Navigate to the Review page of a Case.

N

. Select the required files.

3

@ < doc summarization 0 B3 ¥  Viewed O Unviewed

. Right-click and select Additional Analysis.

O Home Productions

3 AllEvidence ~  [3 Explorer Viewing (8 Documents @ (3 Emai o i Clear Q. Search

() Assign DoclD
Explor @& o @@B8) riteed: @@3B0) chec v  View [EUS B Tumbnel H SmortGid & Timelin
npe [ Bulk Baokmarking

4 items across the case are selected. .
% Quick Filter [ Bulk Coding

[=] Status ObjectName [+ Bulk Imaging Created Modified

T Common Filter
albert_meyers_000pst I s 0B/11/2019 4:36:20 AM 08/05/2009 10:56:
Bulk Native Conversion

B Artiects andrea_ring_000pst L Flog As Privieged 0B/11/2019 4:36:20 AM 10/05/2008 5:57:3
=l
B ® ootsbeses

~ & Documents

andrew_lewis_000pst [ Flag As Ignorable 06/11/2019 4:36:20 AM 10/05/2008 6:05:2

(@) Download native(s)
B B Email andy_zipper_000.pst 06/11/2019 4:36:20 AM 12/05/2009 515:3¢

Export to C8V
BB mutimedia 7

B E osFie

Others barry_tycholiz_000.pst 08/11/2019 4:36:21 AM 10/05/2009 6:39:5

andy_zipper_001pst - 0B/11/2019 436220 AM 12/05/2008 5:34:3:

~ : benjamin_rogers_000pst 06/11/2019 4:36:21 AM 12/05/2009 5:07:0
&5 Evidence Explorer
benjamin_rogers_001pst 08/11/2019 43621 AM 12/05/2008 5:391€

bill_rapp_000pst 06/11/2019 4:36:22 AM 09/05/2008 2081

of 1236 ¥ items per page Path: Enron4GB.adl/andy_zipper_0OlLpst

7. Select Al Jobs from the left pane
8. Enable the Al Summarization option and select the required file types from the right pane.

9. Click on Apply.

tomize Advanced Processing Options

Field Mode

Al Jobs
|;| Evidence Processing
M Image Recognition

2] Evik i
) Evidence Refinement M Similar face Detection

v B
(%) Index Refinement Al Summarization

¥ Documents
[#] Lab/eDiscovery Options @ Emails
¥ Chat Conversations

[~ Al Jobs W Multimedia Intelligence

© Exterro, Inc. All rights reserved. www.exterro.com 20



http://www.exterro.com/

) exterro

3.2.3 Viewer Panel

While viewing the Email, Document, or Chat Conversation in the Viewer Panel of Review page, the Al Summarization
icon will be displayed. You can click on the button to perform any one of the below provided actions:
e |f summarization is not already processed for the selected file, the Al Summarization pop-up will be

displayed, prompting you to perform the summarization. You can click on Yes to proceed or No to cancel it.

documentsummariz. v (O RB|F O Viewed 7 Unviewed 1412 () Administrator v (T)

Summarization

Al Summarization

Al Summarization hasn't been processed for this file. Would
you like to process it now?

SCINRUIN AR Ul
Williams II; Bill

<ENRON/NA/RECIE
LV COGEN for 07/2

FYI, LV COGEN went off line @ 15:00. V
SRP to inform them of the cut and vane:w
4 G »
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e [f the summarization has already been processed, the Summarization pane will be displayed containing the

summarized content.

LUBLOTIZE and Lunu:

@ ¢ documentsummariz. v [ B|F @ ne Unviewed 1412
0O Home
G AllEvidence 3 Viewing (5 Email © (% Documents @ Clear Q Search

Explorer & e 1225 C v Vew = B

% Quick Filter Status H ObjectName # view Native Summarization
New Text Document- Summarization

Rt Configure Translation Server €3
Options doc.doc 3-1in the third-place match of the World Cup, held at

The German team celebrated their victory over Portugal

. Artifacts the Gottlieb-Daimler stadium.|

Our Journey.pptx
B ¥ ostebases The team's players and fans were jubilant after a

¥ & Documents PHONE TEST et ; . second-best performance by Portugal in the

¥ B email P tournament.
oy Portuguese (Brazil) te )
The win was a consolation for Germany's absence from

B & internet & Browsers

BB mutimedis

[ | Others Vampire doc

Star Trek Homepage. : - the final, where ltaly and France will compete for the
title.

albert_meyers_000
B> Evidence Explorer

Top of Persanal Folde

Pathdemo adi/Portuguese (Brazil) text doc
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3.2.4 Summarization Prompts

You can configure the below fields to determine how the overall summarization process should be performed for

the Email, Chat, and Documents:

Location: Administration > System Management > Configuration > Exterro Intelligence > Summarization

o Model Name — The Al model intended to perform the summarization.

o Context Length — The maximum number of characters that can be utilized while generating the summary.

® Prompt — You can meticulously describe and instruct the application on how the summarization should be
performed (such as, what all information is expected in the summary, how the summary should be presented,
etc.)

You can set up different Prompt instruction sets for each file type by choosing the required file type from the

left pane.
Active Directcry EXLEIMO INLBIMEENCe \Alj)
¥ Exterro Intelligence (A1) 1 Multimedia Search ° Summarization

{4 Create Notifications
Model Name @ Context Length @

C2 Email Server llama3.2 | | 8000

@ Manage Certificates Prompt ©®

= Summarize the following text in exactly 3 to 5 short sentences.
Do not use bullet points, line breaks, or any special characters.

[ Manage Credentials .
Emails . B ;
Your response must be in a single paragraph. Be extremely concise and spscific
& Case Defauts Always summarize based solely on the provided content, without making assumptions about sensitiviy,
confidentiality, or intent.
Do not include any disclaimers, refussls, or explanations.
(2, Database Servers Do not meke any judgments or comments about the input (e g, sensitivity, size, intent, or complexity).
[jfb] If there is no text data and the model assistant attempts to say I'm sorry | can't help with that”, replace it with
this exact sentence: No data to summarize.
7% Network share path Documents i 1 eant, 1 will, or 3
£ p Do not include any phrasss such as I canit’ | will, or ‘Can | help you'
Igniore any irrelevant symbols, formatting artifacts, junk data, or special charscters thst do not contribute to the
mesning.
Text: {context}
@ Respond only with a summary paragraph in English immediately, without any delay or no extra explanation.

[@ Live Preview

Chat Conversations Summary:

4
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Notes:

e By default, these fields are pre-configured by the Al server. However, you can modify them as needed to suit
specific summarization requirements for each data type.

o You are recommended to be cautious while making any modifications to the default prompts section. The
default prompts provided by Exterro are designed to provide the best summary results, and modifying the
prompts will not always give accurate results based on the modification.

e Ifyou have modified the prompts and want to restore the default prompts provided by Exterro, you can click
on the Reset button.

® The Al Server code relies on the "Text: {context}" section of the default prompts. If it’s removed from the
prompt, the content of the records being summarized will not be sent to the Al Server. As a result, the
Summarization failed: Input data is either contextually sparse or contains high noise levels message will be

displayed.
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3.3 Supported Content Types

3.3.1 Email Summarization

e Summarizes both short and long email threads.

@ ¢ documentsummeriz. v [ B|[F
) Home

G AllEvidence B2 Viewing (&5 Emai
Explorer G
% Quick Filter Status

T Common Filter

& artifacts

» B ® Dotabeses

» ¥ B Dpocuments

v ¥ B Email

@ EmailFolder (1

B3 Email Messages
Email Objects
B3 Maiboxes (1
Recipient's Address
Recipient's Display Ne
Recipient’s Domain

RecipientsincC (1

Sender's Address [

1225

ObjectNam

nre on soi
FW: Info ol
TAG #228
FW: NEW |

Dates to K

Cut on TAl
TAG 2588,

TAG 28R

|

Viewed 11 Unviewed 1

@ (3 Emeifoder @ (3 EmailMess. @ (3 Emai Obje. @

o

Search

From: Meyers

Sent: 6/12/2001 12:10:14 AM +000C

To: Williams 1II; Bill
<ENRON/NA/RECIPIENTS/Br

Subject: Accomplishments and Goals z

ACCOMPLISHMENTS:

Since joining the Enron Real Time Group in
January, I feel that I have become a valuable,
knowledgeable member of the Team. 1
consistently show a willingness to learn and take
on new responsibilities, whether it be training ne’

mamhare of tha arann ar davalanina new idase

Administrator ~

Q Ssearch

General v View = 828

Summarization

The text describes an individual's accomplishments
and goals while working at Enron Real Time Group,
highlighting their willingness to learn, take on new

responsibilities, and demonstrate leadership abilities.|

They have learned various skills such as cut
management, balancing reports, and trading power, and
aim to become more effective in trading power and

eventually eamn a trading position.

Their short-term goal is to become the manager of the

Real Time Group within 6-12 months.

Note: Once summarization Job is triggered for emails, it cannot be triggered again.
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3.3.2 Document Summarization

e Condenses lengthy documents into core summaries.

@ ¢ documentsummariz. v (3 B[ (U s Viewed 1 Unviewed 1C Administrator  (T)
O Home

G All Evidence Viewing
Explorer & d F Ch Documents

% Quick Filter Status H ObjectNsme  Viewer ) View Native QO Summarization

Portuguese Summarizetion

T Common Filter A certification document has been signed by an

Configure Translation Server £}
Star Trek H individual, confirming compliance with the Protocol

& Actifacts Regarding Data and Document Migration|

Vampire dc
» B ¥ oDatsbases

» ¥ B Dpocuments Certificatiq

The individual assures that they have not accessed
confidential information without approval from Enron's
v BB emal T s Legal Department and have followed the Bankruptcy
powerdaily. ’ i ) )
B ® emsiirolder [ “ Court’s order regarding non-destruction of documents.

=
| | Email Messages gasdaily02

B 1 Email Objects
BB miiboes (1 1-28act xls

Recipient's Address

el i b ey Crur's ey gaing nensmien of They also confirm that certain documents, including

those related to transactions before February 8, 2002,

ubswe ppt require prior approval from the Enron Legal Department.
Recipient's Display Nz

Recipient's Domain ENRONnb.g
RecipientsincC (1

Sender's Address |4

Note: The summarization can be triggered only once for documents.
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3.3.3 Chat Summarization

® Supports both one-on-one and group conversations.

e Currently supports text-based chats only (non-media content).

@ ¢ JP_Chat30/07 +v0J BRI OW® d ne i >) Administrator v ()
QO Home

G AllEvidence Ce viewing (% ChatAppiic. @ Clear Q Search
Explorer O [ ] o Mobile Chat Convers.. v View = B = o

. : — F—Y -
% Quick Filter Status ‘ObjectNam/ = Summarization
View  Native v o
Y Common Filter Message- Summerization E Date Filter:  05/11/2022 10813 PM to 02/08/2024 7-_

B Artifacts
communicsted on the IMO messaging platform using

. Message-1
v Chat Applications their respective devices — an iPhone and a Pixel 4A.

BT ootsbeses

Documents

Attachmer Two individuals, Iris los and Andre Xanthopoulos,

Attachmer ) i .
& | Andre Xanthop. Hits (0) Their conversation spanned several days, starting from

Internet & Browsers Message—{ Q Search May 5th, 2023, with messages exchanged between
them about various topics such as lunch, photos,

Attachmer SN E | u videos, and even a shared laptop.

Mobile
Multimedia
OS File Message-1 2 C The conversation also included mentions of updates to

Others. the IMO app, with both users requesting their
Attachmer

System Summary
ttachme 8]DtkhOUNFxaNNWwGMIJs...
Contact-3

counterparts to update to the newest version |

& Evidence Explorer
o (9]

Path: _bases/imofriends.db/IMOPlus-Messages/Message-76.htmi/
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3.3.3.1 Additional Feature

=1
For chat conversations, an additional Regenerate button is displayed against the Summarization icon to

generate summaries for different date ranges.

@ ¢ JP_Chat 30/07 v 0 BIF G al Time dministrator ~ (7)
0 Home

G AllEvidence 2 v [  Viewing (& ChatApplic. @ Clesr Q Search

Explorer & @ o= (2022 Filtered Checked Mobile Chat Convers. v view: 8= B

: oo @@ -
% Quick Filter v [ | Status H ObjectMam: Sema v .\ Summarization

T Common Filter CEE=s= \ izt Date Filter - 05/11/2022 FO813 PM to 02/08/2024 7-.

. Artifacts ~ el Two individuals, Iris los and Andre Xanthopoulos,

- | communicated on the IMO messaging platform using

Chat Applicati essage] : v _ - .
AR oanyzoz2ioal. [ MG os/os2o2e73. ] (N their respective devices - aniPhone and a Pixel 4A.

Databases
Attachmer

Documents & | Andre Xanthop.. ¥ Hits (0) Their conversation spanned several days, starting from

Internet & Browsers Messaget Q Search May 5th, 2023, with messages exchanged between
them about various topics such as lunch, photos,

Attachmer AR
Multimedia videos, and even a shared laptop.

P OSFile Message-1 st E The conversation also included mentions of updates to

Others. the IMO app, with both users requesting their
Attachmer

- System Summary
¥ Attachment-GT-ZzB|DtkhOuNFxaNNWwGMIJs..
Contact-3

E> Evidence Explorer - n

>
3
>
>
» Mobile
3
>
3
> counterparts to update to the newest version.

Path: _bases/imofriends.db/IMOPlus-Messages/Message—76.html/ ‘

=
You can configure different date filters in the chat viewer and click on to generate summary containing only

the chats within that specific date range.

Al Summarization

Do you wish to proceed with generating the summary for
(Date Range: 04/11/2022 1:0813 PM to 02/08/2024 7-51:32 PM)?

Please note that the newly generated summary will be displayed
below the existing summary in the summarization pane.
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All versions (date ranges) of the summaries will be displayed in the Summarization pane, and you can select the

required version from the drop-down to view the corresponding details.

.\ Summarization

Date Filter :  04/1/2022 6:38:13 PM to O6/08/2024 1 b

Two devices, an iPhone and a Pixel 4A, were used to

generate data for a messaging platform.

The conversation started with messages from Iris los
on the iPhone and Andre Xanthopoulos on the Pixel
4A, exchanging greetings and emojis.

They also shared photos and videos, with Ins
uploading a picture and a video, while Andre sent a

video in response.

The conversation continued with messages about

updates to the messaging platform, including new

Note: You cannot generate multiple summaries for the same date range.

88 Messages . . v .\ Summarization

Click here to generate summary for the selected date range.

Date Filter - 05/Nf2022 10813 PM to 02/08/2024 7-_.

M vou've already generated a summary Two individuals, Iris los and Andre Xanthopoulos,
for this date range. If you need a communicated on the IMO messaging platform using
different summary, please select a new

Fleml  04/11/2022 10f - i S )
or updated date range. their respective devices - an iPhone and a Pixel 4A.

& | Andre Xanthop. ¥ FIE {07 Their conversation spanned several days, starting from
Q search May Bth, 2023, with messages exchanged between

them about various topics such as lunch, photos,

videos, and even a shared laptop.

The conversation also included mentions of updates to
the IMO app, with both users requesting their

counterparts to update to the newest version.

1 Attachment- GT-ZzBjDtkhOuNFxaNNWwGMIJs...

n

Path: _bases/imofriends db/IMOPlus-Messages/Message—76. htmi/
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3.4 Summarization Pane

The Summarization pane allows you to review summarized content with inline citations, ensuring full transparency
and traceability to the original source material. Hovering over a citation displays the exact source text for quick

context verification.

Clear O Search

Mobile Chat Convers._. v  View 8= B

Viewer ...
Summarization

View  Native

Surmmarization 3 Date Filter:  21/12/2022 310:23 PM to O6/08/2024 7.  w
=

Two individuals, Ins los and Andre Xanthopoulos,

communicated on the IMO messaging platform using
their respective devices, an iPhone and a Pixel 4A.

& | Andre Xanthop.. v Their conversaticn Good moming.Fim, Andre Xanthopoulos sending
£ message from picel 4a to iPhone xr device as a part
of data generafion on 5 may 2023

Hits (0) €< 1 55 Q Search i messages exchan
December 13th, :IC

The pair shared various content, including photos and

videos, and engaged in light-hearted banter.

However, they also encountered issues related to the

b Attachment-GT-ZzBDtkhOuNFxaNN.. IMO platform's updates, with some messages not

being supported by the current version.

Path: _friends dbfIMOPlus-Messages/Message—76.htmi/

Clicking on a citation navigates to the Native View of the document, automatically highlighting the corresponding

source text for easy identification.
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A View Detailed Summarization with Citation link is displayed at the bottom of the Summarization pane only when

a consolidated summary is available.

Viewed 14 Unviewed 1405 ") Administrator v

Clear  Search

Documents v View = B

Viewer .\ Summarization

& View Native B Q0
= A severe storm has caused widespread outages across
y several US states, including Missouri, Oklahoma, Kansas,
Configure Translation Server £} Indiana, and Michigan. The storm’s impact on power
infrastructure has been devastating, with utility
companies reporting that it is the worst in their
histories. Repair estimates for the damage range from
P eight days or more. The energy cnsis in California is

being exacerbated by a shortage of power generation

.E/ec}‘rfb Pawgf ﬂafa’ = capacity. This shortage has led to rolling blackouts and

price spikes, as energy companies struggle to mest

[ | HWORTHEAST'S GROWING DENAND WILL FORCE
rilinias RECULATERS T0 GHAPPLE W1TH TOUGH IBSUES

58 aromm L o o 5. " ) demand. Some companies have reported transmission
2 i ' damage and equipment failures, further complicating
the situation. A lack of investment in new power plants
and infrastructure is also contributing to the crisis. This
WEACS! DEAL T4 NEPAT STATE FC& POWER BUYE lack of investment leaves California vulnerable to future
; 5 outages, making it difficult for the state to recover from

Intavmational such events. The energy crisis in California has been

THAER WEEKS AFTER PRAE CaF,
AL RO IT MAL A ME1ARE

ongoing for some time, with no clear solution in sight.

WRAKT SAYE T WLL CUT RACK CAFITAL SPERCING
T GHLY ARGUT $5-8aLLIIH QVER REXT FIVE YEARE

A

Clicking the link expands the section to display the full segmented summaries along with corresponding citations.
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A View Less link is displayed while viewing the segmented summaries; clicking it will collapse the section back to the

consolidated final summary.

Clear O Search

Documents v view: 8= B

iewer .\ Summarization

#1 View Native E )

o California's energy crisis continues to worsen as a
_ Summarnzation

i . severe storm hits the Midwest, leaving millions
Configure Translation Server £F

without power.

a3
; . |! ’» The storm has caused widespread outages across

several states, including Missouri, Oklahoma, Kansas,

o Sadvny £ AN

affs
Electric Power Dally

Indiana, and Michigan.

In Celifornia, the energy crisis is exacerbated by a

e HOR ATH AROWIND CENAMD WaLL FORCE
Urilinas H TH: GHARRLE WITH TOLGH IESUES
K8 ATCHN FLLE ROER £ MO o . .
AL & LT MEPWERT SRTTAES

shortage of power generation capacity, leading to
rolling blackouts and price spikes.

Energy companies are struggling to meet demand,

EALIFDIELS UTILITY REGULATONS, GOVERMOR DAVES
REACH DEAL TO REFAY STATE FOR POWER BUTS

with some reporting transmission damage and

equipment failures.

intarmational
THFREE WEERC AFTER PRRCE AP,
BAALL. R (T MAS & WSARHE

MRART SAYE ITWLL £UT RACH CAFTAL SPENCING
T OWLY ABCUT 35800 ION GVER REXT FIVE YEASE

rache, Whrwd Trarncay

Limitations:

e Noresultis displayed in the Native Viewer of Review page when you click on the citations in the
Summarization during the following scenarios:
o The cited phrase is split between two pages of the file.
o More than one space is inserted between some words in the cited phrase.
o Sporadically, for document file types, clicking on the citations will direct you to the page where the cited
phrase exists, but not the exact position. However, the cited phrase will be highlighted on the page.

o The cited phrase is not part of the first 100 chats in the chat conversations.
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Note: The summarization system requires a minimum of 150 words to generate meaningful summaries. If the file is

too short and contains less than 150 words, the following message is displayed in the Summarization pane.

@ < JPAlValidationDO. v (3 B|F © ) me ¥  Viewed 1 Unviewed 1418 (=) Administrator ~ (7)

QO Home

G AllEvidence v 2 Viewing [ Documents @ (39 Emsi clear O Search
Explorer (& & o Filter Ch Genersl ¥ View |2 B

@ quickFiter ] Status i  ObjectName Viewer i Summarization
e Summarization

T Common Filter The file is too short to generate a summary. The
Buffelo Gap

Search summarization system requires a minimum of 150

. Artifacts Hits (0) words to generate a meaningful summary.

Trader Assistant
B T ostabases

- Final Benefits Memo From: Meyers
¥ B Documents Sent: 2/5/2002 817:56 Al

= B Email o Bencficiary, To: Fitzpatrick; Amy
P <ENRON/NA/RECIF

DirDeposit pdf

B & internet & Browsers
3 L
TE S a,

B35 others

>
>

>

> Geo Location = Subject: Trader Assistant
. =

>

>

Please note that I would like to interview
W4_2002 pdf trader assistant positions for both the ca
and the term desk.
& Evidence Explorer -
Suz, Katt d Kourtn
= Katie and Kou Bert Meyers
Dartland Werr Raal Tima Nacl

Path: _ree - Mevers. Albert/Sent ltems/Trader Assistant

Note: Al Summarization cannot be performed if the information in the files is contextually sparse or contains high
levels of noise (Example: raw HTML tags, malformed URLs, repeated line breaks, or irrelevant characters). This is
due to the fact that the model’s ability to identify and prioritize key information is reduced when text contains a

high level of unstructured or corrupted content
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3.5 Adding a New Ollama Model

By default, the Al Text Summarization feature in FTK Central uses the Llama 3.2 Al model, which is automatically

available when installing the Al Server.
However, you can also add the required Al model from Ollama application to perform the summarization.
Notes:
e Only the models available on Ollama platform are supported by the Text Summarization feature in FTK
Central.
e Adding new Al models is applicable only when the Al server is installed in a GPU.

o If Al Servers are distributed across multiple GPUs, the models should be installed in all the Al Servers

You can download the new Al model using any one of the following methods:
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3.5.1 Method 1 - Same User Account used for Both Machine and Al server

This method should be used when both the machine and server use the same user account. In this case, both the Al

server and the Ollama service will be installed in the same user account.

Steps:
1. Download the required Ollama model.

2. Open Command Prompt and run the below command:

ollama pull <model_name>

3. The model will be downloaded to the below location:

C:\Users\{user_name}\.ollama

4. Configure the newly downloaded Al model’s name in the Model Name field of Exterro Intelligence (Al) section

in FTK Central.

Navigation: Administration -> System Management -> Configuration -> Exterro Intelligence (Al) -> Summarization

section
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3.5.2 Method 2 - Different User Accounts used for Machine and Al Server

This method should be used when the machine and server use different user accounts. In this case, the Ollama

service and models are installed based on the machine’s user account and not for the service user account.
To make new models available for the service login user, follow these steps:

Step 1: Download the Model

1. Openthe Command Prompt and run the below command:

ollama pull <model_name>

2. The model will be downloaded to the below location:

C:\Users\{user_name}\.ollama

Step 2: Copy Model Files
1. Navigate to the below location:

C:\Users\{user_name}\.ollama\models\blobs

2. Copy all files present in the above folder.

3. Remove all the files present in the below location and paste the copied files into it:

C:\Program Files\AccessData\tf\tfdata\ollama_models\models\blobs
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Step 3: Copy Model Manifest

1. Navigate to the below location:

C:\Users\{user_name}\.ollama\models\manifests\registry.ollama.ai\library\<new_model _name>

2. Copy the folder of the newly downloaded model.

3. Pasteitinto the below location:

C:\ProgramFiles\AccessData\tf\tfdata\ollama_models\models\manifests\registry.ollama.ai\library

Step 4: Restart the Al Server

1. Restart the Al server.

2. The newly downloaded model will be available for the active service user.

Note: It is recommended to wait until the Al server has fully restarted before starting a summarization job, as it takes

some time to load the newly added Al model.

Step 5: Configuring the Exterro Intelligence (Al) section in FTK Central

5. Configure the newly downloaded Al model’s name in the Model Name field of Exterro Intelligence (Al) section

in FTK Central.

Navigation: Administration -> System Management -> Configuration -> Exterro Intelligence (Al) -> Summarization

section
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Upon initiating the multimedia search or summarization process, the corresponding job will be created in the Job
Queue of FTK Central to monitor its status. Moreover, you can set the priority for all the Al jobs (before it is

completed) to define the precedence. You can set the priority of an Al job by following the steps below:

HETE
L1 ]

1. Clickon ~~ from the FTK Central application
2. Click on the Edit icon in the Priority column against the required job.
3. Select any one of the following priority options based on the corresponding description:
e Critical: The highest priority and should have precedence over all other Al jobs.
e High: High priority and will be executed after the Critical jobs are done. These jobs have
precedence over the Normal Al jobs.
o Normal: The default priority and will be processed after all the Critical and High priority jobs are

completed.

@ ¢ JP_Chst13/08 (UTC) rsalTime ¥ Viewed 2 Unwiewed 7875 () Administrator  (T)
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o All the Al jobs will be processed sequentially in the above-mentioned order.

e Injtially, all the jobs will be assigned with the Normal priority.

® Only users with all case-level permissions can change the Al jobs’ priority

® When two jobs are set with the same priority, they will be processed sequentially based on their Job IDs
® For Al jobs initiated from the FTK Enterprise application, the priority cannot be set in the FTK Central job

queue.
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5 Benchmark Metrics

5.1 Multimedia Summarization (MMS) Metrics

This section benchmarks the Al engine’s performance when processing multimedia datasets. Key performance

factors include the number of Al servers, object volume, thread count, and job concurrency.

5.1.1 GPU Metrics

5.1.1.1 Metrics Captured

Al Servers: Number of Al processing nodes

No. of Objects and Document Count: Volume of input data

Threads: Degree of parallel processing

Job Time: Total processing time (HH:MM:SS)

5.1.1.2 MMS Job Time — (3) Al Servers

Job Time (Al Multimedia)

No. of Objects Document Counts Threads
(HH:MM:SS)
6 00:15:26
10K 10,000 4 00:18:25
3 00:21:32
6 01:04:00
50K 50,055
3 01:47:00
6 02:04:00
100K 100,692
3 03:28:00
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5.1.1.3 MMS Job Time - (6) Al Servers

Job Time (Al Multimedia)

No. of Objects Document Counts Threads
(HH:MM:SS)

12 00:15:00
10K 10,000

6 00:14:00

12 01:04:00
50K 50,055

6 01:05:00

12 02:08:00
100K 100,692

6 02:14:00

5.1.2 CPU Metrics

Job Time (Al Multimedia)
No. of Objects
(HH:MM:SS)

10K 09:26:03
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5.2 Text Summarization Metrics

This section evaluates the Al engine’s performance on document summarization tasks. Metrics vary based on the

number of Al servers and input volume.

5.2.1 GPU Metrics

5.2.1.1 Metrics Captured

e Al Servers: Number of Al processing nodes
e Objects and Document Count: Input volume
e Files Processed: Total files handled during the job

e Job Time: Total processing time (HH:MM:SS)

5.2.1.2 Job Time — (6) Al Servers

Job Time (Al Summarization)

Document Counts Files Processed
(HH:MM:SS)
10K 8,440 8,420 01:39:00
50K 58,844 58,812 05:56:00
100K 116,151 115,130 12:52:00
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5.2.1.3 Job Time - (3) Al Servers

Job Time (Al Summarization)

Document Counts Files Processed
(HH:MM:SS)
10K 8,440 8,420 03:34:00
50K 58,844 58,812 11:52:00
100K 110,355 109,435 22:57:00

5.2.1.4 Job Time - (1) Al Server

Job Time (Al Summarization)

Document Counts Files Processed
(HH:MM:SS)
10K 8,440 8,420 08:00:00
50K 58,844 58,812 45:27:00
100K 110,355 109,435 68:04:00
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A quick metrics-based guide comparing how CPU and GPU handle the same forensic document - NIST Special

5.2.2 GPU vs CPU Metrics
Publication 800-86—in terms of time, output, and depth.

e Time Taken

CPU 1 minute 4 sec

GPU 1 minute 46 sec

The GPU outperforms the CPU in analytical depth and output quality, highlighting its superior processing capability.

5.2.2.1 CPU Results (Summary)

Guide to Integrating Forensic Techniques into Incident Response. Guide is part of the National Institute for
Standards and Technology's (NIST) Special Publication 800-86, 121 pages. The authors would like to thank NIST
colleagues who reviewed drafts of this document. This report includes all trademarks or registered names
associated with its author's company name. It also contains: recommendations on how best to use these products

in an emergency situation. Other information about our guide can be found at_http://www"
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Guide to Integrating Forensic Techniques into Incident Response. Guide is part of the
National Institute for Standards and Technology’s (NIST) Special Publication 800-86, 121
pages. The authors would like to thank NIST colleagues who reviewed drafts of this
document. This report includes all trademarks or registered names associated with its
author's company name. It also contains: recommendations on how best to use these
products in an emergency situation. Other information about our guide can be found at
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5.2.2.2 GPU Results (Summary)

Establishing a Forensic Capability within an Organization. A forensic capability is essential for organizations to
investigate crimes, reconstruct security incidents, troubleshoot operational problems, support due diligence, and
recover from accidental system damage. The guide emphasizes the importance of having a robust forensic
capability within incident handling teams, ensuring that multiple team members can perform typical forensic
activities. Key Recommendations. The document outlines key recommendations for establishing a forensic
capability, including determining which parties should handle each aspect of forensics, having clear policies,
guidelines, and procedures for performing forensic tasks, and providing training and education for individuals
involved in forensic efforts. It also stresses the importance of maintaining the integrity of files and media during
collection and analysis. Digital Evidence Collection and Analysis. The document covers various aspects of digital
evidence collection, analysis, and preservation, including file systems, filesystems, deleted files, residual data, and
timestamps. Techniques for copying files from media, such as logical backup and bit stream imaging, are discussed,
along with the use of disk-to-disk and disk-to-file copies. Network Forensics. The document provides guidance on
integrating forensic techniques into incident response efforts, specifically focusing on network forensics. It covers
various aspects of data collection, examination, and analysis from different sources, including files, operating
systems, and other devices. The key recommendations include examining copies of files, preserving file integrity,
relying on validated hash sets, and using a write-blocker during backups and imaging.. Operating System Forensics.
The document discusses the importance of understanding TCP/IP protocols and their layers in network forensics. It
also highlights major categories of network traffic data sources, such as firewalls and routers, packet sniffers and
protocol analyzers, IDSs, remote access, security event management software, and network forensic analysis tools.
Key Takeaways. The document provides several key takeaways, including the importance of understanding the
limitations and potential pitfalls of different tools and techniques, as well as the need for a methodical approach to
developing conclusions based on available data. It also emphasizes the importance of identifying the attacker's
identity, stopping the attack, and recovering systems and data. Application Data Forensics. The guide provides a
comprehensive framework for integrating forensic techniques into incident response efforts, specifically focusing
on applications and application-related data. It covers various aspects of collecting, examining, and analyzing
application data from different sources such as file systems, volatile OS data, network traffic, and logs. Incident
Response and Forensic Techniques. The document provides an overview of integrating forensic techniques into
incident response, focusing on data acquisition, analysis, and preservation. It covers various aspects such as data

concealment, memory management, and network forensic analysis tools. The guide also discusses incident
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handling, including containment, exercises, and outsourcing, as well as information system life cycles and digital

evidence management. Overall, the document provides a comprehensive framework for integrating forensic

techniques into incident response efforts, emphasizing the importance of understanding the limitations and

potential pitfalls of different tools and techniques.

O Home

G2 Al Evidence

E =
POF Files _ .
Configure Translation Server £
Attack on Titan 3 Episode 9.
DC Comics_ A Celebration
Desth Note — Another Note
Demon Slayer - PDF Room... Special Publication B00-85

Ext_datazip

hamypotter.pdf

nistspecialpublication800-... Guide to Int raling F 3
5016 Loveing Ekume 02= Techniques into Incident
Solo Leveling Volume 05 - Response

Solo Levaling Volume 08 -

) ) Recommendations of the National Institute
“The Chronicles of Narnia Ba... Ofshndards and Technology

The DC Comics Encyciope..

100 v items per page

© Exterro, Inc. All rights reserved.

Q Search
v View [I= 8 i
. Summarization

Establishing  Forensic Capability within an Organizstion A forensic capability is essentisl for
‘organizations to investigate crimes, reconstruct security incidents, troubleshoot operational
problems, support due diligence, and recover from accidental system damage. The guide emphasizes
the importance of having a robust forensic capability within incident handling teams, ensuring that
multiple team members can perform typical forensic activities. Key Recommendations The document
outlines key recommendations for establishing a forensic capability, including determining which
parties should handle each aspect of forensics, having clear policies, guidelines, and procedures for
performing forensic tasks, and providing training and education for individuals involved in forensic
efforts. It also stresses the importance of maintaining the integrity of files and media during
collection and analysis. Digital Evidence Collection and Analysis The document covers various
aspeots of digital evidence collection, analysis, and preservation, including file systems, filssystems,
deleted files, residual data, and timestamps. Techniques for copying files from media, such as logical
backup and bit stream imaging, are discussed, along with the use of disk-to-disk and disk-to-file
copies. Network Forensics The document provides guidance on integrating forensic techniques into
incident response efforts, specifically focusing on network forensics It covers various aspects of data
callection, examination, and analysis from different sources, including files, operating systems, and
other devices. The key recommendations include examining copies of files, preserving file integrity,
relying on validated hash sets, and using & write-blocker during backups and imaging. Operating
‘System Forensics The document discusses the importance of understanding TCP/IP protocols and
their layers in network forsnsics. It also highlights major categories of network traffic data sources,
such as firewalls and routers, packet sniffers and protacol analyzers, IDSs, remote access, security
‘event management software, and network forensic analysis tools. Key Takeaways The document
provides several key takeaways, including the importance of understanding th stions and
potential pitfalls of different tools and technicques, as well as the need for a methodical approach to
developing conclusions based on available data. It also emphasizes the importance of identifying the
attacker's identity, stopping the attack, and recovering systems and data. Application Data Forensics
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Contact Exterro

If you have any questions, please refer to this document, or any other related materials provided to you by Exterro.
For usage questions, please check with your organization’s internal application administrator. Alternatively, you may

contact your Exterro Training Manager or other Exterro account contact directly.

For technical difficulties, support is available through support@exterro.com.

Contact:

Exterro, Inc.

2175 NW Raleigh St., Suite 110

Portland, OR 97210.

Telephone: 503-501-5100

Toll Free: 1-877-EXTERRO (1-877-398-3776)
Fax: 1-866-408-7310

General E-mail:info@exterro.com

Website: www.exterro.com

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of Exterro, Inc. The trademarks, service marks, logos or other intellectual
property rights of Exterro, Inc and others used in this documentation ("Trademarks") are the property of Exterro, Inc and their respective owners. The
furnishing of this document does not give you license to these patents, trademarks, copyrights or other intellectual property except as expressly provided in
any written agreement from Exterro, Inc.

The United States export control laws and regulations, including the Export Administration Regulations of the U.S. Department of Commerce, and other
applicable laws and regulations apply to this documentation which prohibits the export or re-export of content, products, services, and technology to certain
countries and persons. You agree to comply with all export laws, regulations and restrictions of the United States and any foreign agency or authority and
assume sole responsibility for any such unauthorized exportation.

You may not use this documentation if you are a competitor of Exterro, Inc, except with Exterro Inc’s prior written consent. In addition, you may not use the
documentation for purposes of evaluating its functionality, or for any other competitive purposes.

If you have any questions, please contact Customer Support by email at support@exterro.com.
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