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About Exterro

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manage digital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Data Risk Management platform
that enables our clients to address their privacy, regulatory, compliance, digital forensics, and litigation risks more
effectively and at lower costs. We provide software solutions that help some of the world’s largest organizations, law

enforcement and government agencies work smarter, more efficiently, and support the Rule of Law.

Purpose of the Document

This guide provides detailed, step-by-step instructions for installing or upgrading the Al Server and PostgreSQL on
your infrastructure. It covers both standalone and distributed environments and includes prerequisites, required

software, and configuration steps to ensure smooth deployment.

© Exterro, Inc. All rights reserved. www.exterro.com 3



http://www.exterro.com/

Al SERVER INSTALLATION & UPGRADE GUIDE eXte r ro®

1 System Prerequisites

1.1 Hardware/Software Requirements

Before starting the installation or upgrade process, make sure your system meets the following prerequisites:

e Operating System: Windows 10, Windows 11, Windows Server 2019, 2020, 2022 or later.

Note: Linux OS /PostgreSQL RDS installation with pgvector is not supported by the Exterro release package,
but clients can set up a PostgreSQL installation with pgvector by themselves on Linux machines and use it for

the Al server.

e GPU Requirements:
Note: Only NVIDIA GPU chips are supported.

o Server GPU Recommendations:
=  Minimum: NVIDIA V100 (16 GB)
= Recommended: NVIDIA A100 (40 GB)

o Commercial GPU Recommendations:
= Minimum: GeForce RTX 5060 Ti
= Recommended: GeForce RTX 4090 or higher

e Recommended instance type: g5.2xlarge(QA Certified)

e Hardware: 16GB of RAM and 8 CPU cores (Minimum required specification).

e Disk Space: Minimum 200 GB of available space for Al Server, PostgreSQL, and dependencies.

© Exterro, Inc. All rights reserved. www.exterro.com 4
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1.2 Required Software for GPU Machine

e NVIDIA GPU Drivers: If using a GPU-enabled server, make sure to install the NVIDIA Driver and CUDA Toolkit.
O Supported version: CUDA 12.8.0 and later.

Note: The Al server can also run on CPU-only machines; however, Al jobs are computationally intensive and may

take significantly longer (several days for larger volumes of objects) to complete without GPU acceleration.

1.2.1 Installing CUDA Toolkit

1. Use the link provided below to download the CUDA application.
e Driver Download: CUDA 12.8.0 for Windows Server 2022

2. Right-click on the downloaded CUDA application and select Run as Administrator.

Name vate moairied Iype size
~ Today (1)
cuda_12.8.0_571.96_windows 7/22/2025 2-A6 DM Annlication 3,304,090 KB
Open
G Run as administrator
% CrowdStrike Falbn malware scan >
Troubleshoot compatibility
Pin to Start
I_Q Share

3. Click Yes when prompted on the User Account Control page.

. NVIDIA Package Launcher

Verified publisher: NVIDIA Corporation
File origin: Hard drive on this computer

Show more details

© Exterro, Inc. All rights reserved. www.exterro.com 5
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= The following wizard will be displayed.

. cuda Setup Package X

Please enter the folder where you want to temporarily extract
the NVIDIA CUDA Tookit installer. If the folder does not exist,
it will be created for you.

Extraction path:

IC:'._-E'E.‘._IH: B T i _l

OK Cancel

4. Select the Package location for extracting the CUDA Toolkit.

= Once the installer extraction is complete, the following page will be displayed.

NVIDIA Installer — X

nvibDlAa

@ NVIDIA software license agreement

License Agreement

NVIDIA Software License Agreement and CUDA Supplement to
Software License Agreement.

'The CUDA Toolkit End User License Agreement applies to the
NVIDIA CUDA Toolkit, the NVIDIA CUDA Samples, the NVIDIA
Display Driver, NVIDIA Nsight tools (Visual Studio Edition),

and the associated documentation on CUDA APls,
programming

e — e —
AGREEAND CONTINUE | CANCEL

5. Read and accept the License agreement by clicking on Agree and Continue.

© Exterro, Inc. All rights reserved. www.exterro.com 6
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= The following installer page will be displayed.

NVIDIA Installer — X

NVIDIA CUDA A

Version 12.8 nvinDia

@ System Check Installation options

@ License Agreement © Express (Recommended)

Installs all CUDA components and overwrites current Display

Opifons Driver.

@ Custom (Advanced)

Allows you to select the components you want to install.

Note: Some flashing might occur during the i

6. Choose the Installation Option as Express (Recommended) and click Next.

= The following page will be displayed.

MVIDIA Installer — X

NVIDIA CUDA A

Version 12.8 nvipia

@ System Check CUDA Visual Studio Integration

No supported version of Vis| s found. Some components of the CUDA
Toolkit will not work properly 5 first to get the full
functionality.

@ License Agreement

Options

lunderstand, and wish to continue the installation regardless.

7. Select the ‘l understand, and wish to continue the installation’ checkbox and click Next.

© Exterro, Inc. All rights reserved. www.exterro.com 7
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nvinia

Nsight Visual Studio Edition Summary

The following information only p s to Nsight Visual Studio featt

s and does not
scribe CUDA toolkit in

Finish

For more information,

8. Click Next.

The following page will be displayed.

NVIDIA Installer

nviDlA

NVIDIA Installer has finished

Component Version Status

CUSPARSE Runtime
CUBLAS Runtime

Finish

CUDART Runtir
CURAND Develop
NPP Rur

9. Click Close.

© Exterro, Inc. All rights reserved. www.exterro.com 8
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a. Run the following command to check if the NVIDIA drivers are correctly installed on your system:

10. Verify GPU Installation:

Nvidia-smi

mion 10 0. H040. I )
et bon, A1l riphne b=,

[ ik

|

FIE Trsa PFridedd Sesa
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o roiing preosasan

C: lesreerires . sppemmy s,
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2 Installation/Upgrade Instructions

2.1 Pre-installation Checklist

Before starting the installation, follow these steps:

Uninstall Previous Versions (if upgrading): If you are upgrading the Al Server, ensure you first uninstall any
existing version of the Al Server using the following steps:

Go to Control Panel > Programs > Programs and Features.

Locate the existing Al Server version, right-click, and select Uninstall.

¢ Administrative Privileges: Ensure you have administrator access to the server where the installation is
taking place.

e Environment Decision: Choose whether to deploy a standalone setup (where Al Server and PostgreSQL are
installed on the same server) or a distributed setup (where PostgreSQL is hosted on a different machine).

e User Setup for Ollama Installation: Since Ollama is a third-party tool required for the Al Server, it must be
installed and uninstalled under the same user account due to its limitations. Ensure to log in as the
designated user and perform the Al Server installation or uninstallation from that account to ensure
smooth integration with Ollama.

e The Al server service runs on port 5000. Please ensure that no other service or task is using this port.

e Important: The PostgreSQL Vector Extension will be skipped automatically if a previous version already

exists on your system. If the extension is not currently installed, you must install it manually on a PostgreSQL

installed server using the package available on the FTK Product Downloads page. Use the installer named

Exterro_Postgres_Vector_0.8.0.8.exe.

© Exterro, Inc. All rights reserved. www.exterro.com 10
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2.2 Launching the Installer

1. Copy the Exterro Al Server installation folder to the target server.

2. Right-click on Exterro Al_Server_x64.exe and select Run as Administrator.

@ 0x0409 3/23/2025 4:53 AM Configuration settings 22 KB
(9 Data1 3/23/2025 4:53 AM cab Archive 2,097,150 KB
(9 Datat11 3/23/2025 4:53 AM cab Archive 2,097,150 KB
(8 Datat12 3/23/2025 4:53 AM cab Archive 772,050 KB
(8 Data13 3/23/2025 4:53 AM cab Archive 1,635,438 KB
ﬁ Exterro_Al_Server xb64 3/23/2025 4:53 AM Application 52,121 KB
ﬁ Exterro_Al_Server x64 3/23/2025 4:53 AM Windows Installer Pa... 13,077 KB
@ Setup 3/23/2025 4:53 AM Configuration settings 6 KB

3. If prompted by User Account Control, click Yes to continue.

X Setup Launcher Unicode

Verified publisher: ACCESSDATA GROUP, INC.
File origin: Hard drive on this computer

Show more details

© Exterro, Inc. All rights reserved. www.exterro.com 1 1
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2.3 Supporting Software Installation

1. Upon starting the installer, the following components will be installed automatically:
e Exterro Visual C++ 2022 Redistributable: Essential for running various components of the Al Server.
e Python 3.12.9: This is the version required by the Al Server for executing scripts.
e Ollama 0.6.8: A tool used by the Al Server to perform LLM model inference.
e PostgreSQL 14.17: A database server necessary for storing Al Server data.

2. Click Install to proceed with the automatic installation of all dependencies.

Exterro_Al Server - InstallShield Wizard

Exterro_AI_Server requires the following items to be installed on your computer. Click
y Install to begin installing these requirements.

Status  Requirement

Pending Microsoft Visual C++ 2022 Redistributable Package (x64)
Pending Python 3.12.9 (x64)

Pending Ollama

Pending PostgreSQL_14.17.0 (x64)

Pending PostgreSQL_Vector_AI

Install | ‘ Cancel

© Exterro, Inc. All rights reserved. www.exterro.com 12
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Notes:

e The PostgreSQL database is used to persist (store) image embeddings generated by multimedia search
preprocessing jobs.

e Inadistributed Al server environment, do not deploy separate PostgreSQL instances for each server. This is
because the Al servers operate solely as processing nodes and must use a centralized PostgreSQL database
for storing data and enabling text search.

e FTK Central packages case images and sends them to available Al servers for processing. To maintain data
integrity, all image embeddings for a given case must reside in the same PostgreSQL instance.

Hence, all Al servers associated with a specific FTK Central deployment must connect to a single, centralized
PostgreSQL server.

e Ifthe Al Server and PostgreSQL DB are in a distributed setup (different machines for the Al server and
PostgreSQL), the PostgreSQL Vector Extension provided by Exterro must be installed after the installation of
PostgreSQL and requires additional configuration on the Al server to ensure its proper functioning. These

details are provided in the section below, which you can refer to for further instructions.

© Exterro, Inc. All rights reserved. www.exterro.com 13
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2.4 PostgreSQL Installation

2.4.1 Setting Up PostgreSQL in a Distributed Environment
When PostgreSQL is deployed on a separate server, it is essential to install the PostgreSQL Vector Extension on that
server as well. This extension ensures that the database operations required for the Al Server are fully supported and

optimized, enabling seamless integration and performance. Follow the instructions given below for the setup.

1. When prompted by the Al Server installer to install PostgreSQL, click Cancel.

i%‘ Exterro PostgreSOL Setup >

Welcome to the InstallShield Wizard for
Exterro PostgreSQL

The InstallShield{R) Wizard will install Exterro PostgreSQL on
your computer, To continue, dick Next.

WARMIMG: This program is protected by copyright law and
international treaties.

= The below pop-up will be displayed.

jﬁ' Exterrc PostgreSCL Setup ple

1 Are you sure you want to cancel Exterro PastgreSQL
u installation?

© Exterro, Inc. All rights reserved. www.exterro.com 14
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2. Click Yes.

= The page below will be displayed.

ﬂ Exterro PostgreSOL Setup *

InstallShield Wizard Completed

The wizard was interrupted before Exterro PostgreSGQL could
be completely installed.

Your system has not been modified. To install this program at a
later time, please run the installation again.

Click Finish to exit the wizard.

<o

3. Click Finish.

= The below pop-up will be displayed.

Exterro_Al_Server - Installshield Wizard

The installation of PostgreS0L_14.17.0 [x&4) appears to have
failed. Do you want to continue the installation?

4. Click Yes.

Note: If PostgreSQL is on a distributed setup, follow the steps to install the Postgres Vector extension.

© Exterro, Inc. All rights reserved. www.exterro.com 15
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Follow the steps below if you are installing PostgreSQL on the same server where the Al Server is located:

2.4.2 Setting Up PostgreSQL on the Same Server

Steps:

1. When prompted during the Al Server installation, click Next to begin PostgreSQL installation.

f%rl Exterro PostgreSCL Setup >

Welcome to the InstallShield Wizard for
Exterro PostgreSQL

The InstallShield(R) Wizard will install Exterro PostgreSQL on
your computer, To continue, dick Next,

WARMING: This program is protected by copyright law and
international treaties.

exterro
T K

Bac : Mext = ] Cancel

= The page below will be displayed.

jﬂﬁ] Exterro PostgreSQL Setup b4

License Agreement exterro

Please read the following license agreement carefully.

A
Postgre3QL License

PostgreSQL is released under the PostgreSol

License, a likeral Open Source

license, similar to the BSD or MIT licenses.
PostgreSQL Databases Management System hd

(®)1 accept the terms in the license agreementt Print

()1 do not accept the terms in the license agreement

nstallShield

© Exterro, Inc. All rights reserved. www.exterro.com 16
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2. Accept the license agreement and click Next.

= The below page will be displayed.

ﬁ Exterro PostgreSCL Setup >

Destination Folder exterro

stall to this folder, or dick Change to install to a different folder.,

Install Exterro PostgreSQL to:
C:\Program Files\AccessDatal, change...

[+~"iAdd Tnstaliation File path and Data folder in Windows Defender Excusion List

Installshield

o

3. (Optional) Select the checkbox ‘Add Installation File path to Data folder in Windows Defender Exclusion List’.
4. Click Next.

= The below pop-up will be displayed.

Data Folder Exists

The data folder selected contains a previously installed PostgreS0OL
database. To use it as your data folder you must know the associated
database password. Would you like to continue?

© Exterro, Inc. All rights reserved. www.exterro.com 17
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Note: If upgrading PostgreSQL from a previous version (e.qg., 14.0 to 14.17), ensure to select Yes when prompted. And

the installation page below will be displayed for you to proceed with the installation. Click Install.

‘_ﬂ_%r' Exterro PostgreSCL Setup =

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

=
(73]
"l
@M
m
=

< Back ' Install . Cancel

Note: Follow the steps below if you are not upgrading the PostgreSQL version:

= The page below will be displayed.

‘_ﬂ_%.' Exterro PostgreSCL Setup >

Data Folder exterro

Click Mext to create the PostgreS0L data folder here, or dick Change to modify
the location.

Create PostgreSQL data folder at:

C:\pgData140Y Change

=
i
v
(&)
m
=1

© Exterro, Inc. All rights reserved. www.exterro.com 18
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i Click Next.

= The below page will be displayed.

15 Exterro PostgreSQL Setup x

PostgresQL Port exterro

Please select the port the server should listen on.

Port:

InstallShield

ii. Enter the port number and click Next.

= The below page will be displayed.

ﬁ Exterro PostgreSOL Setup X

PostgreSQL User Create evterro

Enter a password to create the PostgreSQL database admin user

izassword:
[eecasecnces] |

Confirm Password:

[ceresesases |

Installshield

iii. Enter the desired PostgreSQL Admin Password and click Next.

© Exterro, Inc. All rights reserved. www.exterro.com 19
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= The below page will be displayed.

‘I%J Exterro PostgreSCL Setup >

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

< Back ' Install ] Cancel

iv. Click Install and monitor installation progress.

V. Once installation is completed, click Finish.

j‘!ﬁ.l Exterro Postgre50L Setup e

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Exterro
PostgreSQL. Click Finish to exit the wizard,

exterro
FT

After the PostgreSQL is installed, proceed with the Al Server installation on the main server. See the sections below

for further instructions.

© Exterro, Inc. All rights reserved. www.exterro.com 20
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Once all the required components/dependencies are installed for Al Server installation, follow the steps provided

below.

1. Once the PostgreSQL setup is completed, the following prompt will be displayed. Click Next.

u@ Exterro_Al_Server - InstallShield Wizard X
Welcome to the InstallShield Wizard for

Exterro_AI_Server

The InstallShield(R) Wizard will install Exterro_AI_Server on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

= The page below will be displayed.

]}% Exterro_Al_Server - InstallShield Wizard X

License Agreement evterro

Please read the following license agreement carefully. ‘ | |

Master Subscription and Professional Services Agreement ~
EXTERRO MASTER SOFTWARE LICENSE AGREEMENT

EXTERRO, INC. (“EXTERRO”) IS WILLING TO LICENSE THE
LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE
COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING
THE LICENSED SOFTWARE (REFERENCED BELOW AS
“CUSTOMER”) ONLY ON THE CONDITION THAT YOU ACCEPT .,

(®)1 accept the terms in the license agreement Print

(7)1 do not accept the terms in the license agreement

InstallShield

© Exterro, Inc. All rights reserved. www.exterro.com 21



http://www.exterro.com/

Al SERVER INSTALLATION & UPGRADE GUIDE eXte r ro®

2. Accept the License Agreement and click Next.

= The page below will be displayed.

ﬁ Exterro_Al_Server - InstallShield Wizard X

Destination Folder evterro

Click Next to install to this folder, or dick Change to install to a different folder.

D Install Exterro_AI_Server to:

C:\Program Files\AccessData\ Change

Add Installation File path in Windows Defender Exclusion List

InstallShield

3. (Optional) You can click on 'Change' and select the required folder to install the Al Server. By default, it will be
installed in the following location: C:\Program Files\AccessData\.

4. (Optional) You can select the checkbox, ‘Add the installation file path to the Windows Defender Exclusion List’.

5. The installer will verify if the system meets the minimum hardware and software requirements. Click Yes to

proceed.

ﬁ Exterro_Al_Server - InstallShield Wizard X

Prerequisite Check for Exterro_AIL Server Installation exterro

Microsoft Defender : Enabled
AntiVirus : Unable to Determine

Recommended : 8

CPUCores :

Actual : 16

Recommended : 16 GB
Memory :

Actual : 32 GB

Minimum space required for AI Server : 200 GB
Disk Space :

Actual : 325 GB

Do you wish to proceed the installation with the above system specification?

InstallShield

< Back No Yes Cancel

© Exterro, Inc. All rights reserved. www.exterro.com 22
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= The page below will be displayed.

ﬁ Exterro_Al_Server - InstallShield Wizard X

User Credentials exterro

Set the Credentials of the Exterro_AI Server

User name:
Domain (Leave BLANK if user account is a local non-domain account):

Password:

InstallShield

< Back Next > Cancel

6. Provide the service account credentials and click Next.

A Warning:

e For single-box installations, ensure login credentials for an account (specifically, a member of the
local administrator's group) are available. The "Hostname" is applicable only in off-domain single-
box environments and is suitable when using a local system user.

® In multi-box environments, a domain-level account is necessary. This account must possess local
administrator permissions for tasks like creating services, placing files in the primary drive, and
adding registry values during installation.

e Use alocal system account only when all components, case, and evidence storage are consolidated

on a single machine.

© Exterro, Inc. All rights reserved. www.exterro.com 23
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= The page below will be displayed.

ﬂ Exterro_Al_Server - InstallShield Wizard X

Ready to Install the Program exterro

The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.
InstallShield
< Back Install Cancel

7. Click Install.

8. Monitor the installation status.

ﬂ Exterro_Al_Server - InstallShield Wizard — X

Installing Exterro_AIL Server erxterro

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Exterro_AI_Server. This may
take several minutes.

Status:

InstallShield

www.exterro.com 24
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9. Click Finish when prompted.

ﬂ Exterro_Al_Server - InstallShield Wizard »

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed
Exterra_AI_Server. Click Finish to exit the wizard.

Click Finish to exit the install wizard and open the DB
Configuration Tool to configure PG Vector Database
Connection,

Important: Ensure the Exterro PostgreSQL Vector Extension is installed. If not, install it using the steps provided in

the PostgreSQL Vector Extension Installation section.

© Exterro, Inc. All rights reserved. www.exterro.com 25
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= The Database Configuration Tool will be displayed.

# Datzbase Information = O X

Database Type Postgre50L

IP/Hostname

Part

Database User .pu-rtgn:s

Database Password

10. Enter the following details for the PostgreSQL connection:
O Hostname or IP address of the PostgreSQL server.
O Port number (default: 5432).

o Admin username and password.

Note: The installer allows you to configure the database user and database password. The default database username

is postgres.

© Exterro, Inc. All rights reserved. www.exterro.com 26
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For a fresh Installation:

e Provide the values for all the database information fields.

For upgrade:

e |If upgrading the Al Server from 8.2 SP2’s version (2025.08.07.270), enter the Postgres database password

and all the other database field values will be filled automatically and can be modified if required.

' Database Information —: O X
Database Type ‘PostgreSQL

IP/Hostname ‘Iocalhost

Port 5432

Database User ‘postgrs

Database Password """‘"“""""*"’l

Initialize Database I

11. Once all the field values are given, click Initialize Database.
12. Once the success message appears, click OK.

13. Click Yes to restart the system.
Note: It is strongly recommended to restart the Accesssdata Al Service.

ﬂ Exterro_Al_Server Installer Information X

You must restart your system for the configuration
changes made to Exterro_AI_Server to take effect. Click
Yes to restart now or No if you plan to restart later.

© Exterro, Inc. All rights reserved. www.exterro.com 27
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4 PostgreSQL Vector Extension Installation

Note: If the PostgreSQL Vector Extension is already installed on your system, you can skip this section.

This extension is required for Al multimedia search functionality. Follow the below steps;

1. Download and extract the PostgreSQL Vector Extension from the Exterro Products Downloads Page.

Note: The package is named Exterro_Postgres_Vector_0.8.0.8.exe.

2. Right-click and run as administrator.

xterroPostgresVector v DL O SearchE
~
Name Date modified Type Size
)% Exterro_Postgres_Vector A/21/2025 10-12 AM Annlication 3,571 KB
Open

!; Run as administrator

1 Edit with Notepad++

"N CrowdsStrike Falcon malware scan >
Troubleshoot compatibility
Pin to Start

& Share

Give access to >

= The following installation wizard is displayed.

ﬁ Exterro Postgres Vector - InstallShield Wizard X
Welcome to the InstallShield Wizard for
Exterro Postgres Vector

The InstallShield(R) Wizard will install Exterro Postgres Vector on
your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

exterro

3. Click Next.
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= The following page is displayed.

ﬂ Exterro Postgres Vector - InstallShield Wizard X

exterro

Please read the following license agreement carefully.

END-USER LICENSE AGREEMENT FOR EXTERRO SOFTWARE "

IMPORTANT - READ CAREFULLY

This End-User License Agreement (‘EULA™) is a legal agreement between

End User (“Licensee™) (either an individual or a single legal or juridical

entity) and Exterro, Inc. (“Exterro”) for the Exterro software that

accompanies this EULA, which includes associated media, Exterro internet- v

(®)1 accept the terms in the license agreement Print

O] do not accept the terms in the license agreement

InstallShield

4. Accept the License agreement and click Next.

= The following page is displayed.

ﬂ Exterro Postgres Vector - InstallShield Wizard X
exterro
egin installation.
If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.
InstallShield
Back . Install Cancel

5. Click Install.
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6. Once the installation is completed, click Finish.

ﬁ Exterro Postgres Vector - InstallShield Wizard X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Exterro Postgres
Vector. Click Finish to exit the wizard.
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5 Post-Installation Configuration

5.1 Connecting Al Server to FTK Central

Scaling Al servers horizontally distributes processing workloads across multiple machines, improving job throughput
and system responsiveness. The FTK Central server manages load balancing among the Al servers configured for the

build. FTK Central processes Al jobs in batches rather than sending all selected objects at once.

For each batch, FTK Central first attempts to assign the job to the primary Al server. If that server’s GPU resources
are unavailable, the batch is forwarded to the next server in the configuration sequence. This selection process
continues in a round-robin manner for subsequent batches to ensure an even distribution of workloads.

Each Al server processes its assigned jobs independently and operates without awareness of other Al servers.

Follow the steps provided below (Method 1 or Method 2) for connecting Al Servers to the FTK Central:

Method 1:
Steps:

1. Onthe FTK Central server, navigate to:

C:\Program Files\AccessData\Forensic Tools\8.2\bin\

2. Locate the file named FTK_Config_Tool.exe.

3. Right-click on the file and select Run as administrator.

This PC > Local Disk (C:) » Program Files » AccessData > Forensic Tools » 8.2 » bin

~

Name Date modified Type Size

& Frx_config Tool cation 549 KB

Y Open
(& FTKC_agentThreatXhtml o tylesheet 65 KB
RN = P Ta e le 7 | S ) Aot G Run as adeIStrator | 1o £ 1 2 D

A
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4. Inthe configuration tool interface, locate the field labeled Tensorflow Server Host.

. FTK Configuration Tool

Web Configuration ollections Confi ation

Enable Web Ul HTTPS M Port Hos: [ ——— Use Collections Jemp @
RS CI C\Program Files\AccessDatalForensic Tools\8 2\binlexterror] Browse.. B3

Product Type @ Forensics

g

080
Authentication Method & Internal authentication only - Forms
Min. Password Length @ [
Agent Check-In Port @

Max. Login Attemnpts Failed Login Lockout Time m
Inactivity Expiration Time @ |3
Enable the KFF
LGS C:\New certs 2022\SelfSignedCert.p12 Browse... Cassandra RPC Address localhost
RECU LIS R C:\New certs 2022\SelfSignedCert.crt Cassandra Transport Port
Root Site Server Host 1 Distributed Processing o, - [NSE
Manager (DPM) Host
Root Site Server Port & 3 TensorFlow Server Host [ SIS BT Tl |
Site Server Sync Interval @

AppDB Sync Interval

Reload

5. Enter the endpoints for all Al servers, separated by semicolons.

Example:

http://localhost:5000;http://<Al_Server2 IP_or_Hostname>:5000

Notes:
e for multiple Al servers, enter the endpoints separated by semicolons (;).

e for asingle Al server, enter the endpoint directly without any semicolon.

Note: If you are using hostnames in the endpoint URL, follow the steps below to establish successful
communication:
i. On the servers where FTKC/Al is installed, navigate to the following directory:
C:\Windows\System32\drivers\etc
ii. Open the hosts file using a text editor with Administrator privileges.
jii. Add the required IP addresses and their corresponding hostnames on separate lines in the following
format:
<IP Address> <Hostname>

iv. Save the file and close the editor.
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6. Click Save.

7. When prompted, click Yes to restart the service.

Service Restart Needed X

Settings saved.
Restart the AccessData Exterro Self Host Service?

Yes Mo

8. Click Ok.

Complete X

o AccessData Exterro Self Host Service has been restarted.

[ ox ]

9. To ensure each Al server is connected and responsive, open a browser or use a tool like curl to access the

following URLs:
o Al Server 1: http://localhost:5000/api/0.1/is alive

o Al Server 2: http://<Al Server2 IP or Hostname>:5000/api/0.1/is alive

Note: The success response in the web will be displayed as below:

« - C © localhost:5000/api/0.1/is_alive

Pretty-print (]

{"succeed": true, "error_message": "", "status": "success"}
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Method 2:

1. On the FTK Central server, navigate to:

C:\Program Files\AccessData\Forensic Tools\bin\

2. Open the ADG.WeblabSelfHost.exe.config file in a text editor.
3. Locate the key:

<add key="TensorFlowUrl" value="..." />

4. Update the endpoints of all Al Servers (separate with semicolons):

<add key="TensorFlowUrl" value="http://localhost:5000;http://Al_server2:5000" />

5. Verify connectivity using the following URLs:
o Al Server 1: http://localhost:5000/api/0.1/is_alive
o Al Server 2: http://<Al_Server2_ IP_or_Hostname>:5000/api/0.1/is_alive

Notes:

® The Al service operates over HTTP, not HTTPS. Currently, the FTK Al service uses the HTTP protocol for
communication instead of HTTPS.

e Ifyou are facing any connectivity issues, check the inbound firewall rules to ensure that PostgreSQL, the Al
server, and FTK Central are communicating properly.

® After saving the changes in the Adg.weblabselfhost.config file, open Services from the Start menu

(services.msc), and restart the AccessData Exterro SelfHost service.
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Reconfiguring Al Server Database: If you need to reset or reconfigure the database connection:

i Delete the config file from the following path:

C:\ProgramData\AccessData\Al\config.json
ii.  Open C:\Program Files\AccessData\tf\tfs\db_config\db_config.exe to configure database configurations.
iii.  Configure the new DB configuration and click the Initialize Database button to reconfigure the DB

configurations.

Firewall Rules: Upon successful installation:

e Inbound firewall rules are automatically added for:
o Al Server on Port 5000
o PostgreSQL on Port 5432
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Contact Exterro

If you have any questions, please refer to this document, or any other related materials provided to you by Exterro.
For usage questions, please check with your organization’s internal application administrator. Alternatively, you may

contact your Exterro Training Manager or other Exterro account contact directly.

For technical difficulties, support is available through support@exterro.com.

Contact:

Exterro, Inc.

2175 NW Raleigh St., Suite 110

Portland, OR 97210.

Telephone: 503-501-5100

Toll Free: 1-877-EXTERRO (1-877-398-3776)
Fax: 1-866-408-7310

General E-mail:info@exterro.com

Website: www.exterro.com

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of Exterro, Inc. The trademarks, service marks, logos or other intellectual
property rights of Exterro, Inc and others used in this documentation ("Trademarks") are the property of Exterro, Inc and their respective owners. The
furnishing of this document does not give you license to these patents, trademarks, copyrights or other intellectual property except as expressly provided in
any written agreement from Exterro, Inc.

The United States export control laws and regulations, including the Export Administration Regulations of the U.S. Department of Commerce, and other
applicable laws and regulations apply to this documentation which prohibits the export or re-export of content, products, services, and technology to certain
countries and persons. You agree to comply with all export laws, regulations and restrictions of the United States and any foreign agency or authority and
assume sole responsibility for any such unauthorized exportation.

You may not use this documentation if you are a competitor of Exterro, Inc, except with Exterro Inc’s prior written consent. In addition, you may not use the
documentation for purposes of evaluating its functionality, or for any other competitive purposes.

If you have any questions, please contact Customer Support by email at support@exterro.com.
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