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About Exterro

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manage digital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Data Risk Management platform
that enables our clients to address their privacy, regulatory, compliance, digital forensics, and litigation risks more
effectively and at lower costs. We provide software solutions that help some of the world’s largest organizations, law

enforcement and government agencies work smarter, more efficiently, and support the Rule of Law.

© Exterro, Inc. All rights reserved. www.exterro.com 4



http://www.exterro.com/

KNOWN FILE FILTER (KFF) INSTALLATION GUIDE eXt e r ro

1 Whatis KFF?

KFF (Known File Filter) is a utility that compares the file hash values of known files against the files in your case.

The known files that you compare against may be the following:
e Files that you want to ignore, such as operating system or application files.
e Files that you want to be alerted about, such as malware or other contraband files.
e The hash values of files, such as MD5, are based on the file’s content, not on the filename or extension. This

helps you identify files even if they are renamed.

Using KFF during your analysis can provide the following benefits:
e Immediately identify and ignore 40-70% of files irrelevant to the case.

e Immediately identify known contraband files.

How KFF Works

The Known File Filter (KFF) is a body of MD5 and SHA1 hash values computed from electronic files. Some predefined
data is gathered and cataloged by several US federal government agencies or you can configure your own. KFF is used
to locate files residing within case evidence that have been previously encountered by other investigators or

archivists. ldentifying previously cataloged (known) files within a case can expedite its investigation.

When evidence is processed with the MD5 Hash (and/or SHA-1 Hash) and KFF options, a hash value for each file item
within the evidence is computed, and that newly computed hash value is searched for within the KFF data. Every file

item whose hash value is found in the KFF is considered to be a known file.

[g Not(is:

If two hash sets in the same group have the same MD5 hash value, they must have the same
metadata.
e If you change the metadata of one hash set, all hash sets in the group with the same MD5

hash file will be updated to the same metadata.

The KFF data is organized into Groups and stored in the KFF Server. The KFF Server service performs lookup functions.

© Exterro, Inc. All rights reserved. www.exterro.com 5
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2 KFF Architecture

There are two distinct components of the KFF architecture:
e KFF Server - The KFF Server is the component that is used to store and process the KFF data against your
evidence. After you install the KFF Server, you import your KFF data into it.
e KFF Data - The KFF data are the hashes of the known files that are compared against the files in your case.
The KFF data is organized into KFF Hash Sets and KFF Groups. The KFF data can be comprised of hashes

obtained from pre-configured libraries (such as NSRL) or custom hashes that you configure yourself.

KFF Components

e

The unique MD5 or SHA-1 hash value of a file. This is the value that is compared between known
Hash files and the files in your case.

A collection of hashes that are related somehow. The hash set has an ID, status, name, vendor,
Hash Set package, and version. In most cases, a set corresponds to a collection of hashes from a single source

that have the same status.

KFF Groups are containers that are used for managing the Hash Sets that are used in a case.

KFF Groups can contain Hash Sets as well as other groups.

Group Cases can only use a single KFF Group. However, when configuring your case you can select a single

KFF Group which can contain nested groups

The specified status of a Group or Hash Set of the known files which can be either Ignore or Alert.
Status When a file in a case matches a known file, this is the reported status of the file in the case

A predefined collection of hashes that you can import into the KFF Server.

You can use the following predefined libraries:

e NSRL

Library

e NDIC HashKeeper (End of life)
e DHS

e For law enforcement users, you can also use Case VIC/CAID libraries.

About the Organization of Hashes, Hash Sets, and KFF Groups

© Exterro, Inc. All rights reserved. www.exterro.com 6
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Hashes, such as MD5, SHA-1, etc., are based on the file’s content, not on the filename or extension.

You can also import hashes into the KFF Server that are contained in .tsv, .csv .hke, .hdi, .hdb, .hash, .nsrl, .db or .kff

file formats. You can also manually add hashes.

Hashes are organized into Hash Sets. Hash Sets usually include hashes that have a common status, such as Alert or

Ignore.

Hash Sets must be organized into KFF Groups before they can be utilized in a case.

© Exterro, Inc. All rights reserved. www.exterro.com 7
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3 Installing & Upgrading the KFF

Determining where to install the KFF
For FTK Lab/Enterprise and FTK Central, the KFF Server can be installed on a different system if required. However,

it can be installed on the same computer that runs FTK Lab/Enterprise and FTK Central.

For FTK and FTK Pro applications, the KFF Server must be installed on the same computer that runs the FTK Examiner

application.

Installing the KFF
Prerequisites:
® Python 2.7 (x64)
o This will be installed during the installation of Cassandra.
e Java 8u241 (x64) or newer
o This must be downloaded and installed prior to the installation of the KFF —Download Here.
® Microsoft Visual C++ 2010 (x64)

o This must be downloaded and installed prior to the installation of KFF/Cassandra - Download Here.

Steps to Install:

Mount the KFF .ISO.

Navigate to (“<Drive>:\autorun.exe”).

Run the autorun executable as an administrator.

Click Cassandra 64 bit.

Review and accept the License Agreement and click Next.

Verify or change the Destination Folder and click Next.

N oo v A~ W Noe

If utilizing a multi-box setup, check and configure Enable Remote Access.
A Warning: This will be required if you decide to use a remote KFF server. If installing on the same system,
then you do not need to check this.
i In the RPC_Address field, enter the IP Address or DNS Name of the computer you are

installing on. For example, KFFServer.local.

© Exterro, Inc. All rights reserved. www.exterro.com 8
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ii. In the Port to use field, leave the default 9042.

iii. Click Next.

8. If Remote Access was enabled, set the User Credentials for the service and click Next.

ﬁ Warning: This account should be a member of the local administrator’s group and be a domain-level

account in a multi-box environment.

9. Click Install to perform the installation.
10. Click Finish.

11. Restart FTK/Lab/Enterprise/Central if they were already open.

Upgrading Cassandra 3.11.2.4 t0 3.11.11.9
Prerequisites:
e Java 8u241 or newer (x64)
o This must be downloaded and installed prior to the installation of the KFF —Download Here.
e Uninstall the existing Cassandra version.
o Previously imported hash sets and groups will not be removed. Users will still have access to these
without the need to re-import them.
e Microsoft Visual C++ 2010 (x64)

o This must be downloaded and installed prior to the installation of KFF/Cassandra - Download Here.

Steps to Upgrade:

Mount the KFF .I1SO.

Navigate to (“<Drive>:\Cassandra\AccessData_Cassandra_lInstaller.exe”).
Run the AccessData_Cassandra_Installer executable as an administrator.
Click Next.

Review and accept the License Agreement and click Next.

Change the Destination Folder to the path used by the previous Cassandra installation and click Next.

N o v ok~ W N e

If utilizing a multi-box setup, check and configure Enable Remote Access.

ﬁ Warning: This will be required if you decide to use a remote KFF server. If installing on the same

system, then you do not need to check this.

© Exterro, Inc. All rights reserved. www.exterro.com 9
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i In the RPC_Address field, enter the IP Address or DNS Name of the computer you are

installing on. For example, KFFServer.local.
ii. In the Port to use field, leave the default 9042.
iii.  Click Next.

8. If Remote Access was enabled, set the User Credentials for the service and click Next.

A Warning: This account should be a member of the local administrator’s group and be a domain-level

account in a multi-box environment.

9. Click Install to perform the installation.
10. Click Finish.

11. Restart FTK/Lab/Enterprise/Central if they were already open.
Configuring the KFF Server Location on FTK/Lab/Enterprise

A Warning: To configure KFF within FTK/Lab/Enterprise/Central, you must be logged in with a user

account with admin privileges.

Steps to Configure:

1. Inthe Case Manager, click Tools > Preferences > Configure KFF.
2. You can set or view the address of the KFF Server.
e If youinstalled the KFF Server as local on the same computer as the application, this value must remain as
localhost.
e If you installed the KFF Server as a remote instance.
3. Click Test Server.
4. Click Save.
5. Click OK.

Configuring the KFF Server Location on FTK Central and FTK Plus
Steps to Configure:

1. Navigate to (“<Drive>:\Program Files\AccessData\Forensic Tools\<Version>\bin”).

© Exterro, Inc. All rights reserved. www.exterro.com 10
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2. Open ADG.WeblabSelfHost.exe.config in a text editor.

3. Locate the KFFServerURL configuration key.
4. Modify the configuration key value to match KFF Server IP/Hostname and port.

<add key="KFFServerURL" value="KFFServer:9042" />

5. Save the changes made to the configuration file.

6. Restart the Exterro Self Host Service.

© Exterro, Inc. All rights reserved. www.exterro.com 1 1
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4 Importing KFF Data

About KFF Import Utility
Due to the large size of some KFF data, a stand-alone KFF Import utility is available to use to import the data. This
KFF Import utility can import large amounts of data faster than using the import feature in the application as well as

allowing users to actively use FTK while imports are occurring.

It is required that you install and use the KFF Import utility to import pre-configured libraries such as NIST NSRL.

Installing the KFF Import Utility
Steps to Install:
Mount the KFF .ISO.

Navigate to (“<Drive>:\autorun.exe”).

Run the autorun executable as an administrator.

Eal A

Click Install KFF Import Utility 64 bit.

e Support for SQLite hash sets have been added to the latest Import Utility available here.
Click Next.

Review and accept the License Agreement and click Next.

Verify or change the Destination Folder and click Next.

©® N o U

Click Install.

© Exterro, Inc. All rights reserved. www.exterro.com 12
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Importing a CSV Using the KFF Import Utility

Steps to Import:

Open the KFF Import Utility as an Administrator.

Click Browse and locate the CSV that you would like to import.
Click Open.

(Optional) — Enter Default Set details.

LA A

If a remote KFF Server was installed, in the Server Address field, you must enter the IP address of the computer
that has the KFF Server installed to it. Otherwise leave this as localhost.

6. Click Import.

7. Click OK.

Importing the NIST NSRL Library (Legacy Format)

Steps to Import:

1. Open and extract the nsrisource_2.54 ZIP folder to a folder located on the KFF Server.
e For example, create a folder named NSRL.
2. Extract NSRLFile.txt.

e This file will be in excess of 20GB.

3. Open the KFF Import Utility as an Administrator.

4. Click Browse and locate the NSRLFile.txt file you would like to import.

5. Click Open.

6. Enter Default Set details (This step is optional).

7. If aremote KFF Server was installed, in the Server Address field, you must enter the IP address of the computer
that has the KFF Server installed to it. Otherwise leave this as localhost.

8. Click Import.

9. Click OK.

ﬁ Warning: This import process can take several hours. Users can monitor the progress using the
progress bar located at the bottom of the KFF Import Utility. When the import is complete, a prompt
will appear notifying that the import process has completed.

Importing the NIST NSRL Library (Latest RDSv3 - SQL Format)

© Exterro, Inc. All rights reserved. www.exterro.com 13
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Prerequisites: Please refer to the Installing the KFF Import Utility section and ensure the latest Import Utility is

downloaded.

Steps to Import:
1. Onthe KFF Server, run the 7.6 or later version of the KFF Import Utility as an Administrator.
Note: Failure to run the application as an Administrator may result in ingestion failures.

2. Inthe File to Import field, browse to and select the .DB file (if using the latest RDSv3 format - this is only
compatible with version 7.6+ of the KFF Import Utility).
a. ltis imperative that the FULL RDS set is ingested first before attempting to import any other Delta sets.
3. If aremote KFF Server was installed, in the Server Address field, you must enter the IP address of the computer
that has the KFF Server installed to it. Otherwise leave this as localhost.
4. Click Import.
5. Click OK.

A Warning: This import process can take several hours. Users can monitor the progress using the

progress bar located at the bottom of the KFF Import Utility. When the import is complete, a prompt

will appear notifying that the import process has completed.

© Exterro, Inc. All rights reserved. www.exterro.com 14
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5 RocksDB KFF Configuration

Overview
RocksDB is an advanced high-performance database integrated to support Known File Filter (KFF) cross-hash

matching. It replaces Apache Cassandra to deliver faster retrieval times and increased processing efficiency.

KFF Import Utility Setup

When importing hash sets using the KFF Import Utility, users can select between Cassandra and RocksDB.

Configuration Steps

1. Open the KFF Import Utility.
2. Select the Database Type:
o Cassandra: Uses standard legacy configuration parameters.
o RocksDB: Requires a target directory path.
3. Inthe Server address field, specify the full local folder path where the RocksDB database should be created (or
where an existing RocksDB database resides, e.g., F:\RocksDB).
o If an existing RocksDB path is specified, the utility automatically populates all existing dataset
information.

4. Configure dataset details (Set Name, Package, Vendor, Version) as needed, then click Import.

KFF Import Utility _ O %
File to import:
FANSRLVRDS_2021.12.2_curated RDS_2021.12.2_curated db . Imported Predefined Libraries
Default Set
NSRL_curated
e flackoos o NSRLI0S_Mirimal
NSRL_curated curated Alert W
Vendor: Wersion:
NSRL 2021122
Server address: Database Type:

F\RocksDB

Cassandra

Remove

Impaort Verify

© Exterro, Inc. All rights reserved. www.exterro.com 15
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Note: Always import KFF data locally. To prevent database corruption, data loss, or network dropouts, import

datasets directly on the local machine hosting the RocksDB directory. Do not perform data imports over remote

network shares. Remote share paths should only be used during evidence processing/read operations.

Server Configuration

FTK (Desktop) Setup

1. Navigate to the Configure Exterro KFF Server menu.
2. Set Server Type to RocksDB.
3. Inthe Server Address field, enter the directory path:
o Local Path: e.g., F:\RocksDB
o Remote UNC Path: e.g., \\192.168.102.54\RocksDB

4. Click Test Server to verify connection and directory access.

5. Click Save to confirm settings.
Configure Exterro KFF Server >
Server Type: [Zyemgr LI
Cassandra
Server Address;
Test Server | Ize Default |

Save |

Configure Exterro KFF Server >

Server Type: I RocksDE LI

Server Address; I 11192, 168, 102, 54'\RocksDE|

Test Server | IUse Default |
Save |

© Exterro, Inc. All rights reserved. www.exterro.com 16
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FTK Central (Web) Setup

1.
2.
3.
4.

Open Settings and navigate to KFF Configuration.
Select RocksDB from the KFF Server Type dropdown.
Enter the target folder path in the Server Address field.

Click Test Server to validate connectivity.

Configuration

[%) Active Directory KFF Configuration

KFF Server Type *

& sCIM Configuration

[(cassanara -
- i Cassandra RPC Address Cassandra Transport Port
{% Create Notifications. [m2aeeim | [e0az
B
@ Manage Certifications m

(] Manage Credentials

‘ & KFF Configuration

& Case Defaults

(2 Database Servers

% Network Share Path

[ Live Preview

5. Click Save upon successful validation.

© Exterro, Inc. All rights reserved. www.exterro.com 17
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ey terro

Evidence Processing & Hash Matching

Once RocksDB is configured and saved, available KFF groups and sets automatically populate within processing

Index Refinement

¥ File Signature &nalysis
| Flag Bad Extensions
r Entropy Test

[v Search Text Index

Indexing Options. .

V¥ Create Thumbnails for Graphics W HEIC Conversion

(Advanced) [~ Create Thumbnails for Videos Thumbnail Options...
@ [~ Generate Common Video File ‘Wideo Options...
) [~ EXIF for Videos [~ EXIF for Graphics
! [ HTML File Listing [™ Csv File Listing
@ [~ Data Carve Carving Opkions.. |
Lab / eDiscovery D[ Meta Carve
Opticns ar Optical Character Recognition QICR Dpkions. .. |
[ Explicit Image Detection EID Cpkions... |
[™ Registry Reports E:\Projects\FTE_trun.. \RSR Templates _I
Q [v Indude Deleted Files
™ Cerberus Analysis Zerberus Options...
Custom File [ Send Email Alert on Job Completion Ernail Alert Options...

Identification

™ Decrypt Dell Encryption Files

Dell Encryption Server Settings...

[ Process Internet Browser History for Visualization
@ [ Enable File Encryption Detection
[ Perform Automatic Decryption

Decryption Passwords. .

™ Language Identification

Language ID Options...

™ Language Translation

Language Translation Options ...

options.
Detailed Options X
qb Evidence Processing
Generate File Hashes (flag duplicates)
Evidence ¥ MDS Hash Max Hash File Size (MB) | Flag Duplicate Files
Processing ¥ SHA-1Hash Im W KFF  |Bloomilter =l _I
[ SHA-256 Hash = I™ PhotoDIBloamFilter
Default
& @ ¥ Expand Compound Files :g%—$;:§:g—?i§e |
) Takes extra bime o expand ies ke emaid boxes, aps 4 5 Minimal Alert
Evidence @ [ Expand Compound Image Files NSRL_i05_Minimal_TIgnore
Refinement ' . . Project VIC
(Advanced) @ ™ Enhanced File Identification Praject VIC US

Event Audit Log . -
[ Document Content Analysis DA Opkions. .. |
™ Entity Extraction (Doc. Content) EE Options... |
[~ Generate System Summary (Index via AA)
™ Persons of Interest Persons of Interest Cpkions... |
[ Enable Conversation Threading

(@) indicates options that require extra processing time
Profile: |Forensic Processing ;l Save user profile... | OK. I Cancel

© Exterro, Inc. All rights reserved.
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Processing Steps:

1. Initiate New Case Processing or navigate to Evidence Refinement / Custom Processing Options.

2. Under Evidence Processing Options, locate Generate File Hashes (Flag Duplicates).

3. Check the KFF checkbox and select the desired KFF set or profile (e.g., NSRL_iOS_Minimal_Alert) from the
dropdown menu.

4. Complete additional processing settings and click Process Data. FTK will automatically route hash queries

through the configured RocksDB instance.

Customize Advanced Processing Options

Profile Setting
[ eDiscovery Processing

B Evidence Processing
[%] Evidence Processing
Generate File Hashes (Flag Duplicates)

() Evidence Refinement MDS Hash Flag Duplicate Files

Do v e C—

() Index Refinement
[0 SHA - 256 Hash (] PhotaDNA

[?) Labl/eDiscovery Options Max Hash File Size (MB)
512

8 Expand Compound Files

O Expand Compound Images Files
O Enhanced File Identification
File Signature Analysis O Enable File Encryption Detection

© Exterro, Inc. All rights reserved. www.exterro.com 19
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Contact Exterro

If you have any questions, please refer to this document, or any other related materials provided to you by Exterro.
For usage questions, please check with your organization’s internal application administrator. Alternatively, you may

contact your Exterro Training Manager or other Exterro account contact directly.

For technical difficulties, support is available through support@exterro.com.

Contact:

Exterro, Inc.

2175 NW Raleigh St., Suite 110

Portland, OR 97210.

Telephone: 503-501-5100

Toll Free: 1-877-EXTERRO (1-877-398-3776)
Fax: 1-866-408-7310

General E-mail:info@exterro.com

Website: www.exterro.com

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of Exterro, Inc. The trademarks, service marks, logos or other intellectual
property rights of Exterro, Inc and others used in this documentation ("Trademarks") are the property of Exterro, Inc and their respective owners. The
furnishing of this document does not give you license to these patents, trademarks, copyrights or other intellectual property except as expressly provided in
any written agreement from Exterro, Inc.

The United States export control laws and regulations, including the Export Administration Regulations of the U.S. Department of Commerce, and other
applicable laws and regulations apply to this documentation which prohibits the export or re-export of content, products, services, and technology to certain
countries and persons. You agree to comply with all export laws, regulations and restrictions of the United States and any foreign agency or authority and
assume sole responsibility for any such unauthorized exportation.

You may not use this documentation if you are a competitor of Exterro, Inc, except with Exterro Inc’s prior written consent. In addition, you may not use the
documentation for purposes of evaluating its functionality, or for any other competitive purposes.

If you have any questions, please contact Customer Support by email at support@exterro.com.

© Exterro, Inc. All rights reserved. www.exterro.com 20



http://www.exterro.com/
mailto:support@exterro.com
mailto:info@exterro.com
http://www.exterro.com/
mailto:support@exterro.com

