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About Exterro

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manage digital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Data Risk Management platform
that enables our clients to address their privacy, regulatory, compliance, digital forensics, and litigation risks more
effectively and at lower costs. We provide software solutions that help some of the world’s largest organizations, law

enforcement and government agencies work smarter, more efficiently, and support the Rule of Law.

Purpose of the Document

This document provides a comprehensive guide for deploying, managing, and decommissioning the Exterro vLLM

Server.

Infrastructure Requirements

Before proceeding with the deployment, you are recommended to refer to the ‘Exterro FTKC - Al Infrastructure

Requirements’ guide for LLM Server deployment to ensure your host meets all hardware and GPU specifications.

Prerequisites

o docker and docker compose must be pre-installed on the target system.

e Root (sudo) privileges are required.

© Exterro, Inc. All rights reserved. www.exterro.com 3
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vLLM Deployment & Operations

Part 1: Host Prerequisites (NVIDIA Drivers & Container Toolkit)

Ensure your host operating system (Ubuntu) has the correct NVIDIA display drivers, CUDA Toolkit, and NVIDIA
Container Toolkit installed so Docker containers can access GPU resources.

1  Uninstall Any Existing/Broken NVIDIA Drivers:

sudo apt --purge remove nvidia-* cuda-*
sudo apt autoremove -y

2  Add NVIDIA’s Official Driver Repository:

sudo add-apt-repository ppa:graphics-drivers/ppa
sudo apt update

3  Check Recommended Driver Version:

ubuntu-drivers devices
You will see output suggesting something like:
driver : nvidia-driver-570

4  Install NVIDIA Driver:

sudo apt install nvidia-driver-570 nvidia-dkms-570
sudo reboot

nvidia-smi

© Exterro, Inc. All rights reserved. www.exterro.com 4
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If below error occurs:

(NVIDIA-SMI has failed because it couldn't communicate with the NVIDIA driver. Make sure that the latest NVIDIA

driver is installed and running.
Fix:
i Install the headers for your exact current kernel:

sudo apt install linux-headers-S(uname -r)

ii.  Trigger a rebuild of the driver:

sudo apt install --reinstall nvidia-driver-570

iii. Check nvidia-driver version:

nvidia-smi

5 Install CUDA Toolkit (Without Overwriting Drivers):

sudo apt install cuda-toolkit-12-8

6 Add NVIDIA Container Toolkit Repository:

curl -fsSL https://nvidia.github.io/libnvidia-container/gpgkey | \
sudo gpg --dearmor -o /usr/share/keyrings/nvidia-container-toolkit-keyring.gpg

curl -s -L https://nvidia.github.io/libnvidia-container/stable/deb/nvidia-container-toolkit.list | \
sed 's#deb https://#deb [signed-by=/usr/share/keyrings/nvidia-container-toolkit-keyring.gpg] https://#g' |
\

sudo tee /etc/apt/sources.list.d/nvidia-container-toolkit.list

© Exterro, Inc. All rights reserved. www.exterro.com 5
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7  Update Package Index:

sudo apt-get update

8 Install NVIDIA Container Toolkit:

sudo apt-get install -y nvidia-container-toolkit

9  Configure Docker to Use the NVIDIA Runtime:

sudo nvidia-ctk runtime configure --runtime=docker

10 Restart Docker Service:

sudo systemctl restart docker

11 Verify GPU Access Inside Docker Container:

docker exec -it <container name> bash
nvidia-smi

Note: After successfully deploying the vLLM container by the steps given below, this verification can be executed to

ensure GPU & NVIDIA dependencies are properly mounted to the running container from the host machine.

© Exterro, Inc. All rights reserved. www.exterro.com 6
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Part 2: Deployment & Configuration

Step 1: Prepare Working Directory & Download SFX Archive

1. Create and navigate to the deployment directory, then elevate to root privileges:

mkdir -p deployments/sfx_deploy
cd deployments/sfx_deploy
sudo su

2. Download the deployment SFX file using the S3 link provided by the Exterro team:

3. Confirm that the downloaded file is present in the directory using ‘Is’ command:

Step 2: Configure Environment Variables
Configure the deployment environment parameters based on your target model and hardware setup. Run these

sequentially:

export MODEL_NAME=Qwen3-30B-A3B-Instruct-2507
export VLLM_TENSOR_PARALLEL_SIZE=1

export VLLM_MAX_MODEL _LEN=64000

export S3_URL='<ADD_S3 BUCKET_URL HERE>'

Notes:
e S3 Bucket URL: Contact the Exterro Implementation Team to obtain a pre-signed URL for downloading the

model.

Note: Pre-signed S3 links expire after 12 hours. Please download the model immediately upon receiving it. If
the link expires before execution, you will need to request a new pre-signed URL from the Implementation

Team and update the configuration token.

e GPU Scaling: Run nvidia-smi to verify available hardware.
o Ifyour server has 2 GPUs, update the parallel size: export VLLM_TENSOR_PARALLEL_SIZE=2

o Depending on your GPU memory capacity, VLLM_MAX_MODEL_LEN can be increased (e.g., 128000,
256000).

© Exterro, Inc. All rights reserved. www.exterro.com 7
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To verify that environment variables are correctly loaded:

set | grep -E '"MODEL_NAME|VLLM[S3_URL'

VLLM_MAX_MODEL_LEN=128000 7|
VLLM TENSOR PARALLEL SIZE=1

atLgTUzSD5g]bB
ou2B524tVVc

anPd5)
S6&X-Amz -Credenti
_request&X-Amz - 307Z&X - e &X-Amz -SignedHea
d2d5a24c62 '

© Exterro, Inc. All rights reserved. www.exterro.com 8
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Step 3: Execute Deployment

1. Run the self-extracting deployment script (this will automatically download and extract model weights from
S3):

sh exterro-vllm-manylinux.sfx

root@ubuntu-LLM: /deployments/sfx_deploy# sh exterro-vllm-manylinux.sfx
Verifying archive integrity... 100% MD5 checksums are OK. All good.
Uncompressing SFX archive for installing the Divebell AI sensor...

100%
Press enter to continue with these values, or (-c to abort

2. Press Enter when prompted to begin deployment.

L — . a e ——
Length: 6397396412 (6.0G) [application/zip]
Saving to: ‘/exterro/Qwen3-4B-Instruct-2507.zip’

/exterro/Qwen3-4B-Instruct-2507 1%[ ] 106.55M 36.9MB/s

inflating: /exterro/models/Qwen3-4B-Instruct-2507/config.json
inflating: /exterro/models/Qwen3-4B-Instruct-2507/tokenizer.json
inflating: /exterro/models/Qwen3-4B-Instruct-2507/vocab.json
inflating: /exterro/models/Qwen3-4B-Instruct-2507/model-00003-0f-00003.safetensors
inflating: /exterro/models/Qwen3-4B-Instruct-2507/merges.txt
inflating: /exterro/models/Qwen3-4B-Instruct-2507/README.md
validate_model_download
local model_dir=/exterro/models/Qwen3-4B-Instruct-2507
"[' '!" -d /exterro/models/Qwen3-4B-Instruct-2507 ']
info 'Model verified at /exterro/models/Qwen3-4B-Instruct-2507"
echo 'Model verified at /exterro/models/Qwen3-4B-Instruct-2507'
odel verified at /exterro/models/Qwen3-4B-Instruct-2507
cleanup_model_zip
local zip_path=/exterro/Qwen3-4B-Instruct-2507.z1p
'"[' -f /exterro/Qwen3-4B-Instruct-2507.zip ']’
rm -f /exterro/Qwen3-4B-Instruct-2507.zip
info 'Cleaned up /exterro/Qwen3-4B-Instruct-2507.z1p'
+ echo 'Cleaned up /exterro/Qwen3-4B-Instruct-2507.zip"
Cleaned up /exterro/Qwen3-4B-Instruct-2507.z1ip
+ VLLM_MODEL=/exterro/services/models/Qwen3-4B-Instruct-2507
+ info 'Wrote resolved environment to /opt/exterro/vilm/etc/vilm.env'
+ echo 'Wrote resolved environment to /opt/exterro/vilm/etc/vilm.env'
Wrote resolved environment to /opt/exterro/vilm/etc/vilm.env
+ info 'Model '\''Qwen3-4B-Instruct-2507'\'"' ready at /exterro/models/Qwen3-4B-Instruct-2507'
+ echo 'Model '\''Qwen3-4B-Instruct-2507'\'"' ready at /exterro/models/Qwen3-4B-Instruct-2507'
Model 'Qwen3-4B-Instruct-2507' ready at /exterro/models/Qwen3-4B-Instruct-2507
+ _systemctl start docker.service
+ \[I -z \]\
+ systemctl start docker.service
+ sudo -u exterro sg docker -c 'docker pull vllm/vllm-openai:ve.13.0'
root@ubuntu-LLM:/deployments/sTx deploy#

T

© Exterro, Inc. All rights reserved. www.exterro.com 9
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export DAEMON_HOME=/opt/exterro/vlilm
export VLLM_CONTAINER VLLM_IMAGE
export MODELS_VOLUME MODELS_MOUNT VLLM_MODEL I
export VLLM_GPU_MEMORY_UTILIZATION VLLM_TENSOR_PARALLEL_SIZE VLLM_MAX_MODEL_LEN
export VLLM_PORT NETWORK_NAME
docker-compose -f /opt/exterro/vllm/conf/service.yaml up --no-build
+] up 24/24
Image v1llm/v1llm-openai:v@.13.0
Network 1lm-network
Container vllm_server
Attaching to vllm_server

vllm_server (APIServer \ 07-16 08:23: [launcher.py:46] Route: /v1/audio/translatiocns, Methods:
vllm_server (APIServer \ 07-16 08:23: [launcher.py:46] Route: /ping, Methods: GET
vllm_server (APIServer pi ) IN 07-16 08:23: [launcher.py:46] Route: /ping, Methods: POST
vilm_server (APIServer pi ) IN 07-16 08:23: [launcher.py:46] Route: /invocations, Methods: POST
vllm_server (APIServer pi ) IN 07-16 08:23: [launcher.py:46] Route: /classify, Methods: POST
vilm_server (APIServer pi ) IN 07-16 08:23: [launcher.py:46] Route: /v1/embeddings, Methods: POST
v1llm_server (APIServer pi ) IN 07-16 08:23: [launcher.py:46] Route: /score, Methods: FOST
vllm_server (APIServer pi ) IN 07-16 08:23: [launcher.py:46] Route: /v1/score, Methods: POST
vllm_server (APIServer pi ) IN 07-16 08:23: [launcher.py:46] Route: /rerank, Methods: POST
vllm_server (APIServer pid=1) 07-16 08:23: [launcher.py:46] Route: /v1/rerank, Methods: POST
vllm_server (APIServer pid=1) IN 07-16 ©8:23: [launcher.py:46] Route: /v2/rerank, Methods: POST
v1llm_server (APIServer pi ) IN 07-16 08:23: [launcher.py:46] Route: /pooling, Methods: POST
vllm_server (APIServer pi ) : Started server process

vllm_server (APIServer pi ) INFO: Waiting for application startup.

vllm_server (APIServer pi ) INFO: Application startup complete.

3. Successful deployment is indicated when the logs display:

Application startup complete

4. Verify Container Status: Ensure the Docker container is running properly:

docker ps

(APIServer pid=1) INFO: Application startup complete.
root@buntu-LLM: /opt/exterro/vllm/bin# docker ps
CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS

NAMES
c8851c5d5f26  vllm/vllm-openai:v0.13.0  “"vllm serve --model .." 14 minutes ago Up 9 minutes 0.0.0.0:443->8000/tcp,
:443->8000/tcp  vllm_serv
root@buntu-LLM: /opt/exterro/vilm/bin#

© Exterro, Inc. All rights reserved. www.exterro.com 10
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5. Start Service & Check Logs:

cd Jopt/exterro/vlim/bin
JVvllm-start
docker logs vllm_server

erver \ 8:26: .py:46 B response_1d
hNPIServer ) IN :26: [launcher.py:46] : /vl/messages, Methods: POST

\PIServer ) IN [launcher.py:46] : /vl/chat/completions, Methods: POST
pPIServer pi \ [launcher.py:46] : /vl/completions, Methods: POST
hNPIServer ) IN :26: [launcher.py:46] : /vl/audio/transcriptions, Methods: POST
\PIServer ) IN [launcher.py:46] : /vl/audio/translations, Methods: POST
pPIServer pi \ [launcher.py:46] : /ping, Methods: GET

\PIServer ) IN :26: [launcher.py:46] : /ping, Methods: POST

\PIServer ) IN [launcher.py:46] : /invocations, Methods: POST

pPIServer pi \ [launcher.py:46] : /classify, Methods: POST

hNPIServer ) IN [launcher.py:46] : /vl/embeddings, Methods: POST

\PIServer ) IN :26: [launcher.py:46] : /score, Methods: POST

pPIServer pi \ [launcher.py:46] : /vl/score, Methods: POST

hNPIServer ) IN [launcher.py:46] : /rerank, Methods: POST

\PIServer ) IN [launcher.py:46] : /vl/rerank, Methods: POST

pPIServer pi \ 3 [launcher.py:46] : /v2/rerank, Methods: POST

\PIServer ) IN [launcher.py:46] : /pooling, Methods: POST

\PIServer ) S Started server process

pPIServer pi NFO: Waiting for application startup.

pPIServer ) INFO: Application startup compl

© Exterro, Inc. All rights reserved. www.exterro.com 11
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Part 3: Monitoring & Verification

Step 1: Validate Service Health & Container GPU Access

e APl Health Check: Open a browser or run a curl request to verify the model metadata endpoint:

HTTP
http://<SERVER_IPv4>:443/v1/models

&, 172.31.146.157 - Remote Desktop Connection - [m] X
~ FTK Central X @ 17231.190.125443m1/models X - @
< O | A Notsecure 17231.190.125443/v1/models %ot 8 - My aw

Pretty-print (]

{"object”:"list","
4B-Instruct-2507","p :null, "max_model_len":12800€, "permission”:[{"id":"modelperm-
227ba3b394b54424" , "object”: "model_permission”,"created”:1784216315,"allow_create_engine”:false,"allow_sampling”:true,"allow_logprobs":true,"allow_search_indices":false, "allow
ew" :true,"allow_fine_tuning":false,"organization":"*","group":null,"is_blocking":false}]}]}

e Real-time Container Logs: Monitor operational logs or diagnose failures:

docker logs vlilm_server -f

(APIServer pid=1) INFO 07-16 08:26:49 [launcher.py:46] Route: /vi/audio/translations, Methods: POST
(APIServer pid=1) IN 07-16 08:26:49 [launcher.py:46] Route: /ping, Methods: GET

(APIServer ) 07-16 08:26:49 [launcher.py:46] Route: /ping, Methods: POST
(APIServer pi \ 07-16 08:26:49 [launcher.py:46] Route: /invocations, Methods: POST
(APIServer pi \ 07-16 08:26:49 [launcher.py:46] Route: /classify, Methods: POST
(APIServer ) IN 07-16 ©8:26:49 [launcher.py:46] Route: /v1/embeddings, Methods: POST
(APIServer pi \ 07-16 08:26:49 [launcher.py:46] Route: /score, Methods: POST
(APIServer ) IN 07-16 08:26:49 [launcher.py:46] Route: /v1/score, Methods: POST
(APIServer pi \ 07-16 08:26:49 [launcher.py:46] Route: /rerank, Methods: POST
(APIServer ) IN 07-16 08:26:49 [launcher.py:46] Route: /vl/rerank, Methods: POST
(APIServer pi \ 07-16 08:26:49 [launcher.py:46] Route: /v2/rerank, Methods: POST
(APIServer ) IN 07-16 08:26:49 [launcher.py:46] Route: /pooling, Methods: POST
(APIServer NFO: Started server process

(APIServer pid=1) Waiting for application startup.

(APIServer pid=1) IN rtup complete.

(APIServer pid=1) IN 5 "GET / HTTP/1.1" 404 Not Found

(APIServer ) IN ) 1 "GET /favicon.ico HTTP/1.1" 404 Not Found
(APIServer pi \ .31 .1 “GET /v1/model HTTP/1.1" 404 Not Found
(APIServer pid=1) INFO: 31 -41537/8 "GET /v1/models HTTP/1.1" 200 OK

© Exterro, Inc. All rights reserved. www.exterro.com 12
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Configure LLM server in FTKC:

Once you have verified that the model is available in the model metadata endpoint, configure the LLM Server in
FTK Central.
i In the application, go to ‘Administration’ > ‘System Management’.
ii. Under ‘Configuration’, go to ‘Exterro Intelligence (Al)’ and select ‘LLM server configuration’.
iii.  Enter the LLM Server endpoint (http://<SERVER_IPv4>:443) and the model name.

iv. Click ‘Save’.

Now the LLM server will be configured with FTKC and the model will be used for inference jobs.

@ l 0 Administrator @

Administration
Home > Administration User Management BSYEIERLELEEE T
4 Configuration Site Server Console Hash Sets KFF Groups System Log Activity Log Jobs ' AWS S3 Management >
Configuration
[ Active Directory Exterro Intelligence (Al)
& SCIM Configuration 1 AlServer ° LLM Server 3 Multimedia 4
Configuration Configuration Search Summarization
“# Exterro Intelligence (Al)
Host URL ® Model Name ®
£ Create Notifications
| Please enter the Host URL Please enter the model name

[Z Email Server m

© Manasce Certifications

e Verify GPU Access Inside Container:

docker exec -it vllm_server nvidia-smi

© Exterro, Inc. All rights reserved. www.exterro.com 13
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Step 2: Service Management

Manage the vLLM background process using standard systemd commands:

e Stop the Service:

systemctl stop exterro-vllm.service

e Start the Service:

systemctl start exterro-vllm.service

Reference File Mapping:

Downloaded Model Weights /exterro/models/Qwen3-30B-A3B-Instruct-2507
Service Configurations Jopt/exterro/vlim/conf (Default Port: 8000)
vLLM Runtime Environment Config Jopt/exterro/vlim/etc

To inspect active environment flags from system configs:

cd /opt/exterro/vlim/etc
cat vllm.env

© Exterro, Inc. All rights reserved. www.exterro.com 14
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Part 4: Decommissioning & Uninstallation

Choose Method A (recommended) or Method B (manual cleanup).

Method A: Automated Uninstaller Script

1. Stop Active Service & Verify Containers:

sudo su

systemctl stop exterro-vllm.service
docker ps

# Verify no containers remain active

2. (Optional) Set Purge Flags:
By default, docker images and model weights are preserved. To permanently purge them, set these variables

before running the script:

Docker Images export REMOVE_IMAGES=0n Purges vLLM Docker base layers

Model Files export REMOVE_MODELS=0n Permanently deletes local model weights

root@ubuntu-LLM: /# cd Jopt/exterro/vilm/bin/
root@ubuntu-LLM: fopt/exterro/vllm/bin# sh uninstall.sh

[uninstall] Exterro vLLM Uninstaller

[uninstall]

[uninstall] EMON_USER : exterro

[uninstall] DAEMON_HOME : Jopt/exterro/vllm
[uninstall] MODELS VOLUME : /jexterro/models
[uninstall] MODELS_MOUNT : /fexterro/services/models
[uninstall] VLLM_PORT : 443

[uninstall] REMOVE_TMAGES : off

[uninstall] REMOVE_MODELS : off

This will PERMANENTLY remove the Exterro vLLM service and its files.
Press ENTER to continue or Ctrl-C to abort: I

© Exterro, Inc. All rights reserved. www.exterro.com 15
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3. Execute Uninstallation:

cd /opt/exterro/vlim/bin/
sh uninstall.sh

Press ENTER to confirm, or Ctrl+C to abort.

4. Post-Cleanup Housekeeping: Remove initial installation assets:

sudo su
rm -f /home/exterro/deployments/sfx_deploy/exterro-vllm-manylinux.sfx

© Exterro, Inc. All rights reserved. www.exterro.com 16
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Method B: Manual Hard Decommissioning

Use this fallback procedure if the automated script encounters errors:
1. Elevate privileges and stop service:

systemctl stop exterro-vllm.service

2. Delete local model weight binaries:

cd /exterro/models/
rm -rf Qwen3-30B-A3B-Instruct-2507

3. Purge installation directories and system configs:

cd /opt/exterro/vlim/

rm -rf Jopt/exterro/vlim/
cd Jopt/

rm -rf exterro/

4. Remove installation SFX artifacts:

cd /home/exterro/deployments/sfx_deploy/
rm -f exterro-vlim-manylinux.sfx

© Exterro, Inc. All rights reserved. www.exterro.com 17
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Contact Exterro

If you have any questions, please refer to this document, or any other related materials provided to you by Exterro.
For usage questions, please check with your organization’s internal application administrator. Alternatively, you may

contact your Exterro Training Manager or other Exterro account contact directly.

For technical difficulties, support is available through support@exterro.com.

Contact:

Exterro, Inc.

2175 NW Raleigh St., Suite 110

Portland, OR 97210.

Telephone: 503-501-5100

Toll Free: 1-877-EXTERRO (1-877-398-3776)
Fax: 1-866-408-7310

General E-mail:info@exterro.com

Website: www.exterro.com

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of Exterro, Inc. The trademarks, service marks, logos or other intellectual
property rights of Exterro, Inc and others used in this documentation ("Trademarks") are the property of Exterro, Inc and their respective owners. The
furnishing of this document does not give you license to these patents, trademarks, copyrights or other intellectual property except as expressly provided in
any written agreement from Exterro, Inc.

The United States export control laws and regulations, including the Export Administration Regulations of the U.S. Department of Commerce, and other
applicable laws and regulations apply to this documentation which prohibits the export or re-export of content, products, services, and technology to certain
countries and persons. You agree to comply with all export laws, regulations and restrictions of the United States and any foreign agency or authority and
assume sole responsibility for any such unauthorized exportation.

You may not use this documentation if you are a competitor of Exterro, Inc, except with Exterro Inc’s prior written consent. In addition, you may not use the
documentation for purposes of evaluating its functionality, or for any other competitive purposes.

If you have any questions, please contact Customer Support by email at support@exterro.com.
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