exterro

. . Data Risk Management

FTK ASSIST FEATURE GUIDE

JULY 2026



FTK ASSIST FEATURE GUIDE eXterrO

Table of Contents

Y o T U} o (=T o o T TP P PP PP PRSP 4
1 INErOAUCTION £ FTK ASSIST. ... uiieiiieeitiieitee ettt et ste ettt e st e ettt e s bt e sttt e sabeesabeeeabeeesubeeebeeesabeesabeeesabeesabeeeanbeesabeeennseesn 4
A NV - T o ¥- | o 11 L =TSRRI 5
3 HOW FTK ASSIST WOTKS ..ottt et ettt e b e s bt s a e st e et e e bt e s bt e saeesat e eat e et e e beenbeesaeesanenn 6
0 R o =T o] fo 1ol =TY] [ o F - PO PO OO T RSO PRSP SPPURROROPOTRTRRRRPRN 6
3.2 QUUETY EXECULION ettt et e e e s ettt e e e e e s e s aaa bttt e e e e e saaanbeteeeeeesaaassbeaeeeeeessannnsaeaeeens 7

O T V1 o] 11 Y= o G X1 USSRt 8
o R O T a1 oY= AV o [T Yol o o Yol XY [ = RSP 8
4.2 After Evidence Has BEEN PrOCESSE .....c.cueiiiriiieiiieiieiie sttt ettt st ettt se e et e b e sb e sbeesanesane s 10
4.3 MONItOriNg PreprOCeSSING PrOGIESS.  ccci i iiiiiteie ettt e e e e e ettt e e e e e s e bttt e e e s e ssabsbeeeeeesessasnssbaeeeeessssnnnrnnes 12
4.4 Filtering Preprocessed Artifacts......cii e cee et r s e e e e s e e e r e e s te e ete e e s nte e e reeenateeareeennaeean 13

T U F [ o= o QAN]SR 14
5.1 THhE FTK ASSIST TAD .eeieiiiiiiiieieteet ettt sttt ettt be e sttt et et e bt e sbeesbeesanesaneeabeebeenneenne 14
5.2 ASKING QUESTIONS 1eeiiiiiiieiiiiiie s iiitee sttt e e sttt e e s satee e e sttt e e e sabaeeesasbeeeesaataeessasbaeessstaeeeessaeeessseeesanssaeessnssanessnssens 15
5.3 Traces and ANSWEr GENEIATION ....ciiiiii ittt ettt et e st e si e s et esa e e sbe e e mee e s reeesnteesareesaneeesareesneeenn 16
5.4 AnsSWers and INTINE CIAtIONS ......eoiuiiiiiiiiie ettt ettt et e bt esbe e sbee st e st e et e e sbeesneeae 17
541 VIieWing the SOUICE DOCUMENT ......ciiiiiiii ettt e et e et e e e et e e e s saba e e e seabaeeesentaeeessnsseeesanseeeenanses 18
54.2  Info and BOOKMArK PANES ......coouiiiiiiiiiiiieieeee ettt ettt 18

5.5 SoUrCeSs and BUIK ACLIONS.....couiiiiiiieiiie ittt st sa e st e e sa e e sabe e e meeesabeeeanteesareesabeeesmreesnenesn 19

o ST 00T 1YL= 3= o T 1) o ) Y RN 21
5.7 FIOQTEIr WINGOW ittt ettt sttt sttt e b e bt s bt e s bt st e et e et e e bt e sbeesbeesanesareeaneebeenneenne 22

B USEI PEIMISSIONS .eeviiiiiiiiiiiiiic ettt a e s bt s aa e sab e e s b s e e s b e e sba e s ab e e sbe e s b e e et 24

© Exterro, Inc. All rights reserved. www.exterro.com 2



http://www.exterro.com/

FTK ASSIST FEATURE GUIDE eXterrO

A (497 o To ) o = oLl A\ =3RRI 25
8  AppendiXx A — Prompting BeSt PraCliCeS .....uuiiiiiiiiieiiiiiie et ettt eeette e e ettt e e e e ta e e e s eataee e seabaeeeesataeeessntaeeesansanaesnnees 26
8.1 Anchor Queries in Case-SPECIfiC DELAIl.....cc.ueiiiciiiiiiiee et rba e e arae s 26
8.2 Frame Semantic Questions Around Meaning, NOt KEYWOIdS .........ccceviiiiiiiiiiiiiee st 27
8.3 Frame Metadata Questions Around Countable FACtS .........ccovuieriiiiiiei i 27
8.4 Combine Scope and Narrative in a Single Hybrid QUEeSION .........ccoociiiiiiiiiii e 28
8.5 Refine Progressively Within @ CoONVErsation..........coiciiiiiiiiiie e eree e et e e e re e e s nrae e e areeas 28
8.6 ReEAUCE NOISE IN RESUITS ... ittt ettt et e sab e st e e s ab e e sbe e e s abeesabeeesabeesabeesbeeesabeeeneeann 29
8.7  CommON MiStaKes t0 AVOIG......cciciiiiiiieiie ettt et e s e s e e st e e s anteesareesneeesmreesnenenn 29
8.8 Query Patterns by INVEStIZAation TYPE .uoiiiiiii ettt ree e et e e e e sata e e e e ate e e e eatae e e sntaeeeennraeas 30
(o 1 =T o L =T o PPN 31

© Exterro, Inc. All rights reserved. www.exterro.com 3



http://www.exterro.com/

FTK ASSIST FEATURE GUIDE eXterrO

About Exterro

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manage digital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Data Risk Management platform
that enables our clients to address their privacy, regulatory, compliance, digital forensics, and litigation risks more
effectively and at lower costs. We provide software solutions that help some of the world’s largest organizations, law

enforcement and government agencies work smarter, more efficiently, and support the Rule of Law.

1 Introduction to FTK Assist

Investigations generate vast amounts of evidence spanning thousands of documents, emails, and chat conversations
that investigators must review to build understanding and draw conclusions. Reading through this volume of material
manually is time-consuming and prone to oversight. Critical information can be buried across dozens of files, and

connecting the dots between dispersed pieces of evidence demands sustained effort that slows investigations down.

FTK Assist is an Al-powered conversational feature built directly into FTK Central that transforms how investigators
interact with case evidence. Rather than manually searching through files, investigators can simply ask questions in
plain English and receive precise, evidence-backed answers in seconds. Every answer is grounded exclusively in the
processed artifacts of the case — documents, emails, and chat conversations, and includes citations that trace each

response back to its source.
Note: FTK Assist is not a general-purpose chatbot. It does not draw on external knowledge or make assumptions

beyond what the evidence contains. It is a focused investigative tool designed to surface relevant information from

within a case, accelerate discovery, and support more confident, evidence-backed decisions.

© Exterro, Inc. All rights reserved. www.exterro.com 4
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2 Key Capabilities

FTK Assist brings together several capabilities that collectively change the pace and depth of an investigation.

Natural Language Ask questions in plain language — no complex search syntax or Boolean operators
Queries required.

Source-Grounded Every response is generated strictly from processed case artifacts. FTK Assist never
Answers fabricates information or draws on external knowledge.

Each answer includes citations linked to the specific source document, enabling
Inline Citations
immediate verification.

Follow-up questions are supported within the same conversation, allowing
Conversational Context
investigators to progressively explore a topic without starting over.

A single click applies the artifacts referenced in any answer as a filter in the Review
Apply as Filter
grid, enabling immediate deeper review of relevant evidence.

FTK Assist is strictly case-scoped. Answers are generated only from the artifacts of the
Case Isolation
current case, preventing cross-case data leakage.

Up to 50 previous conversations within a case are preserved per user, allowing

Conversation History
investigators to revisit earlier questions and answers.

© Exterro, Inc. All rights reserved. www.exterro.com 5
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3 How FTK Assist Works

FTK Assist operates in two stages: preprocessing and query execution. Understanding this workflow helps

investigators make the most of the feature.

3.1 Preprocessing
Before investigators can ask questions, supported case artifacts such as documents, emails, and chat conversations

must be preprocessed for FTK Assist. During preprocessing, each artifact is:

o Splitinto smaller semantic chunks that preserve contextual meaning
e Converted into vector embeddings that capture the semantic meaning of the content using the Qwen3-
Embedding-0.6B model (1024 vector dimensions)

e Stored in a centralized PostgreSQL vector database for efficient retrieval

Artifacts are batched and dispatched to available Al Server nodes in parallel. In environments with multiple Al Server

nodes, a load balancer distributes the workload across nodes, reducing preprocessing time for large case datasets.

Note: Only artifacts that have been preprocessed for FTK Assist are included in the conversational scope.

Artifacts that have not been processed are excluded from all answers.

© Exterro, Inc. All rights reserved. www.exterro.com 6
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3.2 Query Execution

ey terro

When an investigator asks a question, FTK Assist automatically classifies the query and executes the appropriate

retrieval strategy (as given below). There are three query types, and the system determines which applies without

needing the user to specify.

Query
Type

Semantic

Search

Metadata
Search

(Beta)

Hybrid
Search

(Beta)

The query is converted into an embedding and compared
against the vector database. Semantically relevant chunks are
retrieved and passed to the LLM to generate a contextual

answer. Answers include inline citations.

The query is interpreted as a structured data request. An SQL
query is generated and executed against case metadata,
scoped to emails and chat conversations. The result is returned

as a natural language answer.

A combination of both approaches. Used when a question
requires both metadata retrieval and contextual
understanding. The system generates one unified response

with citations.

Example Question

"What was discussed
about Project X in the

communications?"

"How many emails
were shared between

Aand B?"

"Summarize all email
conversations between

AandB."

Note: Metadata search is scoped to emails and chat conversations only. Documents are not included in the metadata

search scope, i.e., structured metadata-based questions such as counts cannot be answered for documents.

© Exterro, Inc. All rights reserved.
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4 Enabling FTK Assist

Before investigators can use FTK Assist, supported artifacts such as documents, emails, and chat conversations must
be preprocessed. During preprocessing, each artifact is broken down into smaller, meaningful pieces through a
process called chunking. These chunks are then converted into vector embeddings, and stored in a vector database.
When an investigator asks a question, relevant chunks are retrieved from this database and used to generate a
precise, evidence-backed answer.

Preprocessing can be initiated through two workflows in FTK Central: during evidence processing, or after evidence

has already been processed via Additional Analysis.

4.1 During Evidence Processing
This is the recommended approach when adding new evidence to a case. Enabling FTK Assist at this stage ensures
that supported artifacts are preprocessed for Assist as part of the same evidence processing job, with no additional

steps required afterward.

1. After creating the case, navigate to the Process Evidence section.
2. Click Customize Options at the bottom of the page.

3. Inthe customization window, select Al Jobs from the left menu.

© Exterro, Inc. All rights reserved. www.exterro.com 8
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4. Select Data Assist from the right pane.

Customize Advanced Processing Options x

Profile Setting

| eDiscovery Processing v

Al Jobs
E Evidence Processing
[ image Recognition A e

Evidence Refinement
@ [ similar face Detection A

@ Index Refinement [ Al Summarization A
Documents

[) Lab/eDiscovery Options Emails
Chat Conversations

@ Al Jobs A [ Multimedia Intelligence A

Data Assist J/\
Documents

Emails
Chat Conversations

5. Click Apply, and then click Process Data to begin evidence processing.

Documents, emails, and chat conversations in the evidence will be preprocessed for FTK Assist alongside the

standard evidence processing job, according to the artifact selections made.

© Exterro, Inc. All rights reserved. www.exterro.com 9



http://www.exterro.com/

) exterro

4.2 After Evidence Has Been Processed

If evidence has already been processed and FTK Assist preprocessing was not enabled at that time, it can be initiated
for specific artifacts using the Additional Analysis workflow. This is also useful when new artifacts are added to an

existing case and need to be brought into the FTK Assist scope.

1. Navigate to the Home tab of the Review page.
2. Select the artifacts that need to be preprocessed for FTK Assist.

3. Right-click on the selected artifacts and choose Additional Analysis.

@ ¢ Preprocessing Al v1 BIF O d Viewed & Unviewed v N O)

O Home @& FIK Assist
@ All Evidence 1 v | C3explorer |viewing | @& Email @ 5 AdobeAcr- © Clear | Q Search B 9

Explorer & @ Total 8875 Filtered : | 27 Checked: | & General ¥  View: |#=List & Thumbnail & Smart Grid M Timeline
5 items across the case are selected.
% Quick Filter ~
Status H ObjectName :  Created H Modified H FileType I  Extension

Y Common Filter
8870192b-33f1-4753-bc2 27/06/2019 9:24:42 AM 27/08/2018 8:24:42 AM Adobe Acrobat

£ Artifacts
27/06/2019 9:24:42 AM 27/06/2019 9:24:42 AM Adobe Acrobat

‘ 7] Productions

B> Evidence Explorer
Additional Analysis 19/06/2019 9:42:33 AM 19/06/2018 9:43:50 AM Adobe Acrobat

- ; (%) Assign DociD
) i A 05/08/2019 517:39 AM 05/09/2019 517:33 AM Message
£ Generate Database

Q Saved Preferences [# Bulk Bookmarking 01/10/2019 7:20:23 AM 01/10/2019 7:20:23 AM Message

(=] Bulk Coding 23/07/2018 10:38:05 AM 23/07/2019 10:38:05 AM Message

[# Bulk Imaging

- 22/07/2018 9:0816 AM 22/07/2019 9:0816 AM Message
[ Bulk Labeling el et oS

Bulk Native Conversion 03/06/2019 6:55:57 AM 03/06/2019 6:55:57 AM Message
(Y Flag As Privileged
path: /AppleDevice_AdvancedLogical_2019-01-01_Report ufdr

[ Flag As Ignorable

4. Inthe Additional Analysis window, click Customize Options.

Additional Analysis x

Additional Analysis

@ Optical Character Recognition ‘OCR Options...

@ Clear previous OCR

(@ Entity Extraction(Doc. Content) EE Options...

@ Language Identification Language Identification._.
Customize Options...

Target ltems

@ Checked ltems

¥ Filtered Items

© Exterro, Inc. All rights reserved. www.exterro.com 10
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6. Select Data Assist from the right pane. If needed, check or uncheck Documents, Emails, and Chat Conversations

5. Select Al Jobs from the left menu.

individually based on your requirements.

@ < Preprocessing Al DG utc dinated U e Viewed & Unviewed v () Administrator v (T)

Field Mode

B Al Jobs
[=] Evidence Processing
M image Recognition )
[©) Evidence Refinement
- M similar face Detection
[~ Index Refinement B Al summarization
B Documents
[7) Lab/eDiscovery Options W Emails
B Chat Conversations

|':I| Al Jobs B Multimedia Intelligence

¥ Data Assist /|
¥ Documents
@ Emails

@ Chat Conversations

7. Click Apply.
The selected documents, emails, and chat conversations will be queued for FTK Assist preprocessing.
Note: If new artifacts are added to a case after initial preprocessing, they will not automatically be included in

the FTK Assist conversational scope. These artifacts must be preprocessed manually through the Additional

Analysis workflow before FTK Assist can use them to generate answers.

© Exterro, Inc. All rights reserved. www.exterro.com 11
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4.3 Monitoring Preprocessing Progress

Once preprocessing is initiated through either workflow, a job is created in the FTK Central Job Queue. The

preprocessing job appears as Al - Assist and can be monitored for progress and status from the Job Queue.

n‘ d @ 1 Administrator v (D
Job Queus All Cases A (] @ ilx
Active Jobs Completed Jobs
[ Search.. ] Job ID 155
Job ID H Job Type H Pt Actions H Processing Machine AGIWINISSQL19
(% Job 155 Al - Assist ° m Case Path \\agiwin1Bsql19\ProjectData\Caaes_t]
(7 Job 154 Entity Creation ) ] ‘ Job Started Date 08/06/2026 8:22:28 AM
(5 Job 153 Timeline Data Processor Y ] Status [ in Prcg-ess: )
yJob 101 EDiscovery Agent Scan [ ] m ‘ Error o
\JJob 72 Database Mapping [ ] u} Total Document Count 42
ST b~ - - ‘ Completed Document 24
« M 2 »  Page I:l of 2 ltems per page Eotbt

© Exterro, Inc. All rights reserved. www.exterro.com 12
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To quickly identify which artifacts have been preprocessed for FTK Assist and which have not, use the Processed for

s 3 g

A ’; / & N

4.4 Filtering Preprocessed Artifacts

Assist filter available under Quick Filters in the Review grid.

Home FTK Assist

All Evidence Q search

1~ | [SExplorer

;| Date (Created)

Total: (146 Filtered -

Date (Modified)
Document Content [ ] Status.
Email Date
Extensions
Issues
KFF
/) Labels
Language
Object Types
Processed for Assist
@ Frocessed (48
Production Sets
Size.
) Status

Viewed Status

Checked: ([ O

ObjectName

NVTech.zip

WhatsApp-Contacts

Contact-Owner.html

WhatsApp-Messages

Message-C89498D32B02_

Message-3AF3FIADODTC_.

Message-5EBOB3EEEABS

Message-3ASCDE2FDO371_

100 v items per page

General

Created Modified

06/05/2026 10:14:08 AM 06/05/2026 10:14:08 AM

14/03/2024 912:00 PM

14/03/2024 918:00 PM

14/03/2024 9:20:00 PM

14/03/2024 92200 PM

= List @ Thumbnail & SmartGrid ¥ Timeline

FileType

zZip

Placeholder

Contact

Placeholder

Chat Message

Chat Message

Chat Message

Chat Message

Extension

zip

Path: /NVTechzip

The filter provides two options:

® Processed — Lists all artifacts that have already been preprocessed for FTK Assist and are within the
conversational scope.
o Not Processed — Lists artifacts that are yet to be preprocessed and will not be included in FTK Assist answers

until they are.

This filter is particularly useful before running Additional Analysis, as it allows investigators to quickly identify and
select only the artifacts that still need to be processed, without having to manually scan through the full evidence

set.

Note: The ‘Processed for Assist’ filter is scoped exclusively to the artifact types supported by FTK Assist, i.e.,
documents, emails, and chat conversations. Other artifact types present in the case are not included in the
filter counts. The Processed and Not Processed numbers reflect only the distribution of preprocessing status

within the supported artifact types, and not the total number of objects in the case.

13
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5.1 The FTK Assist Tab

FTK Assist is available as a dedicated tab in FTK Central, located directly next to the Home tab. Once artifacts have

been preprocessed, investigators can open the Assist tab and begin asking questions immediately.

@ < NVTech

@ FTK Assist

* 3 BIF G
O Home

Cd All Evidence

1 v | Caexplorer

@ Tot=l: (24

Explorer & Filtered - | 43
% Quick Filter v [ ] Status

T Common Filter

9 Artifacts

&> Evidence Explorer

© Custom Artifacts

Q, saved Preferences

Checked- [ O

ObjectName

April Review.msg

Company Holiday - May 2.

Competitive_Landscape__.

Department_Newsletter__

Document Access Summa..

Document_Access_Log_..

Draft_Partner_Expansion__

Employes_Handbook_v7_.

100 v items per page

us: Viewed & Unviewed

Created

General

Modified

28/04/2026 1:40:38 AM

28/04/2026 1:40:38 AM

28/04/2026 1:40:12 AM

28/04/2026 1:40:20 AM

28/04/2026 11:40:38 AM

28/04/2026 1L40:12 AM

28/04/2026 1140:20 AM

28/04{2026 1:40:20 AM

+ Administrator

Q search

= List & Thumbnail & Smart Grid A Timeline

FileType

Text Internet Email

Text Internet Email

Excel 2007

Adobe Acrobat

Text Internet Email

Excel 2007

Adobe Acrobat

Adobe Acrobat

Extension

An Info button located in the upper-right section of the FTK Assist interface displays the count of artifacts that have

been preprocessed and are currently in scope for analysis within FTK Assist. This gives investigators a clear picture of

what evidence base their questions are being answered from before they begin.

0 e

"\ FTK Assist

O Home

[= New Chat Welcome to

FTK Assist

Status: Viewed & Unviewed

Ask questions to uncover insights from the case data

Enter your query

© Exterro, Inc. All rights reserved.

- Administrator ¥ (T)

@
(D Viewer
Processed Artifacts
Documents
Emails

Chats

www.exterro.com
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5.2 Asking Questions

To ask a question, type it into the chat bar at the bottom of the Assist window and submit.

(@I Status: Viewed & Unviewed ¥ (%) 1 Administrator v (T)

O Home (<] FI'K_

@
"\ FTK Assist (D Viewer

[ New Chat Welcome to
FTK Assist

Ask questions to uncover insights from the case data

What confidential information is contained in Project Falcon strategy document?

Note: For guidance on querying FTK Assist effectively and best practices for obtaining relevant results, refer to

Appendix A — Prompting Best Practices.

© Exterro, Inc. All rights reserved. www.exterro.com
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As soon as a question is submitted, the Traces section appears in real time, showing the step-by-step process being

5.3 Traces and Answer Generation

executed in the background, from query classification and chunk retrieval through to answer generation.

Investigators can watch this unfold as it happens, giving full visibility into how the system is working to arrive at an

answer.

@ < NVTech v B|EF G Status: Viewed & Unviewed v () Administrator ~ (T)

) Home (<] Fnc-

.3
"\ FTK Assist @ Viewer

[= New Chat

‘What cenfidential infermation is contained in Project Falcon
strategy document?

Traces Processing_

Agentic Execution

Started

Initializing

Query Classification

Determining optimal search strategy: Started

Determining optimal search strategy: Strategy: Semantic and the Reason is The query asks about the content of a specific
document (Project Felcon strategy document’) and seeks to identity what confidential information is contained within it. This
reauires reading and understanding the document's text to extract meaning. context. and soecific information. The answer is not

o finish

Once processing is complete, the answer is displayed inline within the conversation, directly below the Traces.
Investigators can continue to view the Traces even after the answer has been generated, allowing them to revisit the
reasoning and retrieval steps behind any response at any time. This is designed to ensure full explainability of the Al
every answer comes with a transparent record of how it was produced.

Follow-up questions are supported and answered using the existing conversational context, allowing investigators to

progressively explore a topic within a single conversation without needing to re-establish context each time.

Note: The Qwen3-30B-Instruct-2507 model generates answers using only the retrieved case artifacts as input.
If no relevant content is found in the processed artifacts, FTK Assist explicitly states that it does not have
sufficient context to answer the question rather than speculating or fabricating a response. If the Al Server or
LLM Server is unreachable, FTK Assist will display an error message in the interface. If this occurs, contact your

system administrator to verify that the servers are running and accessible.

© Exterro, Inc. All rights reserved. www.exterro.com 16
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5.4 Answers and Inline Citations

Answers are displayed inline within the conversation. For semantic and hybrid queries, each statement or claim in
the response includes an inline citation — a reference marker that links that specific part of the answer back to the
exact source artifact from which it was derived. This ensures that every assertion in a response can be traced directly
to the underlying evidence, allowing investigators to verify the answer rather than take it on trust.

@ ¢ NVTech Status: Viewed & Unviewed v () Administrator v (])

) Home @ rn(_

L4
. FTK Assist @ Viewer

New Chat
EzE What confidential information is contained in Project Falcon

Your Chats strategy document?
What confidential information.

Traces » Spent247 s

Confidential Information in Project Falcon Strategy Document

Strategic Overview

Project Falcon represents NovaTech's most significant go-to-market initiative for FY2024,
focusing on strategic positioning, pricing architecture, partner ecosystem expansion, and
competitive displacement targeting mid-market enterprise accounts

B Falcon_Strategy_2024_CONF._ _
Strategic Objectives
= Achieve 18% revenue growth in the cloud bundle segment by Q3 2024

Enter your query

© Exterro, Inc. All rights reserved. www.exterro.com 17
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Clicking on an inline citation opens the referenced artifact in its entirety in a viewer pane on the right side of the

5.4.1 Viewing the Source Document

Assist tab. The document can be viewed using the same native, image, and text viewing options available elsewhere

in FTK Central.

s Viewed & Unviewed v Administrator v

o s

A FTK Assist 6]

O Home

Viewer & View Native

Summarization
Strategic Overview

Project Falcon represents NovaTech's most
significant go-to-market initiative for FY2024,
focusing on strategic positioning, p g
architecture, partner ecosystem expansion, and
competitive displacement targeting mid-
market enterprise accounts

[= Falcon_Strategy_2024_CONF.. .

CONFIDENTIAL — INTERNAL USE ONLY

Project Falcon — Strategic Overview 2024

Strategic Objectives
5 ~ Executive Summary
Achieve 18% revenue growth in the cloud bundle

segment by Q3 2024
[ Falcon_Strategy_2024_CONF._ _

Project Falcon represents NovaTech's mast significant go-la-market inilative for FY2024. This document
outlins our strategic positioning, pricing architecture, pariner ecosystem expansion, and compettive
displacement stralegy targeling mid-markel enterprise accounts. All information contained herein is classified
Displace Nexlify in 25 enterprise accounts as CONFIDENTIAL and subject to MovaTechs Mon-Disclosure Agreement
through a competitive pricing initiative

= Falcon_Strategy_2024_CONI
Expand ISV partner network from 310 to 500+

certified partners by year-end

Strategic Objectives

+ Achieve 16% revenue grawth I the cloud bundie segment by Q3 2024

+ Displace Nexlify in 25 enterprise accounts through competitive pricing iniiative

+ Expand ISV pariner network from 310 1o 500+ certified pariners by year-end

+ Launch Falcon pricing revision targeting 3265K average deal size (up from $240K)
 Establish APAC beachhead with minimun 3 enterprise wins by G4 2024

COHFIDENTIAL

Enter your query

Fricing Architacture --

5.4.2 Info and Bookmark Panes

Within the Assist tab, investigators can also access the Info pane for the opened document, which displays artifact
metadata and details. The Bookmark pane allows investigators to add labels and bookmarks to the artifact directly
from within the Assist tab, without needing to navigate back to the Review grid.

NvTech L ) us: Viewed & Unviewed ¥

o et

A\ FTK Assist @

@ <

O Home

B|E

—— 0 & = 9 g M=

&7 View Native Assignment for Objectld1013

Project Falcon Falcon_Strategy_2024_CONFpdf
S izt

ummarization I8Beis) Bookmarks Coding Panel
Strategy Document ~m

Strategic Overview

Project Falcon
represents NovaTech's
most significant go-to—
market initiative for
FY2024, focusing on
strategic positioning,
pricing architecture,
partner ecosystem
expansion, and
competitive
displacement targeting

-market enterprise
accounts

Enter your query

PAIL A

CONFIDENTIAL -

Project Falcon — S

Executive Summary

Project Falcon represents NovaTech's mast signifi
outiines our strategic positioning, pricing architectu
displacement stralegy targeting mid-market enterpi
as CONFIDENTIAL and subject to NovaTech's Mol

Strategic Objectives

+ Achieve 18% revenue growth in the cloud bu
+ Displace Mexlify in 25 enlerprise accounts th
« Expand ISV pariner network from 310 to 500
+ Launch Falcon pricing revision targeting 528
+ Establish APAC baachhead with minimum 3

© Exterro, Inc. All rights reserved.

INVTechzip/Falcon_Strategy_2024 CONFpdf )
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At the bottom of each answer, a Sources dropdown lists all the artifacts that were used to generate the response.

5.5 Sources and Bulk Actions

Investigators can expand this dropdown to see the full list of contributing source documents.

(=) Administrator + ()

. FTK Assist

[ New Chat
Your Chats

B Falcon_Strategy_2024_CONF_  +1 _
What confidential information..

* The document was accessed and exported after hours via VPN from IP 192.168.1.55,

raising security concerns ™ Document Access Summary -_ _

B /™ 3 Sources

Select
all

B Falcon_strategy__
B S Document Access_

B Dreft_Partner_Ex..

Enter your query

From the Sources dropdown, investigators can select all or a subset of the listed artifacts and perform bulk labeling

directly by tagging multiple relevant artifacts in a single action without leaving the Assist tab.

s Viewed & Unviewed v Administrator ~ (T)
7\ FTK Assist

[ New Chat

Your Chats competitive intelligence, partner negotiation strategies, and internal review processes
B Falcon_Strategy_2024_CONF.. +.

What confidential information. + The document was accessed and exported after hours via VPN from IP 192168155,
raising security concerns @ Document Access Summary —_

B ™ 3Sources

Select
all

B Falcon_strategy_-

4 Document Access.

% Draft_Partner_Ex.

Enter your query
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Additionally, an ‘Apply as Filter’ button is available. Clicking this applies a filter on the Home tab that displays only

the artifacts selected from the Sources dropdown, allowing investigators to pivot immediately from an FTK Assist
response into a focused review of the relevant evidence in the full Review interface.

@ ¢ NvIech 3 B uTe du Viewed & Unviewed v () Administrator v (T)

) Home & FTK Assist

b AllEvidence (1) v | CSExplorer |Viewing { () Sourca o Clear | Q Search

Explorer & @ Totsl: (146 Filtered : {3 Checked: [ @ General = List B8 Thumbneil & SmartGrid & Timeline:

% Quick Filter v [ ] Status i  ObjectName :  Created {  Modified i FileType :  Extension

Y Common Filter Document Access Summa... 28/04/2026 1:40:38 AM Text Internet Email

& Artifact Draft_Partner_Expansion__ 28/04/2026 11:40:20 AM Adobe Acrobat
ifacts

Falcon_Strategy_2024 C.. 28/04/2026 1:40:20 AM Adobe Acrobat
& Evidence Explorer

© Custom Artifacts

Q saved Preferences

100 ¥ items per page Path: /NVTech.zip/Document Access Summary - March Aprilmsg ()

Note: Metadata search is a beta capability in this release. For metadata-based queries where the answer is
derived from structured case metadata rather than document content, inline citations, the Sources dropdown,

Apply as Filter, and Label are not available.
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5.6 Conversation History

All conversations within FTK Assist are stored at the case level and user level. This means each conversation is visible
only to the user who initiated it, and only within the case in which it was created. It will not be visible to any other
user, nor will it appear under any other case.

To access previous conversations, click the hamburger menu icon at the top left of the Assist window. This menu
displays all past conversations for the current user within the current case, and also contains the button to start a
new conversation.

@ ¢ NVTech Stetus Viewed & Unviewed v (=) Administrator ~ (])

) Home (] Frm_

L4
. FTK Assist @ Viewer

[ New Chat

. Were there any travel plans that were discussed?
Your Chats

Were there any travel plans th

_ Traces » Spent175s
Did any chat include financial..
What confidential information

Travel Plans Discussed

John Matthews submitted a PTO request for April 22-26, 2024, which was approved by
Patricia Webb B RE PTO Request - April 22-26... .

A team lunch was scheduled for Thursday, April 18, 2024, at Rosario’s, which John
Matthews was invited to attend ™ Team Lunch - Thursday.msg .

John Matthews had a meeting with Derek Renner from CoreAxis Technologies on April 3,
2024, to discuss the Falcon GTM and related materials, which may have involved travel
coordination, though no explicit travel plans were mentioned ™ Re Felcon Notes.msg .
John Matthews was expected to submit his resignation on April 12, 2024, with a last
working day of May 10, 2024, indicating a transition period that may have included

Enter your query

FTK Central stores the most recent 50 conversations per user per case. There is no limit on the number of questions
that can be asked within a single conversation — the full question and answer history of each conversation is
preserved in its entirety.

For deleting conversations, users require the appropriate delete permission, which is configured in User

Management. Refer to the section — User Permissions.
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5.7 Floater Window

In addition to the dedicated Assist tab, FTK Assist is also accessible as a floating window from the Home tab. The

Assist icon at the bottom left of the application opens a floater window that provides the same full FTK Assist

functionality, allowing investigators to ask questions and review answers while simultaneously browsing the Review

grid or other parts of the interface without switching tabs.

vy 3 B|EF G ordina un 3 Viewed & Unviewed v

FTK Assist
@ AllEvidence (i) v

Explorer & @ Totel: (146 Filtered: (148 Checked: ([0 General
% Quick Filter ~ [ ] :  ObjectName i  Created H Modified

Y Common Filter NvTechzip 0B/05/2026 10:14:08 AM 06/05/2026 10:14:08 AM

" WhatsApp-Contacts
(3 Artifacts

Contact-Ownerhtml
£ Evidence Explorer
WhatsApp-Messages
E Custom Artifacts
Message-CB9496D32602_.  14/03/2024 812:00 PM

Q. Saved Preferences
Message-3AF3F9ADSDIC.  14/03/2024 81800 PM

Message-5EBOB3EEEABS. 14/03/2024 9:20:00 PM

Message-3ASCDE2FDO371..  14/03/2024 9:22:00 PM

100 ¥ items per page

us: Viewed & Unviewed v

Were there any travel plans that were discussed?
Your Chats

Were there any travel plans th- 01408 am
Traces » Spent 17565

Did any chat include financial_ et

‘What confidential information...

Travel Plans Discussed

John Matthews submitted a PTO request
for April 22-26, 2024, which was
approved by Patricia Webb

™ RE PTO Request - April 22-26._ .
A team lunch was scheduled for Thursday,
April 18, 2024, at Rosario’s, which John
Matthews was invited to attend

= Team Lunch - Thursday.msg .

+ John Matthews had a meeting with Derek

Enter your query
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Administrator v @

Q search
i= List 8 Thumbnail & Smart Grid M Timeline
FileType :  Extension
Zip zip
Placeholder
Contact
Placeholder
Chat Message
Chat Message
Chat Message

Chat Message

Path: [NVTechzip

Administrator v

Q Ssearch
£= List & Thumbnail & Smart Grid M Timeline

FileType {  Extension
Zip zip
Placeholder

Contact

Placeholder

Chat Message

Chat Message

Chat Message

Chat Message

Path: /NVTechzip
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The floater window icon can be hidden if it is not needed. Once hidden, the icon will not reappear until the page is
refreshed or the user logs in again.

@ ¢ nvieen 3 B Viewed & Unviewed v () Administrator ~ (T)

O Home & FTK Assist
G All Evidence 1~ | CaExplorer Q. Search

Explorer & @ Total: (146 Filtered : (146 Checked: ([ O General i=List & Thumbneil & Smart Grid & Timeline
% Quick Filter v [ ] Status H ObjectName H Created H Medified H FileType H Extension

Y common Filter NVTechzip 06/05/2026 10:14:08 AM 06/05/2026 10:14:08 AM Zip zip

P WhatsApp-Contacts Placeholder
& Artifacts

Contect-Ownerhtml Contact
2 Evidence Explorer

WhatsApp-Messages Placeholder
8 Custom Artifacts

Message-CB9498D32B02_  14/03/2024 812:00 PM Chat Message

Q. saved Preferences
Message-3AF3FOADODTC..  14/03/2024 9:18:00 PM Chat Message

Message-SEBOB3EEEABS.  14/03/2024 9:20:00 PM Chat Message

Message-3A5SCDE2FDO371. 14/03/2024 9:22:00 PM Chat Message
Floating window icon will be hidden
until page refresh or re-login

100 ¥ items per page Path: /NVTechzip

Note: FTK Assist respects user-level access permissions. For users who do not have access to privileged artifacts,
those artifacts are excluded from the retrieval scope and will not be used to generate answers. This ensures

that FTK Assist responses are always consistent with the access rights of the investigator asking the question.
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6 User Permissions

Access to FTK Assist is controlled through user permissions configured in the ‘User Management’ section of FTK
Central Settings. Permissions are applied globally: if a user has been granted access to FTK Assist, they can use it
across all cases they have access to.

There are two configurable permission levels for FTK Assist:

m

Allows the user to open FTK Assist, ask questions, and use all features within the Assist
Access
interface. Users without this permission cannot access FTK Assist.

Allows the user to delete conversations within FTK Assist. Users with the Access permission but
Delete
without the Delete permission can view conversations but cannot delete them.

Permission configuration is performed by administrators via ‘Administration’ > ‘User Management’. In the User
Management section, navigate to ‘Role Permission Mapping’. Click ‘Edit’ against the role for which permissions
need to be configured. Under the role's permissions, locate ‘Data Assist’ and check or uncheck it and the

permissions listed under it — Access and Delete, as required.

3 ‘ 0 Administrator 0}

« Edit Role

Role Name * Description

Please enter description here

Assign Permissions Assign Users/User Groups

Search Permission Q Clear All

[[] » View Investigation LJ © Delete kxport a7 MAnEES review ses
[ » Export Item Grid © Delete Review Sets [] @ FTK Connect
@ Data Assist [ « cAID Export * View Review Sets [ » Add/Edit Automations
. Access Data Assist and Ask ] « Export to Semantics 21 * Run Searches [ * Delete Automations
Questions
* Save Searches
* Delete Chat History
* Save Global Searches [ @ DPMDPE
* Bulk Imaging D * View DPM Database
« Download Files [] » Add DPM Database

[] * Delete DPM Datab
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7 Important Notes

FTK Assist only answers questions based on artifacts that have been preprocessed for Assist. Artifacts that

have not been processed are excluded from the conversational scope.

e If preprocessing is still in progress when a query is submitted, answers will be generated from the artifacts
that have already been fully processed. If no artifacts have completed preprocessing, users must wait for
preprocessing to complete before submitting queries.

e If no relevant information is found in the processed artifacts, FTK Assist will explicitly state that it does not
have enough context to answer the question. It will not speculate or fabricate a response.

® The query classification (semantic, metadata, or hybrid) is determined automatically by the system. Users do
not need to specify the query type.

e Metadata search is a beta capability in this release. Inline citations, the Sources dropdown, Apply as
Filter, and Label are available for semantic and hybrid queries; metadata search responses are
presented as natural language answers only.

e Metadata search is scoped to emails and chat conversations only. Documents are not included in the
metadata search scope, meaning structured metadata-based questions (such as counts) cannot be answered
for documents.

e Conversation history is scoped per user, per case. One investigator cannot view the conversation history of
another investigator within the same case.

e A maximum of 50 conversations are stored per user per case. All questions and answers within each
conversation are preserved in full.

® FTK Assist is strictly case-scoped. It does not access artifacts from other cases and does not draw on any
external knowledge sources.

® FTK Assist respects user-level access permissions. For users who do not have access to privileged artifacts,

those artifacts are excluded from the retrieval scope and will not be used to generate answers. Responses

are always consistent with the access rights of the investigator asking the question.
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8 Appendix A - Prompting Best Practices

FTK Assist automatically classifies each query as semantic, metadata, or hybrid and executes the appropriate retrieval

strategy, as described in the Query Execution section— investigators do not choose between them. What remains

within the investigator's control is how the question itself is phrased, and phrasing has a direct effect on how precisely
FTK Assist can retrieve and construct an answer. This appendix offers practical, investigation-specific guidance for

phrasing queries that return sharper, more relevant results across common case types.

8.1 Anchor Queries in Case-Specific Detail

The single largest factor in result quality is how specifically a query is anchored to entities that exist in the case itself
— custodian names, project codenames, account identifiers, domains, departments, and date ranges. A generic
guestion forces the underlying retrieval to guess at scope, which tends to pull in a wider, noisier slice of the evidence

than intended.

m Less Effective More Effective

Did [Employee] make any comments

Employee Was anyone behaving inappropriately at
about [Coworker] in chats between March
misconduct work?
and June 20267
Did [Employee] send design specification
Intellectual files to a personal or external email
Did someone steal our IP?
property theft address in the two weeks before

[Resignation Date]?
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8.2 Frame Semantic Questions Around Meaning, Not Keywords

Semantic retrieval matches against the meaning of the content, so it responds best to a question phrased the way
an investigator would ask a colleague who had already reviewed the evidence — naming the behavior, relationship,

or intent in question, rather than a bare topic or keyword.

m Less Effective More Effective

Did any chat conversations suggest
Insider threat credentials [Employee] was planning to access
systems after [Termination Date]?
What concerns did the finance team raise
Communications
problems with vendor internally about the vendor contract

analysis
before it was signed?

8.3 Frame Metadata Questions Around Countable Facts

Metadata queries are resolved as structured data requests, so they are most reliable when phrased around what can
be counted, dated, or compared — message volumes, participant pairs, time windows — rather than around

interpretation. As noted in Section 3.2, this retrieval scope covers emails and chat conversations.

m Less Effective More Effective

How many emails did [Employee]
Fraud Is there a lot of suspicious email activity? exchange with [external domain] between
January and March 20267
How many chat messages did [Employee]
Was [Employee] communicating a lot after
Insider threat send between 10 PM and 6 AM in the 30

hours?
days before [Resignation Date]?
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8.4 Combine Scope and Narrative in a Single Hybrid Question

Some questions genuinely need both a filter and an explanation at once — most often correspondence between
two custodians. Including both the scope (who, when) and the ask (summarize, explain, list) in the same question

lets FTK Assist resolve both halves in a single pass, rather than requiring a follow-up.

Timeline Summarize, in chronological order, all email exchanges between [Employee A] and
reconstruction [Employee B] during the week [Date].
Across all documents shared between Finance and Procurement in Q1 2026,

Document review
summarize what was discussed about the vendor discount terms.

8.5 Refine Progressively Within a Conversation

Because follow-up questions retain the context of the conversation, the most effective pattern is to start broad
enough to orient, then narrow with each follow-up rather than writing one exhaustive question up front. A typical

progression during a fraud investigation:

e "What communications discuss the Q3 vendor discrepancy?"
e "Which of those involved [Employee Name]?"

e "Were there messages on this topic in the two weeks before the invoice was approved?"

Each step trades on what was already established, producing a tighter result at every stage than a single broad

guestion could.
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8.6 Reduce Noise in Results

Two habits reliably widen a query's scope beyond what was intended:

e Compound questions covering multiple threads at once, such as "Tell me about [Employee]’s emails, chats,
and any HR complaints." Splitting this into separate questions, one topic or artifact type at a time, keeps each
answer focused.

e Open-ended, whole-case questions, such as "What’s suspicious in this case?" These draw from the entire
evidence set rather than a specific line of inquiry. Naming a person, department, timeframe, or topic keeps

the retrieved material relevant to the actual question being investigated.

8.7 Common Mistakes to Avoid

e Framing a question around suspicion rather than a specific act, relationship, or behavior that can be searched
for in the evidence, e.g. asking "did they do anything wrong?" instead of naming what to look for.

e Using informal shorthand or nicknames unlikely to appear in the evidence itself. If a project, account, or
system has a specific name in the case artifacts, use that name in the query.

e Starting a new conversation for what is really a follow-up question, losing the accumulated context that
would otherwise sharpen the next answer.

e Continuing in the same conversation when the question has moved to a different custodian, topic, or
investigation. Carried-over context can cause FTK Assist to anchor the new answer to entities, dates, or scope

from the unrelated question that came before it — when the topic changes entirely, start fresh instead.
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8.8 Query Patterns by Investigation Type

The following patterns are starting points to adapt with the specific names, dates, and terms relevant to the case at

hand.

BN sceivenren
Timeline List, in chronological order, all [emails/chats] involving [entity] between [date] and
reconstruction [date].

Communications How many [emails/chats] were exchanged between [Person A] and [Person B], and
analysis what topics recurred?

Did [Employee] make comments about [topic/person] in [artifact type] during [date
Employee misconduct
range]?

Summarize any communications between [Employee] and [External Party] discussing
Fraud

[transaction/topic].

Did [Employee]'s communications in the [period] before [departure/incident]
Insider threat

reference [system/data/plan]?

Did [Employee] share [document type] with any external or personal email address

before [date]?

IP theft

Summarize what [Department A] and [Department B] discussed about [topic] across
Document review
documents in [date range].
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Contact Exterro

If you have any questions, please refer to this document, or any other related materials provided to you by Exterro.
For usage questions, please check with your organization’s internal application administrator. Alternatively, you may

contact your Exterro Training Manager or other Exterro account contact directly.

For technical difficulties, support is available through support@exterro.com.

Contact:

Exterro, Inc.

2175 NW Raleigh St., Suite 110

Portland, OR 97210.

Telephone: 503-501-5100

Toll Free: 1-877-EXTERRO (1-877-398-3776)
Fax: 1-866-408-7310

General E-mail:info@exterro.com

Website: www.exterro.com

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of Exterro, Inc. The trademarks, service marks, logos or other intellectual
property rights of Exterro, Inc and others used in this documentation ("Trademarks") are the property of Exterro, Inc and their respective owners. The
furnishing of this document does not give you license to these patents, trademarks, copyrights or other intellectual property except as expressly provided in
any written agreement from Exterro, Inc.

The United States export control laws and regulations, including the Export Administration Regulations of the U.S. Department of Commerce, and other
applicable laws and regulations apply to this documentation which prohibits the export or re-export of content, products, services, and technology to certain
countries and persons. You agree to comply with all export laws, regulations and restrictions of the United States and any foreign agency or authority and
assume sole responsibility for any such unauthorized exportation.

You may not use this documentation if you are a competitor of Exterro, Inc, except with Exterro Inc’s prior written consent. In addition, you may not use the
documentation for purposes of evaluating its functionality, or for any other competitive purposes.

If you have any questions, please contact Customer Support by email at support@exterro.com.
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