exterro

. . Data Risk Management

FTK SITE SERVER - INSTALLATION GUIDE

JULY 2026



FTK SITE SERVER - INSTALLATION GUIDE eXt e r ro®

Table of Contents

FY o T 10 o =T 4 o TP PP PR PRRURURRRT 3
Site SEIVEI INSTAlAtiON STEPS ..oiineiiiee it e e e et e e e et e e e e e bt e e e s s bteeeessteeeesaseaaeeanbeaeeeastneeeastaeesannes 4
Site Server Upgrade / Fresh INSTAllation .........coveiiiieiiiiceeece ettt ettt ete e eve v eebeeeveesteesteesaeeeaveebeeeteesanesaneens 4
Site Server Configuration - Agent Check-in SEtHINGS ....ccvuiii i e e e eesre e e e ssrreeeeenes 13
(0o 70 = [ot Bl (L= o TP 16

© Exterro, Inc. All rights reserved. www.exterro.com 2



http://www.exterro.com/

FTK SITE SERVER - INSTALLATION GUIDE eXt e r ro®

About Exterro

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manage digital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Data Risk Management platform
that enables our clients to address their privacy, regulatory, compliance, digital forensics, and litigation risks more
effectively and at lower costs. We provide software solutions that help some of the world’s largest organizations, law

enforcement and government agencies work smarter, more efficiently, and support the Rule of Law.
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Prerequisite: Install or upgrade to PostgreSQL 18.4 before installing the Site Server. Refer to the Exterro FTK Site

Server - PostgreSQL 18.4 Upgrade Guide for detailed PostgreSQL installation and upgrade steps.
Site Server Upgrade / Fresh Installation

To install or upgrade Site Server, follow these steps:

Note: Site Server can be upgraded from versions 8.2, 8.2 SP1/SP2, 8.2 SP2 HF1 to HF7. Ensure that a local instance of
AccessData/Exterro managed PostgreSQL is installed and running. After installation or upgrade, perform a clean start

or restart the instance to apply changes.

1. Download the Site Server installer using one of the following methods:

e Method 1: (Product Downloads page): Download the latest Site Server installer directly from the Exterro

Product Downloads page.

e Method 2: (During FTK Suite installation):

i. In the Installation Settings step, click Other FTK Products.

X Exterro FTK Suite Installer

exterro

Exterro Forensic Tools

. Welcome

System Check

Complete

& Previous

ii. Click Download next to Site Server.
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Note: You can also download the package during the Complete step of the wizard.

X Exterro FTK Suite Installer

Exterro Forensic Tools

Welcome

C:\Program Files\Exterro\installconfig.txt

System Check
Other FTK Products

Installation Settings Al Server Download
Download
Configuration options
Download
Progress Imager Download

Download

Download

2. AZIP file will be downloaded. Extract the folder, and right-click on the SiteServer.exe file and select Run as

Administrator.
ler » Open v | 0 Search
@ Run as administrator

Name » CrowdStrike Falcon malware scan > Type Size
| Ox0413 Troubleshoot compatibility Configuration sett...
| %0416 Fin to Start Configuration sett...
| 0419 7-Zip > Configuration sett...
| 0804 [Zf Edit with Notepad-++ Configuration sett...

| 1031.mst & Share MST File

1033.mst MSTFil
. ms Give access to > "
| 1034.mst . MST File
Pin to taskbar
| 1036.mst . . MST File
Restore previous versions —

| 1040.mst MS5T File

] 1041.mst Send to > MST File

] 1042.mst Cut MST File

| 1043 mst MST File

; " Copy .

| 1046.mst Paste MS5T File

| 1049.mst MST File

| 1053.mst Create shortcut MST File

| 1055.mst Delete MST File

| 2052.mst Rename MST File
i=| Datal Properties Cabinet File 1,

W, Exterro_Site_Server
i3 Exterro_Site_Server
2] Setup

4.7 MB

Application

Windows Installer ...

Configuration sett...
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3. When prompted by User Account Control, click Yes.

User Account Control *

Do you want to allow this app to make
changes to your device?

Setup Launcher Unicode

Verified publisher: ACCESSDATA GROUP, INC.
File origin: Hard drive on this computer

Show more details

Yes No

= The following page will be displayed.

]j@ Exterro Site Server - InstallShield Wizard X

Welcome to the InstallShield Wizard for
Exterro Site Server

The InstallShield(R) Wizard will install Exterro Site Server on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

exterro
- K

4. Click Next.
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= The License Agreement page is displayed.

ﬂ%.l Exterro Site Server - InstallShield Wizard b

License Agreement ey terro

Please read the following license agreement carefully.

Master Subscription and Professional Services Agreement ~
EXTERRO MASTER SOFTWARE LICENSE AGREEMENT

EXTERRO, INC. (“EXTERRO") IS WILLING TO LICENSE

THE LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL,
THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE
UTILIZING THE LICENSED SOFTWARE (REFERENCED
BELOW AS “CUSTOMER") ONLY ON THE CONDITION v

(®) I accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

5. Accept the license agreement by selecting | accept the terms in the License Agreement, then click Next.

= The following page will be displayed.

j:l_%l Exterro Site Server - InstallShield Wizard >

Destination Folder exterro

Click Next to install to this folder, or dick Change to install to a different folder.

Install Exterro Site Server to:
.—'/ C:\Program Files\AccessData', change. ..

Add Installation File path in Windows Defender Exdusion List

Note: You are recommended to enable the Add Installation File path in Windows Defender Exclusion List checkbox.

This prevents potential setup errors caused by Windows Defender blocking executable files during installation.

6. Modify the installation directory if needed and click Next.

© Exterro, Inc. All rights reserved. www.exterro.com 7



http://www.exterro.com/

FTK SITE SERVER - INSTALLATION GUIDE eXt e r ro®

= The User Credentials page will be displayed.

ﬂ Exterro Site Server - InstallShield Wizard =

User Credentials exterro

Set the Credentials of the Exterro Sit

(®) Local System Account () Spedific User Account

If you are installing a child site server, you can configure the service to use credentials that
give the service access to the eDiscovery server's responsive path without having to
communicate through the parent site server, In order to do this, you must specify the
credentials of an account name that exists on both the site server and the eDiscovery
server, Use the Spedfic User Account option to set the credentials,

User name:

Domain {Leave BLANK if user account is a local non-domain account):

Password:

Installshield

7. Select Specific User Account or Local System Account and enter the credentials for the account that will run the

Exterro service.

Note: Use the Local System Account only if all components, case storage, and evidence storage reside on a single

machine.

Account Requirements:
e Permissions: Must be a member of the Local Administrators group.

e Environment: Must be a domain-level account in a multi-box environment.

8. Click Next.

© Exterro, Inc. All rights reserved. www.exterro.com 8
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= The following page will be displayed.

n.% Exterro Site Server - InstallShield Wizard

Ready to Install the Program erxterro

The wizard is ready to begin installation. | | ‘ '

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

InstallShield

< Back Install Cancel

9. Click Install to begin installation.
= The following page will be displayed.
j:%.l Exterro Site Server - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Exterro Site
Server. Click Finish to exit the wizard.

Launch Site Server Configuration
[ Show the Windows Installer log

5

ex terrg
FTK

exterro

10. When installation is completed, enable the Launch Site Server Configuration checkbox (to open SSConfig.exe).

11. Click Finish.

© Exterro, Inc. All rights reserved.
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= The Site server Configuration page will be displayed.

Site Server Configuration - General Settings:

Site Server Configuration

General  Agent Checkn Settings

Type Friendly Name

Root ¥ |

Secure Communications

Private Certificate

|1

Public: Certificate

| -]

Agent Private Cerfficate

| -]

Database

Systemn Password

Database Port Collection

S o Cton

IP Corfiguration
Imtemal Addresses/FQDN

Extemal Addresses/FQDN

3 e S

[ Metwork Collection

Site Server System
Parent Instance

Children Instances

| | &

Site Server Instances

[PubliclP1 PrvatelP Tetc | [-]
Locality

[ Defautt Domain

Managed Subnet Address(es)

[10.1.1.0/24,10.12.0/24,10.5.0.0/16 | [-]
Locality (optional)

Configuration
Max Client Connections

40 EI Replication Threads |5 EI
50 |3 Retry Court 5 B
50 EI Retry Delay {ms) 100 EI

Max 55 Incoming Threads |50 EI Max Event Threads |50 EI

Max Agent Threads

Max Job Threads

TCP Port Heartbeat Port Client Port S55to 55 Port
[s4545 | 54555 | [54321 | [54548 | Bandwidth Control
O 1025 KB/second in from SiteServer
Results
Resutts Directory or unc path o KB/second out to SiteServer
|C:\SS—HBEUHE—8'3'D'135 | l:l D 0 KB/second in from Agent
Results share domain
O KB/second out to Agent
Results share usemame
Logaing Level [ALL v
Results share password Agent Port /| Agent Checkin Log
L I —
My || Cose
Notes:

e  For Fresh Installation, configure all required fields manually.

e For upgrade, existing configurations from the previous version are retained automatically.

For the Root site server, only the System Password and Results Directory needs to be configured.

12. Enter the PostgreSQL System Password in the ‘System Password’ field.

© Exterro, Inc. All rights reserved.
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13. You can click on the Browse (...) option to select an existing folder or click Make New Folder to create and choose

a new folder.

Browse For Folder >

» [ Desktop ”
> Documents

» ownloads

> Music

» [&=] Pictures

> m Videos

» g Local Disk (C)

b o Mew Volume (Dn)

> gy Libraries o

Make Mew Folder | | oK || Cancel

Note: If this path was previously selected, ensure that a trailing backslash is included, or remove it to rebuild the

results folder with the latest agent modules and installers.

For example:
= With a backslash: C:\Program Files\AgentModules\
=  Without a backslash: C:\Program Files\AgentModules

14. Click on Apply to save the configurations made in the General Settings section.

Note: For more configuration details, refer to the Confiquring Site Server (KB article).

© Exterro, Inc. All rights reserved. www.exterro.com 1 1
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= A (Warning) Site Server Configuration pop-up is displayed.

Site Server Configuration *

| The service must restart, Press OK to continue

] Cancel

15. Click OK.
= A pop-up will appear prompting you to restart the service. The service must be restarted, and any

ongoing jobs may need to be restarted.

Site Server Configuration et
o Managed Service Restarted
oK
16. Click OK.

© Exterro, Inc. All rights reserved. www.exterro.com 12
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Site Server Configuration - Agent Check-in Settings

The Agent Check-in Settings section applies only to public site servers and is not applicable for users trying to

configure it for root.

@ Important: The following fields should be configured for the corresponding Agents:

Agent Type Fields to be configured

e Certificate Path
Off-Network Windows Agent e Certificate Password
e HTTPS Port

e Certificate Path

e Certificate Password
Off-Network Mac Agent e HTTPS Port

e Reverse Proxy (Mac Agents Only)

e FTKC FQDN/IP

o Certificate Path

e Certificate Password
Both Off-Network Windows
e HTTPS Port
and Off-Network Mac Agents
® Reverse Proxy (Mac Agents Only)

e FTKC FQDN/IP

© Exterro, Inc. All rights reserved. www.exterro.com 13
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Steps:

1. From the Site Server Configuration pop-up, select the Agent Check-In Settings section.

Site Server Configuration
General Agent Check-n Settings

Certificate Path : IC:/Prog'am Hes/AccessData/SleServer/pt.blicssSJ-OLaddtl
Certificate Password :

HTTPS Port : [443 |
Reverse Proxy (Mac Agents Only) [[] Save Agent Logs During Checkin
O e -

Apply Close

2. Browse and select the required PFX certificate from the Certificate Path field.

3. Provide the Certificate Password.

Note: Passwords must be provided in plain text and will be encrypted automatically when the Site Server service

is restarted.
4. The value for HTTPS Port is updated as 443 by default. However, you can change it based on your preference.
Note: The value in HTTPS Port determines the managed site server service’s running port.

5. Check the Reverse Proxy (Mac Agents Only) option for reverse proxy mac agents.

6. Provide the value in below syntax for the FTKC FQDN/IP field:
<FTK Central application URL>:<managed API Port>

Note: The FTKC FQDN/IP field will be enabled only upon checking the Reverse Proxy (Mac Agents Only) field.

7. Click on Apply to save the configurations made in the Agent Check-in Settings section.

Note: Upon clicking on Apply, the Exterro Site Server Managed API will be restarted.

© Exterro, Inc. All rights reserved. www.exterro.com 14
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= A (Warning) Site Server Configuration pop-up is displayed.

Site Server Configuration *

| The service must restart, Press OK to continue

] Cancel

17. Click OK.

= A pop-up will appear prompting you to restart the service.

Site Server Configuration >

o Managed Service Restarted

OK
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Contact Exterro

If you have any questions, please refer to this document, or any other related materials provided to you by Exterro.
For usage questions, please check with your organization’s internal application administrator. Alternatively, you may

contact your Exterro Training Manager or other Exterro account contact directly.

For technical difficulties, support is available through support@exterro.com.

Contact:

Exterro, Inc.

2175 NW Raleigh St., Suite 110

Portland, OR 97210.

Telephone: 503-501-5100

Toll Free: 1-877-EXTERRO (1-877-398-3776)
Fax: 1-866-408-7310

General E-mail:info@exterro.com

Website: www.exterro.com

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of Exterro, Inc. The trademarks, service marks, logos or other intellectual
property rights of Exterro, Inc and others used in this documentation ("Trademarks") are the property of Exterro, Inc and their respective owners. The
furnishing of this document does not give you license to these patents, trademarks, copyrights or other intellectual property except as expressly provided in
any written agreement from Exterro, Inc.

The United States export control laws and regulations, including the Export Administration Regulations of the U.S. Department of Commerce, and other
applicable laws and regulations apply to this documentation which prohibits the export or re-export of content, products, services, and technology to certain
countries and persons. You agree to comply with all export laws, regulations and restrictions of the United States and any foreign agency or authority and
assume sole responsibility for any such unauthorized exportation.

You may not use this documentation if you are a competitor of Exterro, Inc, except with Exterro Inc’s prior written consent. In addition, you may not use the
documentation for purposes of evaluating its functionality, or for any other competitive purposes.

If you have any questions, please contact Customer Support by email at support@exterro.com.

© Exterro, Inc. All rights reserved. www.exterro.com 16



http://www.exterro.com/
mailto:support@exterro.com
mailto:info@exterro.com
http://www.exterro.com/
mailto:support@exterro.com

