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FTK Imager Pro - Features 

Introducing FTK Imager Pro 

FTK Imager is a powerful data preview and imaging tool used to acquire electronic evidence in a 

forensically sound manner. It allows users to create bit-for-bit copies of data without altering the original 

evidence. 

FTK Imager Pro enhances this capability by supporting the decryption of various file systems and 

encrypted volumes. When an encrypted volume is detected, FTK Imager Pro prompts the user to provide 

the necessary password or recovery key to decrypt it. If the credentials are not available, it still allows the 

creation of a forensically sound copy of the encrypted data, but the data remains inaccessible. 

The supported iOS versions are from 13 to 26. 

Prerequisites for FTK Imager Pro 

● iTunes dependencies: FTK Imager Pro installs iTunes dependencies automatically. It is 

recommended not to remove them. 

● Passcode: A passcode for the iPhone is required to perform Collection. 

● Passcode attempts: FTK Imager Pro may ask for the passcode up to 3 times to: 

○ Remove the preset iTunes password 

○ Set the iTunes password to “1234” 

○ Initiate data collection 

● Cable: Required to connect the iPhone to the FTK Imager Pro machine. 

 

 

  

http://www.exterro.com/


Exterro FTK Imager 

User Guide 
P a g e  | 3 

 

 

© Exterro, Inc. All rights reserved        www.exterro.com  

 

Steps to Extract Data from iPhone Using FTK Imager Pro 

1. Open the FTK Imager Pro application. 

2. Click on the Create Disk Image Icon or navigate to File > Create Disk Image. 
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▪ The Select Source pop-up is displayed. 

 

 

3. Connect the iPhone using a cable and unlock it. 

4. Select iOS Advanced Logical Collection (requires FTK Imager Pro license). 

5. Once the device is connected, the following details will be displayed: 

o Device Name 

o Serial Number 

o IMEI Number 

6. Click on Add to choose the destination folder for saving the extracted data. 
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7. (Optional), Click on Next and provide evidence information and specify the output path (Image 

destination) and the desired image name. 
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8. If the iPhone is set up with an iTunes passcode, provide the passcode: 

Note: Imager will ask for the passcode 3 times in order to: 

o Remove the preset iTunes password. 

o Set the new iTunes password to “1234”. 

o Start the collection. 
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9. After specifying the destination details, click Start Extraction. The extraction process will begin. 

Note: It is advised to wait for the process to complete and avoid closing the window or shutting down 

the machine. 
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10. Once extraction is complete, you can click on Image Summary and note down the hash values 

generated and close the window. 
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Decryption of Live Data 

FTK Imager Pro provides the ability to create a decrypted copy of BitLocker-encrypted drives, allowing 

access to the decrypted data without altering the original. 

Prerequisite: A password or recovery key is required for decryption. 

 

Steps to Image Decrypted Data 

1. Go to Create Disk Image from the menu. 
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2. Select Physical Disk and choose the BitLocker-encrypted disk. 

 

 

 

 

  

http://www.exterro.com/


Exterro FTK Imager 

User Guide 
P a g e  | 12 

 

 

© Exterro, Inc. All rights reserved        www.exterro.com  

 

3. FTK Imager Pro will prompt whether to create a Decrypted Copy of the BitLocker-protected drive. 

 

Note: This feature is only available in the licensed version of Imager Pro. 
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4. Enter the password/recovery key for the encrypted disk. 

 

 

5. Click Add to select the format and other details. 
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6. Provide the output path and image name, then click Finish. 

 

 

7. Click Start to begin the decryption and imaging process. 
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8. Once the process is complete, review the final results. 
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Supported Encryption Technologies for Forensic Images 

FTK Imager Pro supports decryption for a wide range of encrypted file systems and partitions. When 

adding encrypted forensic images to a case, FTK Imager Pro will detect the encryption type and prompt 

the user for the necessary credentials. 

Supported Encryption Types: 

Encryption Type 

▪ Apple APFS Encryption 

▪ BitLocker (Windows Vista, 7, 8, 10) 

▪ Checkpoint/PointSec R73 7.4.5 

▪ Decrypting McAfee Drive Encryption  

▪ Decrypting SafeBoot Files  

▪ Decrypting Guardian Edge Files  

▪ Checkpoint 7.6.150 with token challenge 

▪ McAfee Endpoint Encryption (formerly Safeboot) 5.x and 6.0 

▪ McAfee Drive Encryption 7.2.x 

▪ Safeguard Easy 4.40.9 and Enterprise 5.40 and 5.50 

▪ SecureDoc WinMagic 

o SecureDoc Enterprise Server (SES) Version 8.2 

o Standalone Installer Version 7.5 

▪ Symantec Endpoint Encryption (formerly Guardian Edge) 8.1.1, 9.1.6, 9.3.0, 9.4.1, 9.5.3. 

▪ Symantec Drive Encryption (PGP WDE) 10.0 (only) 

▪ Advanced Forensic Format (AFF) 

▪ FileVault 

▪ VeraCrypt 
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Decrypting Process for Each Encryption Type 

Decrypting Apple APFS 

Encrypted Apple File System (APFS) volumes (other than volumes encrypted by the “T2 security chip” 

internal to Mac systems 2017 and newer) can be decrypted. When adding an image file as evidence to 

your case, you will be prompted to enter the user-created password used to encrypt the volume. 

For APFS volumes encrypted by the Apple T2 security chip, the best practice would be to acquire the hard 

drive data while still internal to the system that encrypted it. 
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Decrypting Bitlocker Partitions 

If you have the proper credentials, you can decrypt BitLocker-encrypted partitions. You can decrypt the 

BitLocker partitions from Windows Vista, 7, 8, and 10 workstations. You can either provide the unique 

credentials for multiple encrypted partitions or the Boot Key File that corresponds to the BitLocker 

installation on that system. After you provide the correct information, the files in the BitLocker-encrypted 

partitions are decrypted while the evidence is processed. 

To decrypt BitLocker partitions 

1. Add evidence that has BitLocker encryption to a case. 

If BitLocker encryption is detected, you are prompted to enter credentials in the following dialog: 

 

2. Enter one of the following credentials: 

● Boot Key File 

● Recovery Password.  
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3. If there are multiple partitions, a dialog will be displayed saying that the password for the first 

partition is valid, and that additional partitions remain encrypted. 

 

4. Click OK and the credential dialog is again displayed for the next partition. 

This sequence continues until you have entered the credentials for all encrypted partitions. 
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Decrypting McAfee Drive Encryption 

When adding a disk image of a drive encrypted with McAfee Drive Encryption (MDE), you will be prompted 

to enter the decryption key or XML (which contains the decryption key in plain text). Enter either the key 

or the XML in order to proceed with the decryption. 

 

 

Decrypting Safeguard Utimaco Files 

You can use either Imager or the Examiner interface to decrypt boot drives that were encrypted with 

SafeGuard by Utimaco. 
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Safeguard Easy 

Safeguard Easy works only with an image of a complete drive or a live drive. Imaged partitions cannot be 

decrypted because the information needed to decrypt the partition exists in the boot record of the drive. 

When a live drive or drive image is added as evidence, it is checked to determine if SafeGuard Easy 

encryption is used on the drive. If it is used, a dialog will appear asking for the user name and password 

required to access the drive. If the correct user name and password are entered, the drive will be decrypted 

transparently during processing and the user can access information on the drive as though the drive were 

not encrypted. Incorrect passwords will result in long waits between attempts -- waits that grow 

exponentially for each failure. Hitting the cancel button on the dialog will allow the drive to be added as 

evidence, but the encrypted portions will not be processed. 

Secondary hard drives and removable media that has been encrypted with SafeGuard Easy are not 

currently supported. The problem with secondary drives and removable media is that they contain NO 

information that indicates how they are encrypted. The encryption information for secondary drives and 

removable media is contained on the boot drive of the computer that encrypted them. 

Versions 2.x and later, and all Imager versions since then support SafeGuard Easy drives encrypted with 

the following algorithms: AES128, AES256 (the default), DES, 3DES, and IDEA. 

The Safeguard dialog box appears only when a valid Utimaco-encrypted image is read. 

The username and password used to create the encrypted image are required for decryption. Once the 

credentials have been added, click OK to return to the Manage Evidence dialog. Select a time zone from 

the Time Zone drop-down, then click OK to begin processing. 
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Important: The following important information applies when using SafeGuard Decryption: 

● Enter the User Name and Password carefully and verify both before clicking OK. If this information 

is entered incorrectly, the entire image is checked for matching information before returning with 

an error message. Each wrong entry results in a longer wait. 

● If you click Cancel to process the evidence without decrypting, you will not be able to decrypt at a 

later time. Also, the evidence cannot be added to the same case a second time. You will have to 

create a new case to decrypt and process this evidence. 

 

SafeGuard Enterprise 

SafeGuard Enterprise (SGN) is supported. Utimaco supplied libraries to access the decryption keys for SGN 

via their recovery mechanism. This involves a somewhat cumbersome challenge/response system with the 

server to access the decryption keys. Each partition may be decrypted with a different key. The 

challenge/response process needs to be done for each encrypted partition. In order to enable the 

challenge/response system, a file called recoverytoken.tok needs to be retrieved from the server and 

selected in the decryption dialog. A recoverytoken.tok file is automatically selected if it is in the same 

directory as the evidence file. 

SafeGuard Enterprise decryption was developed using version 5.x. 

Exterro uses SafeGuard-provided BE_Sgn_Api.DLL and BE_KBRDLLn.DLL. These libraries are 32-bit libraries. 

The 32-bit process is used to retrieve keys in 64-bit. The actual decryption of the drive is done in the 

Examiner, but the SafeGuard libraries are needed to generate the key from the username/password. 

To recognize that a drive is encrypted with SafeGuard Enterprise, “UTICRYPT” is searched for at the 

beginning of the first sector of each partition. 
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Retrieving the Recovery Token 

Before the decryption process can occur, the recoverytoken.tok file must be retrieved from the server. 

To retrieve the Recovery Token 

1. From the server, you must create a virtual client. 

2. Then you must export the virtual client. This is where the recoverytoken.tok file is created. 

3. This file must be copied to a place where the Examiner can access the file. 

4. Click the Recovery button next to each partition to retrieve that partition’s key. A dialog will open, 

telling you which key to retrieve: 

4a. On the server, select Tools > Recovery from the menu. 

4b. Select the virtual client you exported (the recoverytoken.tok file) 

5. Select Key requested. 

6. Find the requested key (in this case 0x1C3A799F48FB4B199903FB5730314ABF). You can use Find > 

Key IDs from the drop-down, and enter a partial key into Search Name to help find the correct key. 

7. A challenge code of 6 segments of 5 characters each is offered. 

8. Enter the characters from the challenge portion of the dialog into the server’s dialog. 

9. Click Next. 

10. The server then offers a response code consisting of 12 segments of 5 characters each. 

11. Enter these into the corresponding dialog that provides the decryption key. 

12. Click OK. The drive is decrypted and added as evidence to the case. 
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Decrypting SafeBoot Files 

SafeBoot is a program that encrypts drives and/or partitions. The encryption key must be available to enter 

into the Key field. All recognized partitions are selected by default, up to a maximum of eight. You can 

unselect any partition that you do not want to add to the case. 

Important: The following important information applies when using SafeBoot Decryption: 

● If you click Cancel to process the evidence without decrypting, you will not be able to decrypt at a 

later time. Also, the evidence cannot be added to the same case a second time. You will have to create 

a new case to decrypt and process this evidence. 

● You must add all partitions and decrypt the encrypted partitions when first adding the evidence to 

the case or you will be unable to see them. Encrypted partitions do not display in the Evidence list. 

Once the key has been added and the appropriate partitions selected, click OK to return to the Manage 

Evidence dialog. Select a time zone from the Time Zone drop-down, then click OK to begin processing. 

 

Decrypting SecureDoc WinMagic AES Files 

When a SecureDoc WinMagic AES-encrypted image is added to a case, it is automatically detected as a 

SecureDoc image and a dialog will appear asking for credentials. You will need to enter the following 

information: 

● Key File (a browse button is available) 

● Password 

● Emergency Disk Folder (a browse button is available) Click OK to proceed with the decryption 

process. 
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Decrypting Guardian Edge Files 

When a Guardian Edge-encrypted image is added to a case, it is automatically detected as a Guardian 

Edge image and a dialog will appear asking for credentials. The dialog has a drop-down list box with the 

user names that have been found to be associated with the image. Select the user name for which you 

have a password and enter that password. Enter the password in one of two ways: 

● Enter it twice with dots appearing for each character (to keep it hidden from on-lookers). 

● Check the Show in plain text box and enter it once. Click OK to proceed with the decryption 

process. 

 

Important: If you click Cancel to process the evidence without decrypting, you will not be able to decrypt at 

a later time. Also, the evidence cannot be added to the same case a second time. You will have to create a 

new case to decrypt and process this evidence. 
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Decrypting AFF  

When an AFF Encrypted image is added to a case, the encryption will be automatically detected, and a 

dialog will prompt you to enter the password for the image. 

 

  

http://www.exterro.com/


Exterro FTK Imager 

User Guide 
P a g e  | 28 

 

 

© Exterro, Inc. All rights reserved        www.exterro.com  

 

Decrypting FileVault 

When a FileVault-protected image is added, the encryption will be automatically detected, and a prompt 

will appear requesting the correct password or recovery key to decrypt the FileVault encryption. After 

entering the password or recovery key, click "Finish" to decrypt the image. 
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