exterro

.. Data Risk Management

FTK IMAGER 8.3.1 - RELEASE NOTES

OCTOBER 2026



FTK IMAGER 8.3.1 — RELEASE NOTES eXt e r ro®

Table of Contents

OVEIVIBW ..ttt ettt a e s bt s aa e s ab e e e b bt e s b e e s b et e s ab e e s b e e s sab e e sab e e s ba e e sab e e sna e e s an e e sreeesnreenane 3
Y oo [} fTor= ) o7 q USSP PSSO PROPRP 3
RESOIVET ISSUBS ...ttt ettt h ettt e bt e bt e e bt e she e sat e e ateeab e e bt e sh e e sh bt eateeabeeabe e beeeaeesateeabeeabeebeenbeesaeesatenn 3
CONTACE EXLEITO ..eiiiii ittt ettt e s b et e e st et e e s aab bt e e s amba e e e sasba e e e sanbaeeesanraeeesannns 4

© Exterro, Inc. All rights reserved. www.exterro.com 2



http://www.exterro.com/

FTK IMAGER 8.3.1 — RELEASE NOTES eXt e r ro®

Overview

Exterro was founded with the simple vision that applying the concepts of process optimization and data science to
how companies manage digital information and respond to litigation would drive more successful outcomes at a
lower cost. We remain committed to this vision today. We deliver a fully integrated Legal GRC platform that enables
our clients to address their privacy, regulatory, compliance, digital forensics, and litigation risks more effectively and
at lower costs. We provide software solutions that help some of the world’s largest organizations, law enforcement

and government agencies work smarter, more efficiently, and support the Rule of Law.

Modifications

1. When adding BitLocker images with clear key encryption (suspended protection), FTK Imager now identifies the
clear key and defaults to adding the volume as decrypted. (FTKIP-1158)

2. The APFS image information logs (.txt) is now enhanced to record decryption details. (FTKIP-523)

3. Acquisition and system timestamps in FTK Imager logs have been updated to adhere to the ISO 8601 standard
format alongside the standard date display. (FTKIP-1191)

4. The default value of ‘Image Fragment Size’ field in the ‘Select Image Destination’ dialog has been increased from

1500 MB to 8000 MB. (FTKIP-1193)

Resolved Issues

1. Resolved an issue where FTK Imager displayed a licensing error pop-up on startup when running the unlicensed
(free) version. (FTKIP-1089)

2. Resolved an issue where memory capture failed to collect pagefiles configured on non-system drives.
(FTKIP-1157)

3. Resolved a security vulnerability where the FTK Imager installer was susceptible to DLL search order hijacking,
and upgraded the bundled CodeMeter Runtime to version 9.10 with ASLR and DEP mitigations enabled.
(FTKIP-1210) (Reported by: Matteo Vinci — Forenser SRL)

4. Resolved an issue where memory collection failed because memory.exe failed to execute. (ER-41239)
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Contact Exterro

If you have any questions, please refer to this document, or any other related materials provided to you by Exterro.
For usage questions, please check with your organization’s internal application administrator. Alternatively, you may

contact your Exterro Training Manager or other Exterro account contact directly.

For technical difficulties, support is available through support@exterro.com.

Contact:

Exterro, Inc.

2175 NW Raleigh St., Suite 400

Portland, OR 97210.

Telephone: 503-501-5100

Toll Free: 1-877-EXTERRO (1-877-398-3776)
Fax: 1-866-408-7310

General E-mail:info@exterro.com

Website: www.exterro.com

Information in this document is subject to change without notice. No part of this document may be reproduced or transmitted in any form or by any means,
electronic or mechanical, for any purpose, without the express written permission of Exterro, Inc. The trademarks, service marks, logos or other intellectual
property rights of Exterro, Inc and others used in this documentation ("Trademarks") are the property of Exterro, Inc and their respective owners. The
furnishing of this document does not give you license to these patents, trademarks, copyrights or other intellectual property except as expressly provided in
any written agreement from Exterro, Inc.

The United States export control laws and regulations, including the Export Administration Regulations of the U.S. Department of Commerce, and other
applicable laws and regulations apply to this documentation which prohibits the export or re-export of content, products, services, and technology to certain
countries and persons. You agree to comply with all export laws, regulations and restrictions of the United States and any foreign agency or authority and
assume sole responsibility for any such unauthorized exportation.

You may not use this documentation if you are a competitor of Exterro, Inc, except with Exterro Inc’s prior written consent. In addition, you may not use the
documentation for purposes of evaluating its functionality, or for any other competitive purposes.

If you have any questions, please contact Customer Support by email at support@exterro.com.
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